Cryptographic Algorithms
|mplemented on FPGAS
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Why Secure Hardware?

edded systems now common in the industry

ardware tokens, smartcards, crypto accelerators, internet

avalable to al
fficulty of attack
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Attacker resources and methods vary greatly

Teenager Academic Org.Crime  Gov't

Limited Moderate Lage Large
$10K-$100K  $100K+ Unknown
High Varies Varies
High Low Low
Publicity Money Varies
Moderate Few Unknown
No Yes Yes
Yes Varies No

Source: Cryptography Research, Inc. 1999, “Crypto Due Diligence”
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Minimal key lengths for symmetric ciphers

Source: Blaze/Diffie/Rivest/Schneier/Shimoura/Thompson/Wiener: www.bsa.org/policy/encryption

Tool Time and cost Length needed for
per key recovered | protection in late 1995
40 bits | 56 bits
scavenged | 1week | infeasible 45
computer time
EPGA 5 hours | 38 years 50
($0.08) | ($5,000)
FPGA 12 min | 556 days 55
($0.08) | ($5.000)
FPGA 24 sec 19 days 60
($0.08) | ($5,000)
ASIC 18 sec 3 hours
($0.001) | ($38)
FPGA 7 sec 13 hours 70
($0.08) | ($5,000)
ASIC 0.005 sec 6 min
($0.001) ($38)
ASIC 0.0002 sec| 12 sec 75
(0001 _s22)
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Reconfigurable Hardware

figurable Hardware (RCHW) meansin
mercia applications mostly:

Programmable Gate Arrays (FPGAS)
le Programmable Logic Devices (EPLD).
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Field Programmable Gate Arrays

ealize avariety of circuits:

be reprogrammed in-system,
of booleanand storage elements,

ize fairly large circuits > 100; 000 gates.
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Reconfigurable Computing - Characteristics

|S the middle ground between ASICs and
rocessors. ASICs are the ultimate in speed but
ibility while processors have the ultimate in
but lack speed.

ure is the ability to perform computations in
increase performance, while retaining much
ility of a software solution.
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Choosing a Platform

f implementation is driven by:
ithm performance

-unit cost, Development cost]
nsumption (wireless devices!)
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Algorithms

Platform Implementation for Cryptographic

[

Cryptographic Algorithms j]

Classic Hardware

VLSI ASIC chips

| | Reconfigurable HW | | Software
I I
EPGAS General purpose nProcs,
Embedded mProcs, €tc.
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Reconfigurable Computing - defined

Reconfigurable Processor
Hardware
Flexibility
>
Development Cost
>
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Why Crypto-algorithms in Hardware

ain reasons:

ware implementations are too slow for some
ations (symmetric alg: encryption rates
bit/sec public-key alg: > 10 msec)

re implementations are intrinsically more

ly secure: Key access and algorithm
nis considerably harder.
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But why reconfigurable hardware?

jal advantages of crypto algorithms implemented on

Efficient

Modification

ut relative to software)
iency relativeto ASICs)
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Crypto and FPGAs: Algorithm Agility

vation: Modern security protocols are defined to
ithm independent:
ption algorithm is negotiated on a per-session

ariety of ciphers can be required. Ex: IPsec-
algorithms: DES, 3DES, Blow-Fish, CAST,
4 and RC6, & future extensions!

Ids for public-key algorithms, e.g., Diffie-
nd ECDH.

IC solutions can provide algorithm agility
ts.
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Crypto and FPGAs:. Algorithm Upgrade

ns may need upgrade to a new algorithm because:
t algorithms was broken (DES)

dard was created (AES)
ist of algorithm independent protocol was

implemented algorithm is practically
devices are affected or in applications
mmunications.
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Crypto and FPGAs:. Architecture Efficiency

In certain cases a hardware architecture can be much
ore efficient if it is designed for a specific set of
ameters. Parameters for cryptographic algorithms
e for example the key, the underlying finite

the coefficient used (e.g., the specific curve of
C system), and so on. Generally speaking, the
ecific an agorithm is implemented the more
t it can become.
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Crypto and FPGAss. Resource Efficiency

ation: The maority of security protocols uses

ey as well as public-key algorithms during
ion, but not simultaneous.

device can be used for both through run
ration.
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Crypto and FPGAs: Algorithm Modification

e applications require Public algorithms (such as
andidates) with proprietary modules, e.qg.,
ary S-boxes or permutations.

of modes of operations (feedback modes,
ode, etc.)

lytical implementation, such as key-search

ay use slightly altered version of the

e changes can readily be implemented.
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Cryptography

entiality is provided by

n primitives

- the process of

an readable (plaintext)
unintelligible

jon primitives
hers (Conventiol
iphers (Public K¢

Cryptographic Primitives for Encryption
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Case of Study 1. GF(2m)
Squaring
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GF(2™) Squarer

most algorithms the modular product is computed in two steps:
nomial multiplication followed by modular reduction. Let A(x) T
) be an arbitrary element in the field and P(x) be theirreducible
erator polynomial.

compute the modular square of the element A(x) we first
olynomial product C(x), of degree at most 2m-2, as

mial product C(x):A(x)A(x):?%:aa‘gé:aa‘%

nd step, areduction operation is performed in order
1 degree polynomial C' (x) defined as

Francisco Rodriguez Henriquez
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Squaring: Example

be an element of the finite field F=GF(25). Then, the square of A

4838y » 84933,13g
80 88 a0 & Ado -
) B A1 QW Apd;
2 B Ay Q& Apdr
axaz 183 Apds
184 Aods —

a 0 a 0 ag

itrary element A in the field F=GF (2°), we have,

2 ! i Q ! i 0 I’B—l 2i
()= A()=F8 ax £& ax 9=4 ax
€i=0 i g =0
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Squaring: Software Solution

e low[256] = {

5, 16, 17, 20, 21, 64 65 68, 69, 80, 81, 84, 85
61, 272, 273, 276, 277, 320, 321, 324, 325, 336, 337, 340, 341,
29, 1040, 1041, 1044, 1045, 1088, 1089, 1092, 1093, 1104, 1105, 1108, 1109,
5, 1296, 1297, 1300, 1301, 1344, 1345, 1348, 1349, 1360, 1361, 1364, 1365,
, 4112, 4113, 4116, 4117, 4160, 4161, 4164, 4165, 4176, 4177, 4180, 4181,
4368, 4369, 4372, 4373, 4416, 4417, 4420, 4421, 4432, 4433, 4436, 4437,
5136, 5137, 5140, 5141, 5184, 5185, 5188, 5189, 5200, 5201, 5204, 5205,
392, 5393, 5396, 5397, 5440, 5441, 5444, 5445, 5456, 5457, 5460, 5461,
16400, 16401, 16404, 16405, 16448, 16449, 16452, 16453, 16464, 16465, 16468
6645, 16656, 16657, 16660, 16661, 16704, 16705, 16708, 16709, 16720, 16721
7412, 17413, 17424, 17425, 17428, 17429, 17472, 17473, 17476, 17477, 17484
665, 17668, 17669, 17680, 17681, 17684, 17685, 17728, 17729, 17732, 17733
0, 20481, 20484, 20485, 20496, 20497, 20500, 20501, 20544, 20545, 20544
65, 20736, 20737, 20740, 20741, 20752, 20753, 20756, 20757, 20800, 20801
20, 20821, 21504, 21505, 21508, 21509, 21520, 21521, 21524, 21525, 21564
85, 21588, 21589, 21760, 21761, 21764, 21765, 21776, 21777, 21780, 2178]
, 21841, 21844, 21845
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Squaring: Software Implementation

ieIdSquk_Randomgrct word *ax, rct_word *tx, rce context * cntxt,
offsetptn)

+i%a%le |ow[{[(ax[§]]]8;2>g Ol <<16);

sgr_table” Iow{(ax[l]»ZX)&Oxf! T<<16);
] = S, tmp[i*2+1] =

UC2K (cntxt) (tmp, blen_p, cntxt->ecp->poly);

, blen_p, cnixt->ecp->poly);
tx[i] =tmplil:
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Second step: reduction

lem: Given the polynomial product C(x) with at most, 2m-1, obtain
ular product C' with mcoordinates, using the generating

polynomial P(x).

|C(x) = C(x)modP(x)

we are interested in the polynomial reminder of the
e can safely add any multiple of P(x) to C(x) without
result. This simple observation suggest the following

educe k bits of the polynomial product C at once.
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Second step: reduction

assume that the m+1 and 2m-1 coordinates of P(x) and C(x),
cly, are distributed as follows:

= [CZm- 2 C2m»3 A C2m- 1k C2m— 2-k o Cﬂ. CO]
N [pm Pni 0 P pO]
ays exists ak-bit constant scalar S, such that

Pn Pui - Pmkn Pox - P Po)
m 2 C2m3 Cka-l pgk p1¢ poq

otice that all the k MSB of SP become identical to the
of the number C. By left shifting the number SP

k-1 positions, we effectively reduce the number in
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Software reduction implementation

3 4
erm m

0
C pw1en-1| pwlen-2| |w\en+2 w\en+1| fen-1 |wlen-2 | | 1 | 0 D
N N N\ o P P P AN

5 S
L 2 3 >4/

m modular coordinates m

2m1 coordinates

Addition operations < 4wlen;
SHIFT operations < 4wlen;
Comparisons = 2wlen.

Clpwlen] Clpwlen-wien+shiftn]

Francisco Rodriguez Henriquez
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Squaring: Polynomial Multiplication Step
FPGA Implementation [by Nazar Saqjib]

SOUARE REDUCTION

I |:> | ouT

A=ax’+aXxX +ax+a,
A’ =ax’+ax'+ax +a,

A=1111
A2= 1010101
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Squaring: Reduction Step FPGA
| mplementation [by Nazar Saqib]

L m-1 - O

CH{m-1 bits) | CHim bits) I

m-1 @

{ CLim bits} I

k= (m-2}[(m-2}-n}+1] ' a
=n-1 bits t

Francisco Rodriguez Henriquez
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Case of Study: Modular
Exponentiation

Francisco Rodriguez Henriquez

But why are we interested in
modular exponentiation in the
first place?

Francisco Rodriguez Henriquez
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RSA cryptosystem by layers

PKCS Primitives: PKCS1_OAEP Encode, I
PKCS1 _OAEP_Decode, etc

RSA primitive Operations: Encryption: C = M® mod n, I
Decryption M = C4 mod n.

Frfinite field operations : Addition, Squaring, I
multiplication, inversion and exponentiation
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Public-Key Cryptography

Ted ?

Alice's public Alice 's private
LI.'_‘- ]u'}

Mike Alice

Transmitted

ciphertext g
— B " @

Plaintext . . . . . Plaintext
. Eneryption alzorithm Decryption algorithm
input : : sulput

{e.z.. RSA) {reverse of encryption
algorithna)

16



Public-Key Cryptography

ﬁ_‘) Joy - .
Mike Bah

Bob's private Bok's public
key key
Transmited —
: ciphertext ——n
Plaintext , ] ! ] . Plaintext
sl Encrvption algorithm Decryptien algorithm putpal
! (e RSA) {reverse of encryption I
algorithm)
(b Authentication
Francisco Rodriguez Henriquez
Key Generation
Select g, g p and g both prime

Calculate n=p =g

Calculate dimi= (p— Lilg — 1)

Select integer ¢ gedid(ml, el =1; 1 <e= din)
Calculate o d=e1 mod dim)

Public key KU = {e.n}

Private key ER = {d, n}
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RSA: Encryption, Decryption

Encryption
Plaintext: M=n
Ciphertext: =M (mod r)
Decryption
Ciphertext: O
Plaintext: M=% (mod m
Francisco Rodriguez Henriquez
RSA: An Example
Encryption Decryption
_ 13 . .
Plaintext 20807 with a ot 106007 with)  Plaintext

{9 ——fe])*

176099

= e = rAINAET O]

i =

Ciphertext

Elpye

W

1.2

a remainder of

19—

_l-r 19

KR=77,119

Example of RSA Algorithm

Francisco Rodriguez Henriquez
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Modern Cryptosystems: A Top-Down Model

Top level Crypto-primitives: Key-pair generation,
Signing and Verification

L ow-level crypto-primitives: addition, doubling, scalar I
multiplication

F,mfinite field operations : Addition, Squaring, I
multiplication and inversion
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Elliptic curves over finite fields

Addition
Squaring
Multiplication
Inversion

Francisco Rodriguez Henriquez
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Arithmetic on Elliptic Curves

dition and Doubling

s P =(x,y) andQ=(x,Y,),thenP+Q=(x3,Ys)
X3 =l 2-% - %
=l (% - %) -y

V2-y) /! (Xp-%) forP* Q
3x,2+a)/2y; forP=Q (doubling)

+P+ .. +P —m8M8M8M8 kt|mes

rmed inthe finite field F=GF(2™) over K=GF(2).

liptic curves requires addition, squaring,
d inversionin finitefields.
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Case of Study: Modular
Exponentiation

Francisco Rodriguez Henriquez
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Modular Exponentiation

e do NOT compute C := Me mod n

iIrst computing Me

hen computing C := (M€) modn

rary results must be reduced modulo
each step of the exponentiation.
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Modular Exponentiation

M5
ow many multiplications are needed??
er (requires 14 multiplications):
S® MA® MS® ... ® M
d (requires 6 multiplications):
® Mé® M’® M¥® M1

Francisco Rodriguez Henriquez
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Modular Exponentiation: Binary Method

binary method requires:
uarings: k-1
iplications. The number of 1s in the binary
sion of e, excluding the MSB.
umber of multiplications:
(k1) + (k1) = 2(k-1)
(k-1) +0=k1
-1) +1/2 (k-1) = 1.5(k-1)
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Modular Exponentiation

ning the bits of e
Ime: quater nary method
e: octal method

" m-ary method.
quaternary method: 250 = 11 11 10 10

cessing required.
2 squaring performed.

Francisco Rodriguez Henriquez
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Modular Exponentiation: Quaternary Method

bits j M
00 0 1
01 1 M
10 2 MM =M?2
11 3 M2M = M3
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Modular Exponentiation: Quaternary Method

ple:e=250=11111010

bits Sep2a Sep 2b

11 M3 M3
(M3)4= M2 M2123\3 = M15
(M15)4= M6 | MBORV2 =M62

(M62)4= M248 | M248}\J2 = \250

of multiplications. 2+6+3 = 11

Francisco Rodriguez Henriquez
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Modular Exponentiation: Average Number of

Multiplications

BM MM d Savings %

11 10 2 9.1

23 21 2 8.6

47 43 2,3 8.5

95 85 3 10.5
167 3,4 12.6
325 4 15.1
635 5 17.2
1246 5 18.8
2439 6 20.6
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Addition Chains

asequence of integers a,, ay, a,, ..., &,

and a, = e. The sequence is constructed in such a way
| k there exist indicesi,j =k suchthat, a =& +a.

e chainisr. A short chain for agiven e implies an
rithm for computing M.

BM: 1236121326 275455
M: 123612132652 55
M: 124510204050 55
M: 123510112244 55

Francisco Rodriguez Henriquez
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Addition Chains

Ing the shortest addition chain is NP-complete.

und is given by binary method:
dog,ef+H(e)- 1

e Hamming weight of e.

given by Schonhage:

dog, e{+H(e)- 2.13

ary, meary, adaptive mary, siding windows,

Francisco Rodriguez Henriquez

Modular Exponentiation: Binary
Method Variations

Francisco Rodriguez Henriquez
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Side Channel Attacks

inary exponentiation
exponent d = (d,,dy4,...,dy)

the most significant bit) Thetime or the power to execute

c? and c*a are different
f annel information).

Algorithm Coron’s exponentiation
Input: ain G, exponent d = (d,d,.,,.-.,dp)
Output: c=adin G
1.c0] =
2.Fori=k-1downtoO;
3. c[0] =[O
4. 1] =c[0]*g
5
6

: M

il

«W

|

c[0] = c[d];
. Return c[0];

Francisco Rodriguez Henriquez

Mod. Exponentiation: LSB-First Binary

e the number of bitsof g, i.e,,
k =1+ ¢log, el

~

-1

e2i

QJo

e= (8182 88) =

;

=Memodn forel {03}

then R := RC mod n
mod n

Francisco Rodriguez Henriquez
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Modular Exponentiation: LSB First Binary

= 250 = (11111010), thusk = 8

[ Step 3 (R) Step 4 (C)
1 M2

1* (M)2 = M2 (M?)2= M4

M2 (M4)2= M8

M2 * M8= M0 (Ms)zz M 16

M0 * \M16= N6 (M16)2: M32
M26 * M32= M8 (M32)2: M6
M>58 * M84= M12 (M64)2: M128
M122 * M128: MZSO (M128)2: MZSG

RPlRr|kr|[kr|[R|lO|R]|O

Francisco Rodriguez Henriquez

Modular Exponentiation: LSB First Binary

e LSB-First binary method requires:

uarings: k-1

|ltiplications. The number of 1s in the binary
sion of e, excluding the MSB.

number of multiplications:

- (k1) + (k1) = 2(k-1)

(k-1) +0=k-1

(k-1) +1/2 (k-1) = 1.5(k-1)

ore, but here we can compute the
ion operation in parale with the

Francisco Rodriguez Henriquez
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Arquitectura del Multiplicador
[Mario Garciaet al ENCO3]

o3
(@=rgn | |
cl ¥ R aul

> MUL Mu | g R o
SSM(I) 1
d " o4 !
. i
o2 !
3 ESY: !
» SOR i
SSM2) b < !
L "
5
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Desarrollo (Método g-ario)

Tuput: x < GF2™): Element in the Galois field
e Exponent

r = 1 Integer
Output: z = x° (2™
I Ni=eixz=x % wl=x:
for i 2 to |_:TJ do wlil ;= wli 1] - x2
zi=1
while N = 0 do

td = Mod[N. 7| :
N l%J ;
if  # 0 then

I express d = 2P with p greatest possible integer. ¢ odd ;
ic=1lg+1)/2;
®oi= WE|
T
5= A
1 -
[
for i Lto |&]| do wii] == wli|"

output z
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Desarrollo (Método g-ario)

alculo de W.

o de q.

ded=2"p* q
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Desarrollo (Andlisis)

ano de memoriay tiempo de
cion del precomputo W.

0 de multiplicacionesy
nes a cuadrado para método g-

Francisco Rodriguez Henriquez
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Tiempo de Ejecucion Vs. Numero de Procs.

Gréficas

Tiempo de ejecucion

2591
REAL

2332
SIMULADOD

2073

1814

1555

1296 \

1036

777 L

518 \_“

259

Niimero de procesadores

4 5 7 8 9 1 12 14
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Tamano de Memoria

Graficas

Memoria

81920

REAL

73728
SIMUL&DO

65536

57344

49152

40960

32768

24576

16384

8192

Nimero de bits (3)
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Elliptic Curve Point
Multiplication Revisited

Francisco Rodriguez Henriquez

Elliptic Curve Cryptography

Francisco Rodriguez Henriquez
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First Layer: Field Multiplication

B climinary results yield a time delay of 50-70 hSec
d »9K Slices of hardware resources utilization.
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EC Point Addition and Doubling: A model

Point Addition Point # of
Doubling Multipliers
oM 4M 1
12M 6M 1
6M 3M 2
aM 2M 3
4M 2M 1
2M M 2

Francisco Rodriguez Henriquez
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EC Point Multiplication: A model

Number of Number of PA and PD

Point Addition Point Boxes
Doubling

1/2m m Sequential
1/2m 1/2m Parallel

1/3m m Sequential
1/3m 2/3m Parallel

m m Sequential
m 0 Paralle
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EC Point Multiplication: A model

ethod

Total Number of Field Number of

Multiplications Multipliers
9/2mM+4mM = 8.5mM 1
3mMM+3mM=6mM 2

6mM+3mM=9mM

2mM+3mM=5mM

2mM+1mM=3mM

Francisco Rodriguez Henriquez
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