Cryptology 2012
(Home work 3)

April 5, 2012

e Due on April 2, 10 am. Hard copies of solutions are to be submitted.
e Please give precise arguments for all statements that you write.

e Please do not hesitate to contact me if you do not understand the prob-
lems.

1. Given a pseudorandom function family F : IC x {0,1}" — {0,1}", construct a family
G: K x{0,1}" = {0,1}*" as Gx(X) = Fx(X)||Fx(Fx(X)). Is G pseudo-random, if
so give a proof otherwise design an efficient adversary which breaks G in the prf sense.

2. Let Ex be a symmetric encryption schemeAencrypting messages in {0, 1}". We wish to
construct a symmetric encryption scheme Fy (based on Fk/()) for encrypting messages
in {0,1}"'. For encrypting messages in {0,1}"~! we do the following

Algorithm Ey (M)
Cl < EK<OHM>,
while (msb(Cy) # 0)
Ci = Ex(Ch)
Cy =drop(Ch);
return C

Where msb(X) returns the most significant bit of X and drop(X) removes the most
significant bit of X.

(a) Show that the above encryption algorithm is well defined i.e., one can decrypt
unambiguously if such an encryption procedure is followed

(b) Assuming that Ey is a random permutation then Ex will also be so.

3. Let F be a length preserving pseudorandom function. Define a keyed permutation F©®)
as follows:

e Inputs: A key k € {0,1}°" parsed as k = (ky, ko, k3, k4) with |k;| = n, and an
input z € {0,1}?" parsed as (Lo, Ry) with |Lo| = |L;| = n.
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e Computation:
(a) Ly + Ro; Ry < Lo @ Fy,, (Ro);
(b) LQ < Rl, R2 < L1 ) Fk2(R1),
(C) L3 < RQ; Rg < L2 D st(RQ);
(d) Output (L3, R3)

Show that F'® as defined above is not a strong pseudorandom permutation.

. Consider a symmetric encryption scheme SE = (K, £, D). The oracle $(.) responds to
the query x of A by returning |£(z)| many uniform random bits. The IND$ advantage
of A is defined as

AdvES(4) = Pr [K &K AERO o 1} — Pr[A%0 5 1]
S€& is considered secure in the IND$ sense if for all efficient adversaries A the IND$
advantage is small.

(a) Show that security in the IND$ sense implies security in the IND-CPA sense.
(b) Show that the CTR$ scheme is secure in the IND$ sense.

. Let F' be a pseudo-random function. Show that the following constructions are insecure
as message authentication codes (in each case K € {0, 1}" is the private key):

(a) To authenticate a message m = mi||ms|...||m, where m; € {0,1}", compute
t = Fr(my1) ® Fx(mso) @ ... D Fx(my) as the tag.
(b) To authenticate a message m = my||msf|...|[m, where m; € {0,1}", do the
following;:
ro& {01y
t <+ Fk(T‘) D Fk(ml) D FK(MQ) D...PD FK(mZ)
send (r, 1)

. Let R, S, and T be finite, non-empty sets. Suppose that for each r € R, we have a
function h, : S — T . In other words {h, },cg is a family of keyed hash functions from
StoT

We say that the family of hash functions {h,},cr is pairwise independent, if for all
s,8 €8, s#5 and forall t,t' € T

Pr[r & R ho(s) =t A ho(s)) =] = T

We say that the family of hash functions {h, },¢r is e-almost universal, if for all s, s’ € S,

s# 5,



(a) Show that if a function family is pairwise independent then it is ﬁ-almost uni-

T
versal.

(b) Let p be an odd prime. For a,b € Z, define h, : Z,, — Z, by the rule
hop(z) = (x+a)* +b (mod p).
Prove that the family {h,} is Zl)-almost universal.

7. Consider a simplified version of Merkle-Damgard construction. Let comp : {0, 1} —
{0,1}™, where t > 1, and suppose that

v = w||ws|| - [,

where |z1| = |xg| = -+ = |zx| = t. Consider the following iterated hash function:

Algorithm Simplified Merkle-Damgard
21 < OmeL’l
g1 < compress(z1)
fori< 1tok—1,
Zix1 < Gil[Ti1
gir1 < compress(z;.1)
end for
hz) < g
return (h(zx))

Suppose that compress is collision resistant, and further it is zero preimage resistant,
i.e., it is hard to find z € {0, 1} such that compress(z) = 0™. Under these assump-
tions prove that h is collision resistant.



