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A brief introduction

1. Elliptic curve cryptography (ECC) is used in practice to
instantiate public-key cryptography protocols, such as:

I Digital signatures
I Key agreement

2. The benefits of using ECC are:
I Small key sizes
I Efficient implementations

3. An important number of real world applications use ECC
nowdays.

I Bitcoin
I SSL/TLS
I WhatsApp
I e-passport



Case 00: Bitcoin

1. In November 2008, a paper was posted on the internet under
the name Satoshi Nakamoto titled bitcoin: A Peer-to-Peer
Electronic Cash System.

2. According to Nakamoto, bitcoin is a digital currency which
allows online payments from one party to another without
going through a financial institution.

3. In January 2009, bitcoin network came into existence.

4. Nakamoto mining the first block of bitcoins ever (known as
the genesis block).

5. As of 6 February 2016, there were 15.2 millions bitcoins
circulation of a capped total of 21 millions.

6. A bitcoin dollar value is arround $573.39.



Case 00: Bitcoin technical details

1. A Bitcoin Block Chain is a journal of all the transactions ever
executed.

2. A User Account is tipically a ECDSA private key.

3. A bitcoin transaction is realized by attaching a digital
signature of the hash of:

I The previous transaction
I The public key of addresses user

4. Each block in the journal contains the SHA-256 hash of the
previous block, hereby chaining the blocks together starting
from the so-called genesis block.
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Case 01: Secure Shell (SSH) and Transport Layer Security
(TLS)

1. SSH is a cryptographic network protocol for operating network
services securely over an unsecure chanel.

2. The best known example application is for remote login to
computer systems by users.

Source:Jason Young



Case 01: Secure Shell (SSH) and Transport Layer Security
(TLS)

1. ECC can be used in three times in the SSH protocol:
I In RFC 5656 specifies the ephemeral Elliptic Curve

Diffie-Hellman key exchange method.
I The server authenticates itself by signing a transcript of the

key exchange, this can be done with ECDSA.
I Finally, clients can use ECDSA public keys for client

authentication.



Case 01: Secure Shell (SSH) and Transport Layer Security
(TLS)

1. TLS is a cryptographic protocol that provide communications
security over a computer network.

2. The Transport Layer Security protocol aims mainly to provide
privacy and data integrity between two entities.

3. RFC 4492 specifies elliptic curve cipher suites for TLS.

4. Elliptic curves can arise in several locations in the protocol:
I The elliptic curve Diffie Hellman (ECDH) key exchange.
I TLS certificates can use either RSA or ECDSA.
I Also cen be used for encryption.



Case 01:TLS

Source: MongoDB Asynchronous Java Driver



Case 02: WhatsApp

Alicia Bob

Hola

1. WhatsApp allows people to exchange messages and make calls
around the world.

2. After March 31, 2016 are end-to-end encrypted.

3. The Signal Protocol, designed by Open Whisper Systems, is
the basis for WhatsApps end-to-end encryption.

4. This protocol aims to prevent third parties and WhatsApp
from having plaintext access to messages or calls.

5. Even if encryption keys are physically compromised, they
cannot be used to go back in time to decrypt previously
transmitted messages.



Case 02:Arquitectura de WhatsApp
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1. WhatsApp Web is an extension of WhatsApp phone.

2. WhatsApp Web needs a connection to a phone in order to
synchronize the messages.
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1. The WhatsApp account needs to be available and it also
requires an Internet connection.

2. WhatsApp offers that messages are stored only on the
respective phones.

3. However, messages, images, and videos are stored on their
servers temporarily, until they are delivered or in a maximum
month period.



Case 02: Open WhisperSystem explanation

The protocol used by WhatsApp is based on:

1. Off the record messaging protocol (OTR): was proposed by
Borisov, Goldberg and Brewer.

2. Silent circle instant message protocol (SCIMP): proposed by
Vinnie Moscaritolo, Gary Belvin, and Phil Zimmermann.

This protocol has advantages and pitfalls, Open Whisper System
worked in a protocol that has the better of two worlds.



Case 02: WhatsApp Security Goals and Trust Model

1. Security goals
I Privacy and Integrity.
I Forward security.

2. Trust Model
I Minimize the infrastructure, however, public key directories are

required.



Case 02: WhatsApp Triple Diffie-Hellman

1. The aim is to build a shared secret for each session.

2. This is accomplish using Diffie Hellman over elliptic curves.



Case 02:Ratchet Axolotl

1. In this protocol the keys are updated based on the Diffie
Hellmans performed.



Case 02: Complete Protocol

1. Triple Diffie Hellman

2. Rachet


