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Abstract

This paperdealswith the optimal computationof finite field exponenti-
ation, which is a well-studiedproblemwith mary importantapplicationsn
theareaof error-correctingcodesandcryptography It hasbeenshown that
the optimal computationof finite field exponentiatioris a problemwhich is
closelyrelatedto finding a suitableaddition chainwith the shortestpossi-

ble length. However, it is alsoknown that obtainingthe shortestaddition



chainfor a given arbitrary exponentis an NP-hard problem. As a conse-
guenceheuristicsaareanobviouschoiceto computdield exponentiatiorwith

asemi-optimahumberof underlyingarithmeticoperationslin this paperwe
proposeheuseof anartificial immunesystento tacklethis problem.Partic-
ularly, we studythe problemof finding both the shortestadditionchainsfor

exponents with moderatesize(i.e., with alengthof lessthan20 bits), and
for thehugeexponentgypically adoptedn cryptographicapplications(i.e.,

in therangefrom 128to 2048hits).

Keywords:artificialimmunesystemsgryptographyshortesadditionchains heuris-

tics

1 Intr oduction

Field or modularexponentiationis heavily utilized in several major public-key
cryptosystemsuchas RSA, Diffie-Hellmanand DSA [4, 24]. For instancethe
RSA encryption/decryfion schemeis basedon the computationof M€ mod n,
wheree is afixednumbey M is anarbitrarily chosemumericmessagandn = pq
is the productof two large primesp, ¢. Additionally, modularexponentiationis
alsousedin computationahumbertheoryincludingapplicationson integer prime
testing,integerfactorization field multiplicative inversecomputationgtc.

A finite field or Galoisfield (so namedafter Evariste Galois)is a sethaving

finitely mary elementsn whichthe usualarithmeticoperationgaddition,subtrac

tion, multiplication, division by nonzercelementsharewell defined.Moreover, all
usualalgebraidaws, namely commutatie, associatie anddistributive laws, hold
[24]. Theorderof afinite field is definedasthe numberof elements; thatit con-

tains. Typical moderncryptographicapplicationautilize finite fields with asizeg



of asmuchas2'9%* or morefield elementg32].

If ¢ = p, with p aprime,thenthe setof integersmodulop, form a primefinite
field, denotedas F=GF(p). In a primefinite field, ary arbitraryelement4 € F
is simply anintegerin therangeA € {0,1,2,--- ,p — 1}. In orderto guarantee
thatary arithmeticoperationwithin this field will resultin aninteger within that
range,operationsare computedby taking the remainderon integer division by
p. As a simpleexampleof a prime finite field considerGF(p = 17). Thatfield
hasa total of 17 elementscorrespondindo the integersin the rangel0, 16]. For
instancegiventhefield elements: = 4 andb = 15, theiradditionc = a + b and
multiplicationd = a - b canbecomputedas,c = a+ b =4+ 15 mod 17 = 2 and
d=a-b=4-15mod 17 = 9, respecirely.

On the otherhand,by settingg = 2™ with n a positive integer, a binary finite
field denotedas GF(2") is obtained. A binary finite field canbe constructedby
finding amonicirreduciblepolynomial P(z) = z™ + p,_12™ 1 + -+ + poz? +
p1z+1 of degreen with coeficientsp; € [0,1] fori =1,2,--- ;n—1. Theq = 2"
element®f abinaryfinite field arethesetof all polynomialswith degreen—1 such
that, A(z) = ap—12™ ' +--- + a2x? + a17 + a with coeficientsa; € [0, 1] for
1=20,2,--- ,n—1. Inananalogwayto primefinite fields,all arithmeticoperations
arecomputedy takingtheremaindeonpolynomialdivisionby P(z). Asasimple
exampleconsiderthe binary finite field GF(23) constructedusingthe irreducible
polynomial P(z) = 3+ z + 1. Then,theq = 23 = 8 field elementsare
{0,1,z,z+1,2%, 22 +1, 22+, 22 +z+1}. Forinstancegiventhefield elements
A(z) = 22 + z andB(z) = z + 1, theiradditionC = A + B andmultiplication
D = A-B canbecomputedas,C = A+B = (z2+z)+(z+1) mod 23 +z+1 =
z?+landD=A-B=(z?+x)-(z+1) modz® +z+1=1.

Sinceboth, prime and binary finite fields form a group with respectto the

additionandmultiplication operationstheresultof addingor multiplying ary two
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arbitraryfield elementswill alwaysbeanelemenin thefield.

Field exponentiatiorcanbe definedin termsof field multiplicationasfollows.
Let A beanarbitraryelementof afinite field F =GF(g). Let alsoe be definedas
anarbitrarypositve integer Then,field exponentiationof an elementA raisedto

the power e is definedasthe problemof findinganelementB € F suchthat,
B = A°mod P (1)

whereP is eitheralarge prime (in the caseof primefinite fields)or anirreducible
polynomial(in the caseof binaryfinite fields).

Takingadwantageof thelinearity propertyof themodularoperation(1) canbe
evaluatedby performingareductionmodulo P at eachstepof the exponentiation
thus guaranteeinghat all the partial resultswill not grow larger than twice the
length of the modulusP. In the restof this paperwe will considerthat every
multiplication operationalwaysincludesa subsequenteductionstep.

In generalonecanfollow two stratgiesin orderto optimizethe computation
of (1). Oneapproachs to implementfield multiplication, the mainbuilding block
requiredfor field exponentiationasefficiently aspossible.The otheris to reduce
the total numberof multiplicationsneededo compute(1). In this paperwe ad-
dresghelatterapproachassuminghatarbitrarychoicesof thebaseelementA4 are
allowed but consideringhatthe exponente hasbeenpreviously fixed.

A large numberof field exponentiatioralgorithmshave beenreported Known
stratgiesinclude:binary m-ary, adaptve m-ary, power treeandthefactormethod,
to mentionjust a few [20, 26, 32, 30, 28, 5, 27, 29, 6, 40, 7, 37, 9]. Thosealgo-
rithmsall have in commonthefactthatthey strive to keepthe numberof required
field multiplicationsaslow aspossiblethroughthe usageof a particularheuristic.
However, noneof thosestratgjies canbe consideredo yield an optimal solution

for every possiblefield size. Obviously, the largerthe sizeof thefield utilized the
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harderthe problemof optimizingthe computatiorof thefield exponentiation.

On the other hand, all the aforementionednethodscan be mathematically
rephrasedy usingthe conceptof addition chains Indeed,taking adwantageof
the factthatthe exponentsare additive, the problemof computingpowersof the
baseelementA, canbedirectly translatedo anadditioncalculation.The concept
of anadditionchain for a givenexponente canbeinformally definedasfollows.

An addition chain for e of length! is a sequencé/ of positive integers,uy =
L,u1 ...,u = e suchthatfor eachi > 1, u; = u; + uy for somej andk with
0<j<k<i.

An additionchaindictatesthe correctsequencef multiplicationsrequiredfor
performingan exponentiation.Hence,if U is an additionchainthat computese
as mentionedabove thenfor ary A € F we canfind B = A¢ by successkely
computing:A, A%, ..., A%-1 A°,

For instance the additionchain (1, 2, 3, 5, 10, 20, 23,46, 47) leadsto the fol-
lowing scheméor the computatiorof A*7,

Al; A2 — AlAl; A3 — A2A1;
A5 = ABA% A0 — A5, A% — 10410,
A — A043. A% _ A2 AZ. AT _ f46 41

An addition sequencés a generalizatiorof an addition chainwherenot just
onebut several positive integersey < e ... < eg; mustbeincludedin the given
sequence.

Let/(e) bethe shortestengthof ary valid additionchainfor a given positve
integere. Then,thetheoreticalminimum numberof field multiplicationsrequired
for computingthe field exponentiationof (1) is preciselyl(e). Unfortunately the
problemof determiningan addition chain for e with the shortestlengthi(e) is

an NP-hard problem[32]. Thereforewe have no option but to use somekind



of heuristicstratgy in orderto find an optimal additionchainwhendealingwith
sufiiciently large exponents.

Generallyspeakinga heuristicstratgy triesto find in areasonabléime near
optimal resultsfor hard optimizationproblems,i.e. thoseproblemshaving huge
searchspacesA heuristicmethodoffers no guaranteen the quality of the solu-
tions(if ary) to befound. However, it canoperataundemearlyevery possiblesetof
restrictions. Typically, a heuristicmethodstartsfrom a non-optimalsolutionpop-
ulation anditerationafteriterationimprovesits findingsuntil a reasonabl@and/or
valid solutioncanbe achievzed. The gradualimprovementon the partial resultsis
doneusing eitherdeterministicor probabilisticsearchcriteria. Given a fixed set
of initial conditions,the optimizedsolutionsobtainedby a deterministicheuristic
will remainunchangedrom runto run. Onthe contrary repeatedxecutionsof a
probabilisticheuristicmay producedifferentfinal solutions.

Therehasbeenanenormousmounif literaturereportingdeterministicheuris-
tics methodsfor finding shortaddition chainson large exponents. Someexam-
plesare the aforementionedinary algorithmand its generalizationthe window
method therun-lengthandhybrid method,andsoon [38, 20, 26, 30, 27, 37].

On the other hand, relatively few probabilisticheuristicshave beenreported
sofar for finding nearoptimal additionchains[33, 9, 6]. In [33] a geneticalgo-
rithm searchenginewas proposedor solving this optimizationproblembut the
authors’stratgy wasonly testedfor exponentghataretoo small(9 bits or less)to
be consideredpracticalin seriousapplications.In [9] it wasproposedhe useof
anartificial immunesystemasa probabilisticheuristicfor finding minimal-length
additionchains.Thoseoptimaladditionchainswerethenusedfor computingmul-
tiplicative inverseson binary extensionfields.

In [6] an algorithmfor obtainingshortaddition chainson 512-bit exponents

waspresented.Thatalgorithmwasdivided into two parts: In the first phasethe
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computationof an additionchainfor a large exponente wasreducedo the com-
putationof anadditionsequenceomposedy a setof integers(calledwindows,

which are chosenmuch smallerthane. Then,in the secondphase,an addition
sequencéor thosewindows is produced.Four differentsearctcriteriawereused
in orderto minimize the lengthof the additionsequenceso produced.Although
authorsin [6] reportednice experimentalresults,the exactway of how to decide
which searctrriterionshouldbeusedwasleft open(in fact,theauthoramentioned
thatthey unsuccessfullyried the simulatedannealingechnique).

In this paper we proposethe usageof a probabilisticheuristicbasedon an
Artificial Immune System(AIS) searchenginefor finding shortaddition chains
whendealingwith very large exponents We discusgherationalebehindthealgo-
rithm presentedndwe compardts performancegainsiwell-knowvn deterministic
stratgiesusingrelatively small exponentsj.e., exponentswith bit lengthm less
than 12 bits. Sincefor thosesmall exponentsexact optimal addition chainsare
known (obtainedby meanf exhaustve search)we canfind out the precisequal-
ity of the solutionsobtainedby our approach.Furthermorewe presenta detailed
descriptionof how our proposedstratgy canbe extendedfor larger exponentse
(up to 30 bits) andfor very large exponentswith bit lengthm well in the rangeof
cryptographiapplicationsj.e.,m € [128, 256, 512, 768, 1024] bits.

In the caseof large exponentswe incorporateour AlS stratgy to both phases
of the algorithm presentedn [6]. First, the combinationof the sliding windowv
stratgy togethemwith anAlS heuristicis utilizedfor efficiently partitioningagiven
large exponentinto smallerwindows. Afterwards,anAlS searctengineis utilized
for groupingthe obtainedwindows into a single additionsequence Althoughin
generaloptimal solutionson this rangeare unknavn, we provide a comparison
of our experimentalresultsagainstthe onesreportedby known deterministicap-

proaches.



Therestof this paperis organizedasfollows. In Section2 we presenia brief
review of several relevant deterministicheuristicproposedn the specializedit-
eraturefor computingfield exponentiation.Section3 describeghe framevork of
the probabilisticheuristicapproachpresentedn this paper which is basedon the
conceptsof window partitioning and addition sequencesin Section4, the pro-
posedartificial immunesystemheuristictogetherwith its problemrepresentation
is explained. In Section5, we describethe proposedalgorithmincluding two de-
signexamples;onefor a smallexponentandanotherfor alarge 128-bitexponent.
Section6 presentseveral experimentsand statisticaltestsperformedon the pro-
posedAlS heuristicmethod.In Section?, two code-theonapplicationof the AIS
methodaredescribedFinally, in Section8 someconcludingremarksandpossible

pathsfor futureresearctaredravn.

2 Deterministic Heuristics for Field Exponentiation

In this section,we include a brief review of the main deterministicheuristicpro-

posedn theliteraturefor computingfield exponentiation.

2.1 Binary Strategies

Let e beanarbitrarym-bit positve integer e, with a binary expansiorrepresenta-

. . _ —2 i
tiongivenas,e = (lem—2...e1€0)2 = 2™ 1+ Y7 “2%¢;. Then,
5 m—2 ]
y = xe = "D B 2t ] 2)
=0

Binary stratgies evaluate(2) by scanningthe bits of the exponente oneby one,

eitherfrom left to right (MSB-firstbinaryalgorithm)or from right to left (LSB-first



binary algorithm)applyingthe so-calledHorners rule . Both stratgjiesrequirea
total of m — 1 iterations.At eachiterationasquaringoperatioris performedandif
the valueof the scannedit is one,a subsequeriield multiplicationis performed.
Thereforethebinarystratgy requiresatotal of m — 1 squaringandH (e) — 1 field
multiplications whereH (e) is theHammingweightof thebinaryrepresentatioof
e. Thepseudo-codef theMSB-firstandthe LSB-firstbinaryalgorithmsareshavn
in Figuresl and2, respectrely. Thecomputationatompleity of thealgorithmin

Figurelis givenas,

Ple,m) = m+H(e) ~2 = [logy(e)]| + He) ~ 1 3)

An Example. Let usdefinee = 1903 = (11101101111),. Thenm = 11
andH(e) = 9. Accordingto (3) the computationacompleity of the binary
algorithmis givenas,

Ple) = m+H(e)—2 = 11+9—-2 = 18.

After evaluatingthe algorithm of Figure 1, the resultingbinary sequencas

givenas,

R S G S R S CL L
_ $59 N $118 N .Z'236 N $237 N $474 N .Z'475 N $950

1902 1903

— gy L1902y »

'Horners rule, namedafter W. G. Horner ranksamongthe most efficient algorithmsfor the
computatiorof nth degreepolynomialsof theform,
p(x) = prx™ + pp_12™ — 14+ -+ pr1z + wo,pn # 0, for fixedvaluesof z.
Horners rule solvesthis problemby evaluatingp(z) as,
p(x) = (... (PnT + pn—1)x + -+ )T + po.
This elegantalgorithmwasdiscoveredindependentlyy IsaacNewton 150yearsearlierthanHorner

andby the ChineseamathematiciarC. C. Chaoin the 13thcentury[26]



2.2 Window Strategies

The binary methoddiscussedhn the precedingsectioncanbe generalizedy scan-
ning morethanonebit at a time. Hence,the windowv method(first describedn
[26]) scansk bits at a time. The windowv methodis basedon a k-ary expansion
of the exponent,wherethe bits of the exponente aredivided into k-bit wordsor
digits. Theresultingwordsof e arethenscannegerformingk consecutie squar
ings anda subsequenmultiplication asneeded.In the following we describethe
window methodin amoreformal way.

Let e be anarbitrarym-bit positve integer e, with a binary expansionrepre-
sentatiorgivenas,

m—2

e = (leg 2...e1€9)2 = 2™ 1 + Z 2e;.

Let & be a small divisor of m. Theﬁ:t%is binary expansionof e canbe par
titioned into ¥ words of lengthk, suchthat k¢ = m. If k& doesnot divide
m, thenthe exponentmust be paddedwith at mostk — 1 zeros. Let us define
W; € [0,2% — 1] as,

k-1

Wi = (it (k—1)Cikt (6—2) - - - Cik+1€ik) = D 2 €k ) (4)
5=0

Then, we can equivalently represent as, 3 ,' W; - 2/¢. Using the above

definitionwe have,
o1 v—1
- id ; id .
y= X¢ = XZi:O 2wy | I X2 Wi (5)
1=0

(5) is the basisof thewindow MSB-first procedurdor exponentiatiordescribedn
the pseudo-codef Figure3. Thewindow methodfirst pre-computeshe valuesof
zd forj = 1,2,3,...,2¥ — 1. Then,the exponente is scanned: bits at a time
from the mostsignificantword (Wy_1) to theleastsignificantword (W). At each

iterationthe currentpartial resulty is raisedto the 2¢ power and multiplied with
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z"i, whereW; is thecurrentnonzerowvord beingprocessedReferringto Figure3,

it canbeseenthat,

e Thefirst partof thealgorithmconsistson the pre-computatiormf thefirst 2%

powersof x atacostof 2¢ — 2 preprocessingultiplications.

¢ At eachiterationof the mainloop, the power y2k canbe computedby per
forming k consecutie squarings.Thetotal numberof squaringss givenby
(I —1)k =m — k.

e At eachiterationonemultiplicationis performedvhene&er thei-th word W;
is differentthanzero. Sinceall but oneof the 2¢ differentvaluesof W; are
nonzerothe averagenumberof requiredmultiplicationsis givenas,

(T-1(1-27%) = (2 -1)(1-27%).

Thus,theaveragenumberof multiplicationsneededy thewindow methodn order
to computeanm-bit field exponentiatioris givenas,

™y

P(m, k) :(2k—2)+(m—k)+(k )(1—27F). (6)

Fork = 1,2, 3,4 thewindow methodsketchedat Figure3 is called,respecirely,
binary, quaternary octaryandhexa MSB-first exponentiatiormethod.In particu-
lar, notethatby evaluating(6) for k = 1, theaveragenumberof multiplications
for thebinaryalgorithmcanbefoundas%(m — 1) field operation®n average.

One obvious improvementof the stratgy just outlinedis thatinsteadof cal-
culating and storing all the 2* first powers of =, one can just pre-computethe
windows neededor a given exponente, thus saving someoperations. This last
ideais illustratedin the examplesbelow.

Example. Once again, let us considerthe exponente = 1903 =
(11101101111), with m = 11. Then,the window methodcomputationatom-

plexity andresultingsequenceisingk = 2, 3,4 canbefoundas,
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Quaternary: e = 1903 = (011101101111),
P(m, k) = 2Pre-compmults+ 10 Sqrs+ 5 mults = 17.
PrecompSequencer! — z? — z3.

Main sequence:

oot s 5t 5?5 2% 5 258

N II)116 N $118 N .’L‘236 N II)472 N $475 N .’L‘950

N $1900 N .T1903.

Octal: e = 1903 = (011101101 111)2
P(m, k) = 4 Pre-compmults+ 9 Sqrs+ 3 mults = 16.
PrecompSequencez! — z? — 2% — 25 — 27.

Main sequence:

.’B3—)1‘6—>.’L‘12—>.T24—>.’L‘29—>.’B58—>1'116—)13232

1896 1903

— 28Ty ATy 948y 1896

Hexa e = 1903 = (011101101111),
P(m, k) = 6 Pre-compmults+ 8 Sqrs+ 2 mults = 16.
PrecompSequencez! — 22 — 22 — 2% = 27 — 21 = 15,

Main sequence:

.T7—>.’L'14—).'1328—>.’L'56—).’13112—).'13118—).77236—).’13472

1888 1903

— g%y 1888 o

However, noneof the above deterministicmethodsis ableto find the shortest
additionchainfor e = 1903. In Section5.1we will retale this exampleshaving
thatthe exponentiatiorfor this examplecanbe doneusinga sequence&onsisting

of only 15 multiplicationsteps.
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2.3 Adaptive Window Strategy

The adaptve or sliding window stratgy is quite useful for exponentiationswvith
extremely large exponents(i.e. exponentswith bit length greaterthan 128 bits)
mainly becausef its ability to adjustits methodof computatioraccordingto the
specificform of the exponentat hand. This adjustmentis doneby partitioning
the input exponentinto a seriesof variable-lengtlzeroandnonzerowordscalled
windows As opposedo thetraditionalwindow methoddiscussedn the previous
section theslidingwindow algorithmprovidesa performanceradeof in thesense
that allows the processingf variable-lengthzero and nonzerodigits. The main
goal pursuedby this stratey is to try to maximizethe numberandlengthof zero
words,while usingrelatively large valuesof k.

A slidingwindow exponentiatioralgorithmis typically dividedinto two phases:
exponentpartitioningandthe field exponentiationcomputationitself. In the first
phasethe exponente is decomposeihto zeroandnonzerowords (windowsg W;
of length L(W;) by usingsomepatrtitioningstratgy. Althoughin generait is not
requiredthatthewindow’s lengthsL(W;) mustall be equal,all nonzerowindows
shouldhave alengthL(W;) smallerthanagivennumberk. Let Z bethenumberof
zerowindows and NZ be the numberof non-zerowindows, sothattheir addition

U representshetotal numberof windows generatedby the partitioningphase.e.,

U = Z+NZ @)

It is usefulto forcetheleastsignificantbit of anonzerowvindov W; to beequal
to 1. In this way, whencomparingwith the standardvindow methoddiscussed
in the previous Section,the numberof preprocessingnultiplicationsare at least
nearlyhalved, sincez® mustonly be pre-computedor w odd.

Several sliding window partitioning approachesave beenproposed?20, 26,
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30, 27, 6, 7]. Proposedechniquesliffer in whetherthelengthof anonzeravindow
hasto have aconstanbr avariablelength. Thepartitioningalgorithminstrumented
in thiswork scanghe exponentfrom themostsignificantto theleastsignificantbit
accordingo thefinite statemachineshavn in Figure4. Hence atary momentthe
algorithmis eithercompletinga zerowindow or anonzerovindow. Zerowindows
areallowedto have anarbitrarylength. However, themaximumlengthof ary given
nonzerowindow shouldnot exceedthevalueof & bits.

Startingfrom theZeroWindow State(ZWS), theexponentitsarechecledone
by one.As long asthevalueof the currentscannedit is zero,the algorithmstays
in ZWS accumulatingasmary consecutie zerosaspossible If theincomingbit is
one,thefinite statemachineswitchesto the Nonzerowindow State(NZWS). The
automatorwill staythereaslong asq consecutie zeroshad not beencollected.
If this conditionoccursthe automatorswitchesto ZWS (usuallyq is choseno be
asmallnumbey namely ¢ € [2,5]). Otherwise,if k bits canbeencollected,the
partitioningalgorithmstoresthe nev formednonzerowindow andstaysin NZWS
in orderto generatenothemonzerowindow.

The pseudo-codéor the sliding window exponentiatioralgorithmis shavn in

Figure5. Fromthatfigureit canbeseenthat,

e Thefirst partof thealgorithmconsistson the pre-computatiomf at mostthe
first 2¢ odd powersof x ata costof no morethan2¢~1 — 1 preprocessing

multiplications.

e At step2, the exponente is partitionedusing the stratgy describedabore
anddepictedn Figure4. As a consequence total of Z zerowindows and

NZ nonzerowindows will be produced.

e At step3,y isinitialized usingthe value of the Most Significantwindow as

y = zWe-1_ |t is awaysassumedhatWy_; # 0.
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e At eachiterationof the main loop, the power y2“"*)

canbe computedby
performingL(W;) consecutie squarings.The total numberof squaringss

givenbym — L(Wyg_1)

e At eachiteration one multiplication is performedwheneer the i-th word
W; is differentthanzero. Recallthat NZ representshe numberof nonzero
windows. Therefore the numberof multiplicationsrequiredat this stepof
this algorithmis NZ — 1. Althoughthe exactvalue of NZ will dependon
thepartitioningstratgy instrumentedpur experimentshaov thatanapprox-

imatevaluefor NZ usingg = 2,k = 5, isabout0.15m.

Thus,wefind thattheaveragenumberof multiplicationsneededo computeafield

exponentiatiorfor anm-bit exponente is givenas,

P(m,k) = (21 —1)+ (m— L(Wy_1)) +NZ -1 (8)

Q

21 1 4 1.15m — L(Wy_1).

Due to the considerablénigh efficiengy of the partitioning stratey for collecting
zerowords,theslidingwindow methodsignificantlyoutperformshestandardvin-
dow methodwhensuficiently largeexponentarecomputed27]. However, notice
thatthevalueof theparametek cannotechosertoolargedueto theexponentially
increasingcostof pre-computinghefirst 2% odd powersof x (stepl of Figure5).

In practiceanddependingnthevalueof m, k € [4, 8] is generallyadopted.

3 Addition Sequencéheuristic for field exponentiation

As it waspointedout, the major dravbackof the sliding windonv methodoutlined
in thelastSectionis the high computationatostof increasinghevalueof k. This

difficulty canbe alleviated by usingthe conceptof addition sequencesyhich is
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the main subjectto be addressedh this Section. We first give formal definitions
andtheoreticalboundsfor additionsequencesThen,we discusshow to produce
shortadditionsequencesFinally, we introducethe sliding windonv methodusing

additionsequencewhichis thetechniqueadoptedn thiswork for largeexponents.

3.1 Mathematical Definitions

Definition Let e be anarbitrary positive integer whosebinary expansionis given
ase = ey_1em—2...e1ey, Wherem = |logy(e)| + 1. Let H(e) representhe
Hammingweightof e, i.e., H(e) = Zﬁgl e; IS the numberof onesin the binary
expansionof e.

Definition An additionchain U for a positive integer e of length!l is a sequence
of positve integersU = {uy, u1,- - - ,u; }, andanassociatedequencef r pairs

V={’l)1,’l)2--- ,’Ul} with v; = (’il,’ig),o < i9 < 41 < 1, suchthat:
e ug = landuy; = e
o foreachu;,1 <i < lu; = ui, + uj,.-

The shortestiength of ary valid addition chain for a given positive integer e is
denotedasi(e). Tablel lists the setof exponentavhich have an optimal addition
chainof lengthl(e) = r,forr =1,2,...,9.

It is easyto getcorvincedthatthesearchspacdor computingoptimaladdition
chainsincrementsts sizerapidly. In fact,thereexist ! differentandvalid addition
chainswith lengthr. Obviously, the problemof finding the shortesbnesbecomes
moreandmorecomplicatedasr grows larger. Figure6 shawvs thefirst eightlevels
of theoptimaladditionchaintree.

Eachof the deterministicheuristicsoutlinedin sectionll for the generatiorof

additionchainsclearly setsan upperboundon the functioni(e). In particular the
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theoreticatostof thebinaryalgorithmgivenin (3) impliesthati(e) < m+H (e)—
1. A lowerboundfor [(e) wasfoundin [1] as,log, e+1og, H(e) —2.13. Therefore

we canwrite,
log, e + logy H(e) —2.13 < l(e) < [loga(e)| + H(e) — 1 9)

Let us supposehatwe areinterestedn finding additionchainsfor several expo-
nentsof a givenfixed bit-length,say m. Then,asit wasshavn in [30], i(e) is a
functionof theHammingweight H (e). Indeedonecanexpectthatonaverage (e)
will be smallerfor both, H(e) closerto 0 andfor H(e) closerto m. Onthe con-
trary, whenH (e) is closetom /2, i.e., for thosem-bit exponenthaving abalanced
numberof zerosandones/(e) happengo be maximal[30].

Definition An additionsequenceés ageneralizatiorof anadditionchainwherenot
just one but several positive integerse; < es... < ey mustbeincludedin the
givensequencelt hasbeenshavn thatthe minimal lengthi(eg, e1, ..., es) of an

additionsequencéor ey, . .., e, is upperboundedoy [20],

log e

l(ebeQa"'aes) Sloges-l-(s-l-K) (10)

logloge,’

WhereK is aconstantFor example,anadditionsequencéor {23, 28,40,47} is
1,2,3,5,10,12,23, 28, 40, 46, 47. (11)

Little is known aboutadditionsequencebounds.However, it hasbeenshovn
thatfindingaminimallengthadditionsequencés anNP-hardproblem[20]. Some
heuristicsfor generatingoptimaladditionsequencearediscusseahext.

3.1.1 Generating short addition sequences

Few heuristicmethodsableto generategeasonablyshortadditionsequencebave

beenreported39, 6, 34).
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The Bos-Costermethodpresentedn [6], startsby defininga protosequence
consistingof 1,2 togethemwith therequestedntegers,i.e., {ug = 1,u; = 2,uy =
e1,u3 = eg,--- ,Us+2 = €5}. It thentransformshis to the requiredsequencdy

usinga heuristiccomposedy the following four methods,

1. Approximation Let us supposehereare two elementsalreadyin the se-
quencesuchthatu; + u; = es — €, with u; < u; ande positve andsmall.

Theninsertu; + e.

2. Division. If e, is divisible by a smallprimep, thenaggr@ate:

{es/p,2es/p, -+ ,(p — 1)es/p, es}, in thesequence.

3. Halving. Let us supposehereis a small numberu; = t alreadyin the

sequencesuchthat, e; — ¢t = 2YK, wherew, K are both integers. Then

aggrgjate:{e, — t, &L, --- , &=L}, in thesequence.

4. Lucas Aggreagatea Lucassequencsuchthatits lastelements e;.

The Bos-Costemethodreportsnice experimentalresultswhenappliedto 512-bit
exponents,with Hammingweight of abouttwo-thirdsof 512. Neverthelessthe
exactway of how to decidewhich methodshouldbe usedwasleft open(in fact,
theauthorsn [6] mentionedhatthey unsuccessfullyried thesimulatedannealing
techniqueasanoptionalmethod).

In this work, we implementedhe insertionmethod(similar to the Bos-Coster
Approximationmethod)shavn in thealgorithmof Figure?7.

Let ussupposeghatwe wantto produceanadditionsequencéor anorderedset
of s positive integers(windows), {e1, ez, . . ., es_1, €5 }. First,thesetsl, V-andW
areinitialized asshavn in steps2-3 of algorithmin Figure7. Notice thatthe set
V .= {v1 = es_1,v2 = €5} isinitialized with thetwo largestintegersof theinput

setU. Thereafterthemainloop startsin step4.
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At eachiteration, we computethe value A = vy — v in step5. Then,we
insert A into the sequencethus guaranteeinghat the addition of two sequence
elementscanproducevy, (namely v; + A). As a consequencedhe integer v, is
addedto the outputsetW (step6). ThesetV is thenupdatedwith thetwo largest
valuesamongthe threecandidatesuy, A andwv; (step7). Finally, in steps8-12,
If A is notalreadyin U andif A < uyg, thenthatelementis addedto the setU
without distortingits ascendingorder (procedureSort Setin step9). In the case
thatA € U, thenthe numberof elementsn U keptin thevariablek, is decreased
by one.

Theseiterationsarerepeatedintil theinput setU is emptyandconsequently

theoutputsetW containstherequiredadditionsequence.

An example

Let ussupposdhatwe wantto produceanadditionsequencéor thefollowing set
of 10integers,{3,5,7,11,15,23,25,43,93,147}. Table2 describedow the sets
U, V, W arebeingupdatedasthealgorithmin Figure7 executes.Thefinal addition

sequenc@roduceddy our algorithmis then,
W :={1,2,3,4,5,7,8,11,14,15,23,25, 39,43, 54, 93, 147} (12)

Thesequencen (12)is avalid additionsequencéor theinputsetgiven. Notice
thatthe sequencéasalengthof 16 elements.
Accordingto our experimentswe found thatthe lengthof the sequencepro-

ducedby thealgorithmin Figure7 couldbe empiricallyupperboundedas,
4
1(60,61,---,65) < g[logg(es)J +s+1 (13)

whichis aslightly bettervaluethanthe boundgivenin [6].
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3.2 Sliding window method using Addition Sequences

Thepseudo-codéor theslidingwindow methodusingadditionsequencess shovn
in Figure 8. We usethe samepartitioningalgorithmdescribedn the Subsection
2.3, but taking adwantageof the addition sequencesoncept,we may now allow
much larger window sizes. Then, referringto Figure 8, the following stepsare

performed,

e At stepl, theexponent is partitionedusingthestratgy describedn Section
2.3 (seeFigure4). As a consequence total of Z zerowindowvs and NZ

nonzerowindows will beproduced.

e After having performedhepartitioningphasethe next taskof thealgorithm
consistonthecomputatiorof theadditionsequenca@eededo obtainall the
NZ nonzerowindows foundin the previous phase.This taskcanbeaccom-

plishedata costof [(Wy, W1, ..., Wxz_1) preprocessingultiplications.

e At step3,y isinitialized usingthe valueof the Most Significantwindow as

y = zW¥-1_ Noticethatit is awaysassumedhatWy_; # 0.

e At eachiterationof the main loop, the power y2L(W") canbe computedby
performingL(W;) consecutie squarings.The total numberof squaringss

givenasm — L(Wy_1).

e At eachiteration one multiplication is performedwheneer the i-th word
W; is differentthanzero. Recallthat NZ representshe numberof nonzero
windows. Therefore the numberof multiplicationsrequiredat this stepof
this algorithmis preciselyNZ — 1. Although the exact value of NZ will
dependbnthe partitioningstratgy instrumentedour experimentshawv that

anapproximatevaluefor NZ usingg = 2,k = 5, isabout0.15m.
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Thuswe find that the averagenumberof multiplicationsneededo compute

field exponentiatiorfor anm-bit exponente is givenas,

P(m, k,q) = Z(W(), ,W\p_1) +m — L(W\p_l) (14)
+NZ -1

~ I(Wy,...,Wg_1) +1.15m — L(Wyg_1)

From (14) it canbe seenthatonecanoptimizeits computationatostby carefully
selectinghemost-significant-winde Wy _;. Thisfeaturewill beexploitedby the
AIS heuristicto be explainedin the next Section.

Noticealsothattheslidingwindow methodrequiresn generathepre-computation
of thefirst 2¥ odd powersof x (stepl of Figure5) atacostof 2¢~! — 1 operations.
In contrast,in the caseof (14) that stepis substitutedby the computationof an
additionsequencatacostof [(Wy, ..., Wy_1) operationswhoseupperboundis
givenby (10) and(13).

Moreover, aswe will seein therestof this papey the usageof a probabilistic
heuristicon the computationof shortaddition sequencesallows us to usemuch
larger valuesof the parametek implying a potentialspeedupn the computation

of thefield exponentiatioroperation.

4 Artificial Immune Systemand Problem Representation

In this Sectionwe briefly discussthe main aspectghat characterizeartificial im-
munesystemsn the generalcase. Furthermore we explain how the problemof
finding shortadditionsequencefor large exponentscanbe representedisingan

artificialimmunesystemsetting.
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4.1 Artificial Immune System

TheAtrtificial ImmuneSystem(AIS) is arelatvely new computationaintelligence
paradigmwhich borravs ideasfrom the naturalimmunesystem(especiallyfrom
the onecorrespondingo mammals)o solwe relatvely complex problems.In re-
centyears,AlS hasbeensuccessfullyappliedfor solving problemsin different
areassuchascomputerandnetwork security[2, 22, 17], fault detection[13, 19],
scheduling23], machinelearning[31, 16] andoptimization. Reportedoptimiza-
tion problemssolved by using AIS systemsinclude multimodal [15], numerical
[21], andcombinatorialoptimization[10].

Fromabiological point of view, the humanimmunesystemis avery comple
systemformedby a large numberof cellsandmoleculesanddiversemechanisms.

Someimmunologistsarguethat one of the mainfunctionsof this systemis to
protectour bodiesfrom theinvasionof externalmicroolganismslt is composeaf
two defensdines: innateandadaptiveimmunity Innateimmunity is nonspecific
which meanghatit is independenof the foreignantigen.The adaptve immunity
hasmemoryand learning capabilitiesand it is antigen-dependénmeaningthat
eachdifferenttype of antigenwill provoke adifferentimmuneresponseThemain
component®f theadaptve immunity arethecells calledB lymphocytesr simply
B cells WhenB lymphog/tesarestimulatedby a specificantigen,they will pro-
ducealarge numberof moleculesalledantibodies which play amajorrolein the
adaptve immuneresponse.

From the information processingoerspectie, the immune systemis seenas
a paralleland distributed adaptve system[18]. It is capableof learning;it uses
memoryandit is ableof performinginformationassociatie retrieval. Particularly
it learnshow to recognizepatternsijt rememberpatternghathasbeenshovn upin

the pastandits globalbehaior is anemegentpropertyof mary localinteractions
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[12].

Asit hasalreadybeenmentionedtheimmunesystenis averycomplex system
(probablyits compleity is only comparabléo thatof the brain). However, for the
sale of simplicity, we will only usetwo elementsof the immunesystemin our
model, namely antigens (foreign microoganisms)and the antibodies(the main
actorsof theadaptve immuneresponse).

The algorithmpresentedn this paperis basedon a mechanisntalledclonal
selectionprinciple [8], thatexplainsthe way in which the antibodieseliminatea

foreignantiger? Suchprincipleis explainedin thenext Subsection.

4.2 Clonal SelectionPrinciple

Figure9 depictsthe clonalselectionprinciple,which establishetheideathatonly
thoseantibodieghat bestmatchthe antigenare stimulated. Thesestimulatedan-
tibodiesarereproducedy cloning andthe new clonessuffer a mutationprocess
with high rates(calledhypermutation) After this procesdakesplace,someof the
newly createdantibodiesmayincreaseheir affinity to theforeignantigens.Those
cloneswill increasethe chancesf neutralizingand/oreliminating the antigens.
Oncetheforeignantigenshave beenexterminatedtheimmunesystenmustreturn
to its normalvalues eliminatingthe exceedingantibodiescells (autoregulation).
However, someof the bestcellsremaininto the body asmemorycells. Then,
in future encountersvith the samekind of antigen(or a similar one)theimmune
systemresponsewill likely be more effective andefficient. This phenomenoris

calledsecondaryesponse.

2Partially dueto the fact that the immunologycommunityhasnot yet entirely understoochow
theimmunesystemworks,thevalidity of theclonalselectiorprincipleis currentlyunderdebatgsee
for example[35, 3]). However, in this work it is shavn that designinga heuristicinspiredon that

immunologyprincipleappearso betheright choicefor the optimizationproblemat hand.
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Thoseantibodiesshaving lower affinity sometimesindego receptorediting:
Theirlow affinity receptorsarereplacedoy new onescreatedandomly

The processesf stimulationandcloning of thefittestantibodies hypermuta-
tion andautoregulationarecalledthe clonal selectionprinciple. Thisis anover
simplificationof whatreally happensn the naturalimmunity responseHowever,
for the goalsfollowed by mostof the immunity-basedartificial systemssucha
simplificationseemgo be appropriatg15].

Hencetheimmuneaspectso betakeninto accounfor modelingouralgorithm

arethefollowing:
1. Stimulationof the higheraffinity antibodieswith respecto theantigen.
2. Cloningof the stimulatedantibodies.
3. Proliferationrateproportionalto antibodies’affinity.
4. Hypermutatiorrateinverselyproportionalto antibodies’affinity.
5. Receptoediting.
6. Immunememory

Eventhissubsebf immunemechanismss still considerablyomple asalarge
numberof cells participateon them. Therefore,we will emulatetheseimmune
mechanismsisinga simplified modelof themasis describedn the remainderof

this Section.

4.3 Problem Representation

Accordingto de Castroand Timmis [14] in every artificial immunesystem,asin
ary othercomputationasystemwith biologicalinspiration thefollowing elements

mustbedefined:
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e A representationf the systemcomponents.

e Evaluationmechanism®f individuals’ interactionwith their ervironment
and/orwith eachother The ervironmentis usually stimulatedby a setof

input stimuli, oneor morefitnessfunctions,or by othermeans.

e Adaptationprocedureshatgovernthe dynamicsof the system..e. how the

systems behaior variesovertime.

Accordingto thisframework, theelementof ouralgorithmweredefinedusingthe

following setting:

e Arepresentatiorof the systenrcomponentskor the modularexponentiation
problemwe definedtwo mainactors:anantigenandanantibodypopulation.
A foreignantigenis representedstheexponente thatwe wishto reach.An-
tibodies,ontheotherhand,arerepresentetly thepair (U, 1), whereU is the
additionchainsequenc¢hatcontainghearithmeticreciperequiredfor com-
putingthe desiredgoal (theantigen);and! is a positive integerrepresenting
thelengthof U, i.e.,thenumberof stepsneededo achieve the desiredgoal.
The antibody populationrepresentgotential solutionsfor the problemin
hand.

For instancejf we wish to reachtheantigene = 1903, we may selectthe
antibodyAb = (U, 1) composedy theadditionchainsequencé’,
ol w22 52 52t 5 27 o !t o 2 o 2 o 258 g6

$118_)$236_>$472_>$475_)$950_>$1900 — 1903

with length! = 16. Ab represents feasibleproblemsolution,i.e., anan-
tibody with affinity value 16 (althoughthis solutionis not the bestpossible

oneasit will beshowvn in thenext Section).
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e Evaluationmedanismsof individuals’ interaction with their environment
and/orwith eat other The affinity of a givenantibodywith respecto the
antigene, is thereforeequalto the length of its associatecgddition chain.

Theshorterthe antibodys lengthis the betterits associate@ffinity.

e Proceduesof adaptationthat govern the dynamicsof the system:The dy-

namicof our systemis basedon the clonal selectiorprinciple.

Table 3 shawvs an analogybetweensomebiologicalimmunesystemelements
on oneside,andthe way thatthoseelementsvere modeledby our algorithmon

theother

5 Artificial Immune SystemHeuristic for Field Exponen-
tiation

In this Sectionwe describethe AlS-basedheuristicutilized in this paperfor com-
putingthefield exponentiatioroperation.We first discusshe proposedAlS strat-
egy algorithm. Then,two designexamplesthatillustrate the algorithm behaior

areexplainedin detail.

5.1 The AIS heuristic

Below we describethe AIS heuristicadoptedin this work, consideringthe fol-
lowing aspectsAntibody’s constructionthe hypermutatioroperatortheimmune
memorymechanisnand,theclonalselectioralgorithm.Finally, we presenacom-

plexity analysisof our algorithm.
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5.1.1 Antibody’ s Construction

As it wasexplainedin the previous Section,in our systemanantibodyis modeled
by the pair (U, ), whereU is a valid additionchainof length! for the antigene.
Therefore we needto definea procedureableto build legal additionchainssothat
the systems antibodypopulationcanbe createcandmutated.

In orderto seehow this canbe done,consideffirst the problemof completing
avalid additionchainassuminghatanin-progresgmutilated)additionchainU =
ug, U1, -+ ,uj—1, With u;_1 < e hasbeenalreadybuilt. Under this scenario,
one possibility for addinga new elementin the chain would be to usethe so-
calleddoublingstep[26], whichis merelyu; = 2u;_;. Noticethatu; would
getthe maximumpossiblevalue2u;_; thatcanbe obtainedfrom the in-progress
additionchain,U = wug,uy, -+ ,uj_1. However, it might be that2u;_; > e,
making illegal the usageof a doubling step. In that case,one cantry instead,
uj = uj_1+uj—2 < 2uj_1, whichafterthedoublingstepis thesecondmaximum
valuethatu; canachieve from the given chain. But evenin this case,it is still
possiblethatu; = u;_1+u;_2 > e. If thathappenspnecantry u; = wu;_1+uy,
with & arandomlychoserintegersuchthat0 < k < j.

Basedon the above considerationd,we designedhe algorithmshown in Fig-
ure 10asour mainmechanisnior producinglegal additionchainsfor agivenanti-
gene. Indeed,giventhe antigene andan in-progresgmutilated)addition chain
U = ug,u1, - ,uj_1, Withu;_; < e, theprocedureshavn in Figure10produces
acompleteadditionchainableto achiare e in afixednumberof steps.Noticethat
our procedurautilizesa uniformly-distrituted randomfunction Flip(F'). Flip(F)
acceptaparameterf’ (0 < F' < 1), andreturnstrue with probability F' or falsein

othercase.

Thatsetof rulescorrespondso a specialclassof additionchainsknown asstar chains[26, 37).
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Usingthealgorithmof Figure 10 asthe main building block, the procedureof

Figure11 producesa completeadditionchain(antibody)for theantibodye.

5.1.2 The hypermutation operator

In nature the hypermutatioroperatoiis inverselyproportionalto the clones’affin-
ity, i.e., the higher the affinity of a cloneis, the lower its mutationrate is and
viceversa.

Notice that delicateperturbationsn an addition chain can be introducedby
placinga mutationpoint closerto the end of the additionchain(upperhalf). On
the contrary if the mutationpoint is placedcloserto the beginning of the chain
(lower half) the perturbatiorwill be muchmorenoticeable.

Basedon this obseration, the mutationoperatoiwasactingin a differentsec-
tion of theadditionchaindependingn the clones affinity value. Thisway, clones
shawving high affinity were mutatedin the upperhalf of the chainonly. By con-
trast, thoseclonesshawving low affinity were mutatedin the lower half of their
chains. The algorithmof Figure 12 shaws the strateyy followed for modelingthe

hypermutatioroperator

5.1.3 Immune Memory

The algorithm maintainsa memory where the addition chainsfound are kept.
Thosesolutionscould be useful for future exponents. For instance,if the anti-
genis an even exponente, thenpossiblythe addition chainthat had beenfound
for e/2 could be usefulby aggregatinga singledoublingstepthatdoublesthe last
valueof e/2, thusproducinge (seestepsl9-22of thealgorithmin Figure13).
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5.1.4 The clonal selectionalgorithm

The clonal selectionalgorithmfor computingoptimal additionchainsis shavn in

Figure13. The parameterintroducedn thatalgorithmareasfollows,
e N isthenumberof antibodiego becreated.
e P isthenumberof bestantibodiesvhichwill beselectedor cloning.
e d isthequantityof low affinity antibodieghatwill besubstituted.
e iterations is thetotalnumberof iterations.

Theabove parametermustbe definedby theuser However, basedn a statis-
tical studythatwe conductedye suggessomevaluesfor themin thenext Section.

Referringto Figure13,thealgorithms dataflav canbe summarizedsfollows.
First in stepl, aninitial populationof N antibodiesAb; for ¢ = 0,--- , N is
created. The main loop of the algorithm startsimmediatelyafter (in step3). In
step4, the N antibodiesjust createdare sortedin ascendingorderaccordingto
their affinity values(i.e., their addition chainlength). In step5, only the bestP
antibodiesareselectedor cloning. Thesurviing P individualsarethenrankedin
ascendingrderaccordingto their chainlength(i.e. individualswith shorterchain
lengthsareranked in the first place). The total numberof clonesto be createdn
steps7-12,wasdeterminedaccordingo the criterionsuggesteah [15]. Thisway,
atotal of N clonesaregeneratedrom thoseantibodieganked asthefittestones.
Next, individuals ranked in secondplaceare allowed to producea total of N/2
clones,thoseranked in third placeproduceN/3 clones,etc. Thereforethe total

numberof clonesT’ canbeboundeds,

- N
> round (7> <T<P-N (15)



whereT is thetotal numberof clones,N is thenumberof antibodiesn thepopula-
tion, P arethe selectedantibodieqin generalwith differentlengths)andround)()
roundsup its argumenttoward the closestinteger Eachterm of that sumcorre-
spondgo the numberof clonesto be generatedor eachselectedantibody If two
or more antibodiessharethe samelength, thenthe numberof clonesgenerated
from themwould be the same. In an extreme scenario,whereall the antibody
populationhasthe samdength,atotalof T = P - N cloneswould be produced.
Noticethatin step11 a hypermutatioroperatoris appliedto eachclone. As it
was explainedabove, this operatorwas designedseealgorithmin Figure 12) so
thatthe perturbatiorstrengthis inverselyproportionalto theindividual’s affinity.
After that,in stepl3,theantibodiesandclonesjust producedN+T) aresorted
in ascendingrder Fromtheorderedsetof originalantibodiesandmodifiedclones,
only thetop N individualsareselectedvhile therestarediscardedMoreover, the
d worst antibodiesare replacedby brandnew onescreatedthroughalgorithmin
Figurell. After updatingindividuals’ rankingindexes, this processs repeated
predeterminedumberof iterations.At theendof themainloop, thebestindividual
obtaineds comparedagainsipreviously computedandstoreddata(only in thecase

thate is aneveninteger).

5.1.5 Discussion

We summarizeherationalebehindthe algorithmof Figure13 asfollows,

e We startby creatinganinitial antibodypopulationwhosemembersareseen
aspotentialsolutions. Becauseof the stochastiomannerin which that an-
tibody populationis createdseealgorithmsin Figures10 and11),it is ex-
pectedthat the antibody populationwill shav a rich diversity of addition

chains.
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¢ We adopthighercloningratesfor thoseantibodiesshaving higheraffinity.

e We carefully mutatethe individuals assuringthat thosemutationswill pro-
ducevalid additionchains. Also, the hypermutatioroperatorwasdesigned
in sucha way that individuals shaving high affinity would get relatively
smallperturbationsvhereasndividualswith low affinity aremutatedmuch

moreaggressiely.

e We favor higher affinity individuals by assuringthe transmissiorof their

informationto the next generatior(elitism).

e We periodicallyintroducebrandnewn antibodiesn orderto maintaindiver

sity into the population(thusemulatingthe receptorediting process).

e Weusethealgorithms accumulatednowledgeby consultingsolutionspre-
viously found by the algorithmwhich werestoredin a memory Thatmem-

ory emulategsheimmunememorymechanism.

Although our clonal selectionalgorithmis clearly an oversimplifiedversion
of the realimmunesystem the aforementionedmmunemechanismadoptedat-
temptto mimic whataccordingo theclonalselectiontheory is happenindatleast
partially) in biological immunesystems.Moreover, our experimentalresults(to
bediscussedn the next Section)suggesthatthe hypermutatioroperatortogether
with theelitist mechanisndo have apositve impactin the overall algorithms per
formance thussupportingthe notion thateachindividual in our algorithmcanbe
seerasasortof “partial” recognizemlbleto transmit/sharealuableinformationto
the next generatiorof individuals.

Stepng etal. indicatein [35] that several approachefiave beentakenin the
context of AlS, including the so-calledreasoningby metaphor The clonal AIS

modeladoptedn this work, first proposedn [15], fits in thatkind of AIS.
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Moreover, noticethateventhoughclonal AIS canbeconsideregsvery similar
to the EvolutionaryAlgorithm (EA) model,both paradigmshave somesignificant
differences.Perhapgshe mostevidentis the factthatin AIS thereis no notion of
the crosswer operatorso typically foundin EAs. Corversely in EAs, thereis no
cloningmechanism.

It is worth to remarkthat often, thereexist quite a few optimal valid addition
chainsable to achieve the antigene, with minimum length{. Thus, at the end
of agivenexperimentour clonalselectioralgorithmwill typically produceseveral
individualstiedin theiraffinity value# Thischaracteristiseemso bein synchroy
with typical clonal AIS outputs,wherethe final resultis an entire populationof

detectorg35].

5.1.6 Computational costof the AIS strategy

Referringto the clonal selectionalgorithm of Figure 13, we assessts computa-

tional costasfollows:

e Theprocesf creatingnew antibodieqstepsl and17) carriedout by algo-
rithmsin Figures 10 and 11is quite efficient. The costof the algorithmin
Figurellis nayligible. Ontheotherhand,the computationatostof theal-
gorithm Fill(3) in Figure10 hasacomplexity perindividual of O(l), where
[ is thelengthof the producedadditionchain.Basedon Eq. 9 we canbound

thatlengthas,
logy e +log, H(e) — 4.13 <1 < |loga(e)] + H(e) — 3 (16)

where H (e) is definedasthe Hammingweight of the antigene. A total of

N + d antibodieqstepl andstepl7) aregenerategbergeneration.

4For the purposef efficient field exponentiatiorcomputationall additionchainshaving a min-

imumlengthare,in generalequallyvaluable.
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e Similarly, thehypermutatioroperatorof stepllis carriedout by algorithms
in Figures10 and 12. Notice thatthe hypermutatioris quite similar to the
proces®f creatingnew antibodies Theonly differences thatthealgorithm
of Figure12 justneedgo producepartof theadditionchain. Therefore the
computationatostof this operatomperindividual is alsoO(l). A total of T

clones(seeEq. 15) arehypermutatedstepll) pergeneration.

e Thesortingprocesof N antibodieqstep2), N + T antibodiesandclones
(stepl3)and N surviing antibodiegstepl8) pergeneratiorcanbe carried

outatacomputationatostof aboutO((3N + T')log(3N +T))).

Thereforethetotal computatiorcostperiterationof theclonalselectioralgorithm

in Figurel3is givenas,
Cost=0O((N +d+T))+ O((BN +T)log(3N +T)) (17)

Incidentally it is worth to remarkthat the computationakffort requiredfor the
computatiorof field exponentiatioritself is considerablynoreexpensve thanthe
above estimationfor the clonal selectionalgorithm. Field exponentiationhasan

estimateccompleity of O(n?) bit operationg32).

5.2 A DesignExample For a Small Exponent

The exponente is namedthe antigenor goal thatthe artificial immunesystemis
trying to achieve. Startingwith aninitial populationof N antibodies,the algo-
rithm usesthe cloning mechanisnto generateslightly differentreplicasthat are
then selectedbasedon the fitnessof the individuals. As it hasbeenmentioned,
clonefitnessis measuredh termsof thelengthof its correspondin@dditionchain.
In orderto illustratehow our algorithmcomputests task,let us considerthe case

whenwe wantto obtainan optimal additionchainfor our running example,the
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antigene = 1903.

Example

Giventheantigene = 1903, thealgorithmof Figure13 performsasfollows,

1.

An initial populationof N antibodiesAb is constructedusingalgorithmsof
FigureslOand1l. For instancejet us supposehatthe third antibodygen-
eratedAbs (U, 1) hasanadditionchainsgivenas,
1-2-4-8-16-24-48-498-196-294-588-612-1224-1836-1844-1893-1901-1903,;

with anassociateaffinity equalto 18.

. Sortouttheantibodypopulationin ascendingrderaccordingto the affinity

values.

. SelectthebestP antibodieqwith differentlengthvalues)rom theantibody

population.Only the P selectedantibodieswill becloned.

. Using Eq. 15, determinethe total numberof clones(T") to be generatedor

selectecantibodies.To give a concreteexample,considerN = 30, P = 7.
Let us say that after ranking the P bestcloneswe obsenre that Abs and
Abyg aretied in thefirst placesharingthe sameshortesichainlength; Ab,,
Abez and Aby7 rankin the secondthird andfourth placesrespectiely and
that Aby; and Ab;3 aretied in thefifth (last) place. Therefore the ranking
indexesC;, fori = 0,--- ,7wouldbel,1,2,3,4,5,5, respectrely. Thus,

thetotal of clonesto becreatedvould be,

7
T:Zround(?’z—_0> —30+30+15+10+7+6+6 =104,
=1

. Createtheclonesfor the selectechntibodies.
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6. Apply thehypermutatioroperatoito eachclone(seealgorithmin Figurel12).

(a) Forinstanceaclonegeneratedrom thehighestaffinity individual Abs
will geta mutationpoint selectedrom the upperhalf of its chain. Let

ussaythatthis pointis i = 14 (stepl, algorithmfrom Figure12).

(b) A randomnumberj is selected) < j < i < e, for examplej = 7

(step2, algorithmfrom Figure12)

(c) Thenew valueof theclones additionchainatthe mutationpoint ;4
will beu;11 = wu; + u; thenwe have U5 = 1836 + 49 = 1885,
to this point our chainis the following: 1-2-4-8-16-24-48-4-93-196-
294-588-612-122483-1885

(d) Repairthe upperpartof the additionchain{uy~;1} with FILL(k).
Supposéheresultingadditionchainis: 1-2-4-8-16-24-48-9-98-196-
294-588-612-122483-1885-1901-1903
with affinity [ = 17.

7. Computetheassociateaffinity valuesfor theT' mutatedclones.

8. Fromthesetof originalantibodiesandmodifiedclones selecthe N topbest

anddiscardtherest.

9. Replacehed antibodiesshaving lessaffinity by new ones.For example,let
ussaythatoneof the brandnew individualsso produceds: 1-2-3-6-12-15-
30-33-66—99-19813-426-852-885-1737-1836-1869-1902-1903

10. Computetheassociateaffinity valuesfor thed new individuals. Noticethat

theaffinity valuefor our new antibodyis 19.

11. Goto step3 apredeterminechumberof iterations
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12. ThebestantibodyB is selected.
13. Ase = 1903 is noteventhengoto the next step.
14. StoreB in memory

15. ReportB asthebestsolutionfound.

As aresultof executingthe above algorithm,our AlS-basedheuristicwasable
to find several additionchainsof length/ = 15 for the exponente = 1903. For

example,

R S G G N A S A Ll (18)
_y 100 _, 200 _, ,.300 _, ,600 _, ,.900 _, ,.1800

1,1900 _1,1903 .

— —

AR S L S SN S AL G CL L S (29)

N 3:78 N $156 N $312 N $624 N $936 N $1872

371898 II)1903.

— —

Let usrecallthatin Subsection®.1and?2.2it wasfoundthatfor e = 1903 the
binary quaternaryoctal and hexa methodsfind additionchainsof length 18,17,
16, and 16, respectrely. It is worth to remarkthatthe shortestadditionchainfor

e = 1903 is preciselyi(e) = 15 [26].

5.3 AIS heuiristic for largeexponents

It is not advisableto directly apply the AIS heuristicfor the computationof ad-

dition chainswhendealingwith large exponents. This is dueto the factthat as
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the exponentbit-lengthgrows largerthe additionchainlengthattainedby our AIS
heuristictendsto significantlydeviate from the optimaland/orbest-knavn values.

Fortunately we canuseinsteadthe sliding window methoddescribedn Sec-
tion 3.2. Underthis scenariothe conceptof exponentpartitioning describedn
Subsectior?.3 togethemwith the conceptof addition sequencedescribedn Sub-
section3.1.1will emepge asthe mostimportanttoolsfor generatingyuasioptimal
additionchainsfor large exponents.

In thatregard,considerthealgorithmshawvn in Figure14. Let usrecallthatthe
stratgy followed herefor large exponentscanbe divided into two main phases:
exponentpartitioningandadditionsequencgeneration.

Referringto Figure 14, the procedureAlS_Add_Seq_Large_FExp, takes as
inputs an m-bit exponente to be processedind the parameterM azW _M SW
which establisheshe maximumsize that the Most SignificantWindowv (MSW)
cantake in the partition phase.By default, the minimum sizefor MSW is 6. At
eachiteration,the s mostsignificantbits of e areassignedo the variable M SW
(seestep3). In step4, them — ¢ leastsignificantbits of theexponente areassigned
to the auxiliary variablee_auz. Then,in step5, an optimal additionchain A for
M SW is obtainedthrougha call to the AIS algorithm of Figure 13 previously
discussed.

In step6, e_auz is partitionedusingthe stratgy describedn Section2.3and
depictedn Figure4. As aconsequencatotal of Z zerowindowsandNZ nonzero
windows will be produced After having sortedin step7 all the NZ nonzerowin-
dows, asuitableelementa in the additionchain A, greatetthanWyz_1 is added.
Then,anadditionsequencéor the setU={Wy, W1,...,Wnz_1,a} is produced,
by invoking the procedureof Figure?.

At this point, the algorithmis ableto estimatethe expectednumberof opera-

tions N_Op neededor computingthefield exponentiationoperationby applying
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(14). If thealgorithmdeterminesn stepl12 thatthe sequenceS$eq, A have asso-
ciateda minimum numberof operationst proceedso storethem. Otherwise,it
continueswith the next iteration. After having examinedall possiblecandidates
for MSW in therangefrom 6 to MazW _M SW bits, the algorithmin Figure14
outputsthe pair of sequencegSeq, A} that optimize field exponentiation. The
dataflav of this algorithmis illustratedwith a designexamplein the next Subsec-

tion.

5.3.1 A designexample

Let usconsidetthefollowing designexamplefor the 128-bitexponentgivenas,
e = (DCCY9E15F158F280B81583CC8CC5D2CF )16, With m = 128 bits,
andaHammingweight H (e) = 62.

Partitioning

As it wasdiscussedh Section3.2,the strategy followedfor theexponentpartition-
ing consistedon allowing a large Most SignificantWindowv (MSW) followed by
relatively smallwindows, beingthe mainideato try to minimize the secondcom-
ponentof (14). We considerall possiblecandidategor MSW in the rangefrom
6t0 MaxzW _MSW = 20 bits andat the sametime we fixed the maximumsize
allowedfor all theothernonzerowindownsto £ = 6. We alsofixedthe maximum
valueof consecutie zerosto ¢ = 2. Thenwe invoked the algorithmin Figure14
in orderto find the besStMSW.

As a result,our algorithmcameout with a partitioning consistingof a 17-bit
MSW, namely(1B993);¢ followed by 15 nonzerowindows distributed asshavn

below,
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11011100110010011 001111 0000101011 111 000
< > AL —e—

1B993 F 2B 7

1010110001111 00101 0000000 10111 000000

B F 5 17

2
101011,000001111 0011001000 _11 00 _11 000
— N~ S~ L

2B F 19 3 3
1011101001011 001111
—_—— =~ S~

5D B F

Notice thatthe nonzerowindows obtainedfrom the partitioningphaseareall
odd and none of them (exceptfor the very first window) containstwo or more

consecutie zeros.

Addition Sequence

We mustderie ashortadditionsequencéor all thenonzerowindow valuesfound

in the previousstep.Notethatwe only needto considerLO differentvaluesassome

windows appearseveraltimesin thepartitionedexponentshavn above. Hence we

needto find a shortadditionsequencéor thefollowing window values,
{3,5,7,B,F,17,19,2B,5D,1B993} ,, =
{3,5,7,11,15,23, 25,43, 93, 113043 }.

As it wasexplained thealgorithmof Figurel4findsfirst anearlyoptimaladdition

chainfor MSW. Thefollowing 20-stepadditionchainfor M SW = (1B993)16 =
113043 wasobtained,

152—-3236—29—>18—36— 72— 144 — 147 — 294 — (20)
588 — 1176 — 2352 — 4704 — 9408 — 18816 —

37632 — 75264 — 112896 — 113043
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Noticethatin the above additionchain,thetargetvalueMSW=113043js ob-
tainedas, 112896 + 147 = 113043. Becauseof that, in step7 of Figure 14, the
valuea = 147 is chosen.Now, we needto find a shortadditionsequencéor the
orderedset,{3,5,7,11,15,23,25,43,93,147}.

But thiswastheexampleanalyzecdearlierin Subsectior8.1.1,whereaccording
to (12) the following 16-stepsolution was found after using the algorithm from
Figure7,

W:={1,2,3,4,5,7,8,11, 14,15, 23, 25, 39,43, 54,93, 147}

Furtheroptimizationsn theabove solutioncombinedwith therestof theaddi-

tion sequencéor MSW yieldedthefollowing 26-stepadditionsequence,

12 (21)
—+3—=-4—-5—->7—>11 15— 18—
23 — 25 — 43 — 54 — 86 — 93 — 147 — 294 —
588 — 1176 — 2352 — 4704 — 9408 — 18816 —

37632 — 75264 — 112896 — 113043

Number of operations

Referringto the algorithmshawn in Figure8 andits compleity analysissumma-
rizedin (14), the numberof arithmeticoperationgequiredfor computingthefield

exponentiations givenas,

e A total of 26 multiplicationsneededo generatéhe additionsequencepec-

ified in step2 of Figure8 anddepictedby (21).

e Atotalof m — L(Wg_1) = 128 — 17 = 111 squaringgorrespondingo
step5 of thealgorithmin Figure8.
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e A totalof 15 multiplicationsin orderto combineall the NZ-1 = 15 interme-

diatenonzerowindow valuescorrespondingo step6 in Figure8.

Thereforewe concludethat the total numberof arithmeticoperationdor this ex-

ampleis givenas,
P(m,k,q) = 26 +111+15 = 152 (22)

It is customaryto usetheratio W asafigure of meritfor field exponenti-
ation[30, 27]. For ourworking example theachievedratiois of about

Pmka) _ y yg75. (23)
m

We shaw in Table4 the numberof operationsobtainedby the binary quater
nary, octalandhexamethodsliscussedh Subsectiong.1and2.2. We alsopresent
the numberof operationgequiredby the sliding window methodwithout AIS us-
ing k = 5,6 andg = 2 asindicatedin the Table. It canbe seenthat for this
specificexample,the AIS sliding window techniqueyields the lowestnumberof

operations.

6 Experimentsand Statistical tests

In this Sectionwe presenexperimentakesultsobtainedirom severalrelevant sta-
tistical testsperformedto our algorithm. Then, we comparethe AIS heuristic
againstsometraditionaldeterministicstratgies. At the sametime, working with

afamily of exponentgarticularlyhardto optimize,we alsoreportcompletesolu-

tionsfor their associateghortestadditionchains.
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6.1 Variance Analysis

In orderto assesghe algorithms sensitvity to its parameterswe conductedan

Analysisof VariancelANOVA). The parameteranalyzedwvere,
e N, thenumberof antibodiedo becreated.
e P, thenumberof bestantibodiesvhich will be selectedor cloning.
e d, thequantityof low affinity antibodieghatwill be substituted.

e F, arandomvariable(0 < F < 1) thatselectswhich rule to apply during

the processf antibodys constructionseealgorithmin Figurel10).

Above parametergvereconsideredheindependentariableswhile thedepen-
dentvariablewasthelengthof theadditionchainfound by thealgorithm.
We chosethreedifferentvalues(levels) for eachof the mentionedparameters.

Thetestedevelswere:
e N: (15),(30)and(45)
o P: (N/1), (N/2) and(N/4)
e d: (0.00fN), (0.10f N), and(0.2of N)
e F:(0.5),(0.7)and(0.9).

The experimentconsistedon executing30 independentuns of the algorithm
with eachdifferentcombinatiorof theparametertevels. Thereforewe performed
atotal of 2430runsof thealgorithm.With theaim of performingbalancedompar
isons,we settheparametefterations suchthatthenumberof callsto thefunction
FILL() werethesamefor all theexperiments Fromthatvarianceanalysisve can

concludethat:
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e Theprobabilitythatthe effect of the parametetV is dueto the randompro-

cessess lessthan0.01

e Theprobabilitythatthe effect of the parameter” is dueto therandompro-

cessess lessthan0.01

e Theparametet] doesnothave ary effectonthealgorithm,its effectis prod-

uctof therandomprocesses.

e Theprobabilitythatthe effect of the paramete# is dueto the randompro-

cessess lessthan0.01

Therefore,the parameterdV, P and F' do have a real effect on the algorithms

performance.

6.1.1 Parametersvaluessuggested

Basedon the statisticalstudy performedwe cansuggesthe following valuesfor

the parametersisedin this algorithm:
e N Numberof antibodiesUseN ¢ [30, 45].
e P selectecantibodiesUse N/4.
¢ d replacedantibodies0.1% of thetotal population.

e I UseF=0.7.

6.2 Accumulated addition chain lengthsfor small exponents

In [5] amethodbaseduponcontinuedfraction expansionfor computingshortad-

dition chainswas presented.Using their algorithm as a generalframevork, the
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authorstestedthe performancebtainedby sereral traditionaladdition-chaingen-
eratorstratgies, suchasthe binary and quaternarymethods dichotomic,dyadic,
total, Fermatandthefactormethods A descriptionof thosemethodsanbefound
in [26, 5]. Then,for eachselectedstratgy, authorsreportedthe total accumulated
additionchainlengthsfor all exponents: € [1, 1000].

As a preliminarytestfor our heuristic,we repeatedhe sameexperimentre-
portedin [5] but this time usingour own stratgy asa searctengine.

All the resultsobtainedwith the AIS approachreportedin this Sectionwere

obtainedapplyingthefollowing parameteralues:

e Populatiorsize N = 45

SelectedhntibodiesP = 0.25 x N

Replacedntibodies] = 0.1 *x N
e FF=0.7

Iterations = 25

The statisticalresultswereobtainedirom 30 independentunsof the algorithm.

Table 5 compareghe heuristicsaccumulatie addition chain reportedin [5]
againstheoneobtainedoy our AIS heuristic.It canbeseernthatcomparedvith all
otherfeaturedstratgies,ouralgorithmwasableto computehebestapproximation
to theoptimalvalue(which wasobtainedoy enumeration)with apercentagerror
rathernggligible (lessthan0.07%).

Furthermore we expandedthis experimentusing larger exponents. Tables6
and7 shav accumulatre additionchainlengthsobtainedby our heuristicfor ex-
ponentdessthan512,1024,2000,2048and4096,respectiely. For comparatie
purposeswe includedthe optimalvalueandthe valuecorrespondingo the binary

andquaternarymethod.
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Onceagain,althoughthe AlIS stratgy couldnotfind all the optimalvaluesijts
percentagerrorwaslessthan0.4%for all casesconsidered.Thatlow errorrate
impliesthatfor ary givenfixed exponente with e < 4096, our stratgy would be
ableto find therequestedhortestadditionchainin atleast99.6%of the cases.

Table 8 shavs the AIS computationatime for several exponentlengths. We
usedthegcccompilerrunningunderi686-linux operatingsystemn aUltraSFARC
Il at450MHz. It is noticedthatour experimentakesultsshav areasonablenatch
with thecomputationatostspredictedby (17).

Additionally, we collectedtheassociatedincertaintyof our resultsthroughthe
computatiorof the experiments’confidencantervals. This wasdoneby applying
a bootstrapre-samplingstatisticaltest. The averagerangedor eachsetof experi-
mentsareshavn in Table9 with a confidencenterval of 95% after executing30
independentunsusingdifferentrandomseeds.

Theimportanceof performingthistypeof testlies onthefactthatonly by using
statisticaltestsonecanreasonablyassurghattheresultsyieldedby a probabilistic
heuristicare consistenandindependenbf the randomseedused. This way, Ta-
ble 9 provides statisticalevidencethat the experimentallower and upperaverage
valuesare very closeto eachother Thus, it is fair to saythat the averagealgo-
rithm behaior is quitesimilarfrom oneexecutionto theother whichis adesirable

featurefor a probabilisticheuristicto exhibit.

6.3 A specialclassof exponentshard to optimize

Lete = ¢(r) bethesmallesiexponenthatcanbereachedisinganadditionchain
of lengthr. Solutionsfor that classof exponentsareknown uptor = 30 and
a compilationof themcanbe foundin [11]. Interestingenoughthe computation

difficulty of finding shortesadditionchainsfor thoseexponentseemso beamong

45



thehardesif notthe hardesbnesof studiedexponentfamilies[26].

In orderto assesghe actual power of the AIS stratgy as a searchengine,
we usedit to generateall the shortestaddition chainsof the exponentse(r) for
r=20,1,2,...,30.

In all casesconsideredour AIS heuristicwasableto generatea valid addition
chainhaving thepredictedoptimallength. Noticethatthesearctspacesizefor this
specialclassof exponentgconsideringoothfeasibleandinfeasibleindividuals)is
rl. Hence,n thecaseof r = 30, finding the shortestdditionchainfor the expo-
nentc(r = 30) = 14143037, implied to searchover a spacewhoseapproximate

sizeis

rl = 30! = 265252859812191058636308480000000 ~ 2107,

7 Applications

Somepracticalapplicationsof additionchainsaredescribedn this Section.First,
in Subsectiory.1the efficient computatiorof multiplicative inversesbasedon op-
timal additionchaings explained.Thematerialincludedin thatSubsectiortlosely
follows the discussiorpresentedn [9]. Then,in Subsectiory.2 the combination
of the AIS heuristictogethemwith the sliding window methodfor computinglarge

exponentiations presented.

7.1 Optimal addition chainsfor computing multiplicati veinverses

Among the basicfield arithmeticoperationspamelyaddition, subtractionmulti-
plication andinversionof nonzeroelementsthe later is the mosttime-consuming
one. The multiplicative inversionof an element4 € F consistson finding an

elementA~! € F suchthatA - A=! = 1mod P(z). Several algorithmsfor
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computingmultiplicative inversesover binaryextensionfields F = GF(2") have
beenproposedn the specializediterature[25, 36, 41].

One well known stratgy is basedon Fermats Little Theorem(FLT) which
establisheshatfor ary nonzeroelement4d € GF(2"), theidentity A= = A2" 2
holds. As surprisingasit maysound this meanghatmultiplicative field inversion
canbe computedvia anexponentiatioroperation.

Noticing that the exponente = 2™ — 2 canequwalently be expressedas
e = Y7 2%, wecanwrite,

n—1
Ail o A2n72 e A ?;11 2 = H 142Z — A21 . A22 - 'A2n71 (24)

i=1
A straightforvard, but ratherexpensie, implementatiorof (24) canbe carried
outusingthebinaryexponentiatiormethod requiringn — 1 field squaringgS) and

n — 2 field multiplications(M), i.e.,
FLTeost(n) = (n —1)S + (n - 2)M (25)

Neverthelessusing an ingeniousre-arrangemendf the requiredfield opera-
tions it wasshawvn in [25] thatthis calculationcan be performedmuchmore ef-
ficiently by using the so-calleditoh-Tsujii Multiplicative InverseAlgorithm (IT-
MIA).

TheITMIA methodis basedon the obserationthatsince2” — 2 = (271 —

1) - 2, Fermats little theoremidentity canberewritten as,
n n— 2
Al =472 = [A<2 1-”] (26)

Thereafter TMIA computeshefield element42" ' 1 usingarecursve re-arrangement
of thefinite field operations.It wasshavn in [9, 36] thatthis algorithmrequires

n — 1 field squaringplusonly l,.(n — 1) field multiplications,wherel,.(n — 1)
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is thelengthof the additionchainusedto reachthe numbern — 1. Thereforethe

costis givenas,
ITMIAgeneral(n) = (n - l)S + lac(n - l)M (27)

Comparingwith (24)it canbenoticedthatalthoughthe numberof field squar
ings requiredby the ITMIA methodremainsthe same the total numberof mul-
tiplications N hasbeengreatlyreduced.Notice alsothatthe conceptof addition
chainsleadsus to a naturalway to generalizethe Itoh-Tsujii Algorithm reducing
thenumberN evenfurther

Sincethe original ITMIA methoduseda binary stratgy, the numberof field
multiplicationsrequiredby that algorithm is not optimal. Applying Eq. 3, the

overall costis thengivenas,
ITMIApnay(n) = (n—-1)S+ (H(n-1)-1)M (28)

Where H (n — 1) is the Hammingweight of the binary representatioof n — 1.
Takagiet al. [36] utilized a heuristicpartially basedon the factormethod. They
obtainedshorteraddition chainsfor e = m — 1 thanthe onesgeneratedy the
ITMIA method thusreducingthe numberof requiredmultiplicationsof (28).

We comparethe resultsobtainedby our algorithm againstthe modified fac-
tor methodpresentedy Takagiet al. [36] andthe ITMIA binary method[25].
Tables13 and 14 shav the optimaladditionchainsfor m = 32k whichis anim-
portantclassof exponentdor errorcorrectingcodeapplications.Thefirst column
shavsthetametvalue,i.e.,e = m — 1. Theadditionchainsfoundby the AIS algo-
rithm andtheir respeciie lengthsarelistedin the secondandin thethird column,
respecirely. On atotal of sevencaseghe AIS algorithmoutperformshe method
of [36], andin all casesonsideredbothalgorithmsoutperformthe ITMIA binary

method.
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As asecondexample,let usconsideithefamily of exponentee = p — 1, with
p aprimenumber This classof exponentss of specialinterestfor elliptic curve
cryptosystemslefinedover binary extensionfields. For securityreasong24], that
applicationutilizesthe setof finite fields FF =GF(2"), with n beingaprimein the
range([160, 521]. Table 15 summarizeshe resultsobtainedby the AIS heuristic
andthebinarymethod.In 12 out of 20 of the casesconsideredthe AIS algorithm
obtainsbetterresultsthanthe ITMIA binary method,andis no worsein the other
cases.

In orderto quantify the solutions quality obtainedfrom the addition-chain-
based TMIA method,let us considerthe computationof multiplicative inverses
overthefinite field F =GF(25%9), by usingFermatsidentity; i.e., A=! = 42°°-2,

By consultingthe secondto last entry of Table15, namelyp — 1 = 508,
we seethatits correspondinghortestadditionchain(asit wasfound by the AIS
heuristic), haslength 12. Thereforeaccordingto (27), the requirednumberof

arithmeticoperationdor this 509-bitexponentis givenas,

ITMIAst(n=509) = (n—1)S+le(n—1)M

= 5085 + 12M.

Usingtheratio £92¢40m5 g5 figure of meritwe get,

ITMI Agosi(n = 509)
m

= 1.023. (29)

whichaccordingwith thelowerbound(9), is aboutthebestcostthatonecanexpect

from anexponentiatiorcomputation.
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7.2 AIS heuristic combinedwith the sliding window method

Perhapghe single mostimportantarithmeticoperationfor public-key cryptogra-
phy is exponentiation. The RSA encryption/decrypdn and signing/\erification
schemesare basedon the computationof an exponentiationoperation,namely
M¢€ mod n, wheree is afixednumbey M is anarbitrarily chosemumericmessage
andn the productof two large primes,n = pq. Additionally, the Diffie-Hellman
key exchangeschemethe ElGamalsignatureschemeand the Digital Signature
StandardDSS)alsorequirethecomputatiorof modularexponentiatiorj4, 32, 27].

The exponentiatiormethodsdescribedn this paperareall focusedon the so-
calledfixed-exponentexponentiatiorproblemi.e.,theexponent is fixedandarbi-
trary choicesof thebaseM areallowed. RSA encryptionanddecryptionschemes
arebasednthatkind of algorithms.

Sincee is afixednumbemnwe cancomputets additionchainin anoff-line fash-
ion. Thereforeunderthis scenariothe computationatime neededor computing
the optimal additionchain becomesa non-critical designissue. Usually we will
pre-computehat addition chainwell beforethe beginning of the realfield expo-
nentiationcomputation.

Figure 15 shaws the customaryfigure of merit W, i.e., the average
numberof operationglivided by the total numberof bits m, for them-ary andthe
AIS sliding window algorithmsasa function of m = 128,256,512,1024. Those
exponentiengthsareregularly usedin cryptographiapplications.

Table 16 compareghe performanceof the traditionalsliding window method
(asreportedin [27]) againstthe sliding windonv methodcombinedwith the AIS
heuristic. Thosetwo methodswere appliedon exponentse with relatively large
bit-lengthm namelym = 128, 256, 512, 1024. TheAlS slidingwindow method

wastestedallowing arbitrarily large Most SignificantWindows (MSW) candidates

50



but fixing the maximumesizeallowedfor all the othernonzerowindows to a value
k € [6,7]). We alsofixed the maximumvalue of consecutie zerosto ¢ = 2,
exceptfor thecasem = 1024, whereq = 5 wasused.

As it canbe seenin Table 16, our stratgy outperformsthe windov method
for thefirst threecasespamely m = 128,256,512. However, the AIS stratgy
tendsto deteriorateits performanceas the bit length grows larger In the case
of m = 1024, the traditional sliding window methodshaws a slightly better

performancehanthe AIS stratey.

8 Conclusions

In this paperwe presentedan artificial immune systemheuristicappliedto the
problemof finding optimal additionchainsfor field exponentiationcomputations.
We only emulatedsomeimmunologicalactorsandmechanismspamely antibod-
iesandantigenshypermutation,cloningandsecondaryesponseBy doingso,we
believe thatwe wereableto confectionanalgorithmthatis conceptuallysimplebut
atthesametime effective andefficient.

TheAlS heuristicproposedn thisresearchvork wascapableof finding almost
all the optimal addition chainsfor ary given fixed exponente with e < 4096,
exhibiting a high successateof 99.6%. Furthermore|n orderto assessheactual
power of the AIS stratgy asa searchengine we usedit for generatingheshortest
additionchainsof a classof exponentsparticularlyhardto optimize. In all cases
consideredthe AIS stratgy wasableto find the optimalvalues.

Additionally, we collectedtheassociatedincertaintyof our resultsthroughthe
computatiorof the experiments’confidencantervals. This wasdoneby applying
a bootstrapre-samplingstatisticaltest. Theimportanceof performingthis type of

testliesonthefactthatonly by usingstatisticaktestsonecanreasonablassureéhat
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theresultsyieldedby aprobabilisticheuristicareconsistenandindependentf the
randomseedused.Thisway, we providedstatisticalevidencethattheexperimental
lower andupperaveragevaluesarevery closeto eachother Thus,it is fair to say
thattheaveragealgorithmbehaior is quitesimilarfrom oneexecutionto the other

whichis a desirableeaturefor a probabilisticheuristicto exhibit.

As ameando shav how theconcepof apowerful heuristicfor findingaddition
chainscouldbe appliedin practice we includedtwo code-theoryapplications.

Thefirst applicationconsistedn utilizing the AIS stratgy in the problemof
finding optimal additionchainsfor field exponentiationcomputationsover binary
extensionfields. Theresultsobtainedby our schemeyieldedsomeof the shortest
reportedengthsfor exponentsypically usedwhencomputingfield multiplicative
inversedor errorcorrectingandelliptic curve cryptographiapplications.

The secondapplicationconsistedon developinga stratgy that combinedthe
sliding window methodwith the AlS-basedheuristic. While in generaloptimal
solutionsfor exponentswith large bit lengthsareunknavn, we provideda compar
isonof our experimentakesultsagainsthe onesobtainedoy thetraditionalsliding
window method.Our experimentsshav thatthe AIS stratgy tendsto bebetterfor
moderatedizesof e € [128,256, 512]. However, for largersizesthe AlS stratgy
is not asefficientasthetraditionalsliding window.

Futurework includesimproving the performanceof our strategy for both, ex-
ponentswith moderatedsize (i.e., 32-bit length or less); and when dealingwith
extremely large exponents,as the onestypically usedin RSA and DSA cryp-
tosystemsWe arealsoplanningto explore the performanceof otherbiologically-

inspiredheuristicsvhenappliedto the optimaladditionchainproblem.
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Figure Captions
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Figurel: MSB-first binary exponentiation.

Figure2: LSB-firstbinary exponentiation.

Figure3: MSB-first 2%-ary exponentiation.

Figure4: Partitioningalgorithm.

Figure5: Slidingwindow exponentiation.

Figure6: Eight-level optimaladditionchaintree.

Figure7: An algorithmfor generatingshortadditionsequences.
Figure8: Sliding window exponentiatiorusingadditionsequences.

Figure9: The Clonal SelectionPrincipleof the ImmuneSystem.Antibody C (the
bestaffinity) is reproducedby cloning. The new cloneswill suffer a mutation

process.
Figure10: Procedurdor repairinga mutilatedadditionchain.
Figurell: Algorithm thatproducesa completeadditionchain.
Figurel2: Thehypermutatioroperator

Figure13: Theclonalselectionalgorithm.

Figurel4: Findingshortadditionsequence®r large exponents.

Figurel15: AIS slidingwindow methodagainsthe sliding windov method.
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Input:  x,n,e = (em—1...€1€0)y

Output: y = x® mod n

y=uw;

for ¢ = m — 2 downto 0 do {
y=Yy*;
if e, ==1theny=y-x;}

a & DN PRE

output y
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Input:  x,n,e = (em—1...€1€0)y

Output: y = x® mod n

1. p=x;y=1;

2. fori=0tom —1do

3. { ifeg==1theny=y.p;
4. p=p’};

5. outputy
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Input:  X,n,e = (em—1...e1€0)y, K divi-

sorof m suchthat¥ = m/k.
Output: y = x¢ mod n.

1. Pre-comput@ndstorez’ for all j =
2. Divide e into k-bit wordsW; fori =
3. y=gWe;
4. fori= ¥ — 2downto 0 do {
5. y=y¥;
6.  if W; #0theny =y -xWi;
}
7. outputy

1,2,3,4,...,2F — 1.
0,1,2,...,¥ —1.
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scanned

bit zero

Zero Window

— scanned bit one "~

g consecutive zeros
detected
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Input:

X,n,e = (em_1 . 6160)2

Output: y = x® mod n.

n

o g k~ w

Pre-comput@ndstorez’ for atmostall j = 1,3,5,...,2% — 1.
Divide e into zeroandnonzerowindows W; of length L(W;)
fori = 0,1,2,...,¥ — 1.
y =z,
for i = ¥ — 2 downto 0 do {

y =y

if W; #0theny =y -x"i;
}

output y

66




O > b >

67



Input: An  ordered set of s integers
U:={e1,€2,...,es—1,es} such that if
i < jthene; < e;

Output: An addition sequence for

{e1,e2,...,es—1,es} with lengthL

Add_SeqGenerator(U, s)
1.k=s—2
2.SetU :={u1 =e1,u2 = €2,...,ur = €s—2};
3.Vi={v1 =es—_1,v2 =es}; W =0
4. while (U # 0) do{
5. A = (v2 —v1);
6 W= WU {v};
7 {v1,v2} := maxtwo_elementsy , A, v1 };
8. if (Delta < ug) && (A ¢ U)) then {
9 U :=SortSetU U {A});
10. }elseif (A € U)then{
11. k=k-1;
12. }
13.}
14.L= Length Set(W);
15.output {W, L}
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Input: X, n,e = (em_1..-€1€0)y

Output: y = x° mod n.

1. Decompose into ¥ zeroandnonzerowindows W; of length
L(W;),fori = 0,1,2,...,¥ — 1.

2. Computeandstorethe additionsequenceorrespondingo the
NZ nonzerowindows foundin the previous step,namely

(Wo, Wi,...,Wnz_1]

3. y=gWe;

4. fori= ¥ —2downto 0do {

5 y — yQL(Wi) .

6. if W; # 0theny =y-xWi;
}

7. outputy
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' antibody A

antibody B

antibody C

e clones from antibody C

9
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Input: A mutilatedadditionchain(U = ug,u1,- - ,u;—1), wheres
is thenext positionto beassignednd;theantigene thatwe

wantto reach.
Output: A completeadditionchain(U) for e with lengthi.

Fill (U, 1, e){
1. 5 =1
2. while (u; # e)do{

3. if (Flip(F)) then
useadoublingstepif possiblej.e.,u; = 2u;_1,
providedthatu; <e. If u; > egoto4.
4, elseif (Flip(0.5))then
setu; = wuj—1 + uj—2
providedthatu; <e. If u; > egoto5.
5. elsedo {
setu; = wuj_1 + ug, Wherek is arandomly
selectedntegersuchthat0 < k < j.
} while (u; > e)
6. j=j+1
7.}
8. output (U, 5) }
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Input:  Theantigene thatwe wantto reach.

Output: A completeadditionchain(U = ug,u1,- -

with lengthi.

FreshAb(e){

1. Setug = 1 anduy = 2; (whichimplies1 — 2)

2. Select3 or 4 randomlyandassignit to us

3. Completethe additionsequencdy calling the
procedurdU,l) = FILL(U, 3, ¢)

4. output (U,1) }

,u; =e¢) fore
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Input: A cloneCl = (U, 1) with affinity [, aregion (eitherlower or
upperhalf of the chain)

A

Output: A hypermutatealoneCl = (U, ).

hypermutation(C1, region){

1. Themutationpoints for eachcloneis selectedandomly
within its region (eitherlower or upperhalf of the chain)
correspondingo the clones affinity.

2. Selectarandomnumberj suchthat0 < j <i <ee.

3. Thenew (mutated)valueof theclones additionchainat
themutationpointu; 1 will beu; 1 = wu; +uj, if itis
possible ptherwisedecreaseg until u;,1 is avalid value.

4. Repairtheupperpartof theadditionchain{ugs;+1}
by callingthefunction (U, ) = FILL(U,i + 2, e).

5. output (U, 1)

}

o

73




Input:  An exponent(antigen)e

Output: A quasi optimal addition chain (antibody) U =

Up, UL, - ,U =€

AIS _Optimal _Addition _Chain(e){
1. for (i = 1to N) do { /*Creatinganinitial populationof N antibodies®/
Ab; =FreshAb(e);

}

2. for (i = 1toiterations){ /* Beginningof themainloop*/

3. Sortoutthe N Ab; antibodiesn ascendingrderaccordingo their
affinity values(i.e., chainlengths).

4. SelectthebestP antibodieqwith differentlengthvalues)from the

antibodiegpopulation.Only thoseselectedP antibodieswill becloned.

5. DefineC; € [1, P],fori =0, --- , P astherankingindex of eachoneof
the P antibodies.
6. k=0;
7. for ({ =1to N)do{ /* Cloning*/
8. if (C; above average)hen region = upperhalf
9. elseregion = lower half
10. for (j = 1toround (Cﬂ)) do{
11. Cly, = hypermutation(Ab;, region);
12. k=k+1;
}
}

13.  Sortouttheantibodiesandnewly createdclonesin ascendingrdet

14. Fromtheorderedsetof IV original antibodiesandk hypermutatealones,
selectthe NV top bestanddiscardtherest.

15. for (i = N — d+ 1to N) do{ /* replacingthed worstantibodies"/

16. Ab; = FreshAb(e);
}

} I* Endmainloop*/ 74
18. Selectthe antibodyB shaving bestaffinity (shortesthainlength).
19.if (e iseven&& e/2 hasalreadybeencomputed}hen {

20. SetM asthesolutionfoundfor e/2.

21. if ((lengthof (M)+1) < (lengthof B)) then {

22. setB = M addingonedoublingstepattheendof B.

}

23.StoreB in memory




Input:

e=(em_16m—2...€1€0)y, Maz_MSW

Output: Addition Sequencéor e.

AIS _Add _Seqlarge Exp(e, MazW _MSW)

1. N_Op =0;Minimum = oo;
2. fori=6to MazW_MSB do{

3.

4
5.
6

9.
10.
11.
12.
13,
14,
15.
16.}

MSW = (em—1Em—2€m—3 - - €m—i)o;

e-aut = (€m—(i41)€m—(i+2) - - - €1€0),;

A = AIS_OptimalAddition_Chain M SW);
Decompose_auz into atotal of ¥ windows W;,
fori = 0,1,2,...,% —1,with ¥ = Z + NZ.
A total of Z zerowindows and NZ nonzero
windows areproduced.

Sortall NZ nonzerowindows soproduced

in ascendingrder U={Wy, W1, ..., Wnz_1}
Selecta suitableelemenin a € A suchthat
a>Wnz_1.

U={Wq, W1,...,Wnz_1,a};

{Seq, L} = Add_Seq_Generator(U, NZ + 1);
Computethe numberof operationsV_Op needed;

if (N_Op < Minimum) then{

Storethe pair of sequencegSeq,A);

Minimum = N_Op;

output (Seq,A, Minimum)
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Table Captions
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Tablel: Setof exponentswvhich have anoptimaladditionchainof lengthr.
Table2: An exampleof additionsequencgeneration.

Table3: Analogybetweernthebiologicalandthe artificial immunesystemdefined

in our algorithm.
Table4: Numberof Operationsisingseveralmethodsor example5.3.1

Table5: Accumulatecadditionchainlengthsfor all exponents: € [1, 1000] (com-

parisonamongdifferentheuristics).

Table6: Accumulatedadditionchainlengthsfor all exponentdessthan512 (e €

[1,512]) and1024(e € [1,1024]).

Table7: Accumulatedadditionchainlengthsfor all exponentse € [1,2000], e €
[1,2048] ande € [1,4096].

Table8: AIS computationatime for severalexponentbit lengths.

Table9: Averagewith 95% confidenceor resultsobtainedby the AIS (30 inde-

pendentuns).

Table10: Shortestdditionchainsfor a specialclassof exponentgTablel of 3).
Table11: Shortestdditionchainsfor a specialclassof exponentqTable2 of 3).
Table12: Shortestdditionchainsfor a specialclassof exponentgTable3 of 3).

Table13: Optimal additionchainsfor m = 32k. AlS=Artificial ImmuneSystem
(Tablel of 2).

Table14: Optimal additionchainsfor m = 32k. AlS=Artificial ImmuneSystem
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(Table2 of 2).

Table15: Optimaladditionchainsfore = p — 1, p aprime.

Table16: Performancef the AIS methodfor large exponents.
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Tableson Individual Pages
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lengthr

Solutions

1

{2}

{34

{5,6,8

{7,9,10,12,16}

{11,13,14,15,17,18,20, 24,32}

{19,21,22,23,25,26,27,28,30,33,34,36,40,48 p4

Njo|lga|b~lw|N

{29,31,35,37,38,39,41,42,43,44,45,46,49,50,51,52,
54,56,60,65,66,68,72,80,96,128

{47,53,55,57,58,59,61,62,63,8R,70,73,74,75,76,77,78,81,82,
83,84,85,86,88,90,92,97,99),100,102,104,108,112,120,129,
130,132,136,144,160,192,256

{71,79,87,89,91,93,94,9%501,103,105,106,107,109,110,111,113,1
115,116,117,118,119,121,122,123,124,112%,131,133,134,135,137
138,140,145,146,147,148,149,150,152,153,154,156,161,162,163
165,166,168,170,172,176,180,184,193,194,195,196,198,200,204

14,

,164,
,208,

216,224,240,257,258,260,264,272,288,320,384,512
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‘ iteration‘ k ‘

u A v w

- 8 | U:=(3,5,7,11,15,23,25,43} | - | V:={93,147} Wi=0

1| 8| U={35711,15,23,2543} | 54 | V:={54,93} W= {147}

2 | 8| U={3,5,7,11,15,23,25,39} | 39 | Vi={43,54} W= {93, 147}

3 | 7| ©=35,7,11,15,23,25) | 11| vi=(39,43} W= {54,93, 147}

4 | 7| U=(3,4,5711,1523) | 4 | vi={25,39} W= {43,54,93, 147}

5 | 7] u=3,4,5711,14,15) | 14| v:i={23,25} W= {39, 43, 54,93, 147}

6 | 7| U={234,5711,14} 2 | vi=(15,23) W= {25,39, 43, 54, 93, 147}

7 |7 U:={2,3,4,5,7,8,11} 8 | vi={14,15) W= {23, 25, 39, 43, 54, 93, 147}
RE U:={1,2,3,4,5,7,8} 1| vi=qin, 14 W= {15, 23,25, 39, 43, 54, 93, 147}
o |6 U={1,2,3,4,5,7} 3 | vi=(s,11} | wi={14,15,23,25,39, 43, 54,93, 147}
10 |s U:={1,2,3, 4,5} 3| v={r,8) | wi={11,14,15,23, 25,39, 43,54, 93, 147}
16 Wi={1,2,3,4,5,7,8, 11, 14, 15, 23, 25, 39, 43, 54, 93, 147}
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Biological Immune System Artificial Immune System

antigen exponente (from B = A® mod P) that

antibody pair (U, 1), whereU is anadditionchainof length/
representin@ potentialsolutionthat

mustbereached

antibodys affinity lengthof theadditionchainrepresentetly
thepositve integer! (theshorterthe better)

cloning antibodys identicalcopies
hypermutation changesppliedontheclones
receptorediting replacemenof low affinity antibodiesy new ones
immunememoryandsecondary accumulatednowledgeconsistingon
response solutionspreviously foundandstored

for differentvaluesof e
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Strategy

Number of Operations

Binary 188

Quaternary 171

Octal 170

Hexa 164
Slidingwindow (k = 5,9 = 2) 155
Slidingwindow (k = 6,9 = 2) 154
AIS Slidingwindow (k = 6,q = 2) 152
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Optimalvalue=10808

Strategy Total length
Dyadic[5] 10837
Total[5] 10821
Fermat5] 10927
Dichotomic[5] 11064
Factor[5] 11088
Binary 11925
Quaternary 11479

Artificial Immune Systemheuristic

Best 10813
Average 10818.5
Median 10818.5
Worst 10825
Std. Dev. 3.06




e: [1,512] | [1,1024]
Optimal: 4924 11115
Binary: 5388 12301
Quaternary] 5226 11862
AIS results
Best 4924 11120
Average | 4925.03| 11126.433
Median 4925 | 11126.00
Worst 4927 11132
Std. Dev. 0.89 3.014
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e: [1,2000] | [1,2048] | [1,4096]
Optimal: 24063 24731 54425
Binary: 26834 | 27662 61455
Quaternary| 25923 26664 58678
AIS results
Best 24108 24778 54617
Average | 24120.20| 24792.2 | 54644.033

Median | 24120.0 | 24791.5| 54640
Worst 24133 24807 54674
Std. Dev. 5.88 6.094 12.053
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e lengthin bits

timing (in milliseconds)

12 145.8
14 150.6
16 156.0
18 161.7
20 166.8
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Average

from

to

512

4924.7

4925.4

1000

10817

10820

1024

11125

11128

2000

24118

24122

2048

24790

24794

4096

54640

54649
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exponent Addition Chain Length
e=c(r) r
1 1 0
2 1—2 1
3 1-52—3 2
5 15245 3
7 152234567 4
11 15224581011 5
19 1+2—-+4—-58—-316—>18—>19 6
29 1522458216 —>24 2829 7
47 1223323621215 — 30 — 45 = 47 8
71 1+2—-24—-58-=216—232—=264—>68—=>70 9
— 71
127 152—-4—-58—>9—18 - 36 — 54 — 108 10
— 126 — 127
191 152—-3—-6—>9—18 27— 54 — 108 11
— 162 — 189 — 191
379 1-2—+4—-58—>16 > 18 = 36 — 54 — 108 12
— 162 — 324 — 378 — 379
607 1523361224 — 48 — 96 — 102 13
— 204 — 408 — 510 — 606 — 607
1087 1523356122448 — 96 — 120 14
— 240 — 360 — 720 — 1080 — 1086 — 1087
1903 1-2—+3—-5—10—> 20— 40 — 80 — 160 15
— 180 — 340 — 520 — 1040 — 1560 — 1900
— 1903
3583 1523356212518 —>36—72— 144 16
— 288 — 576 — 594 — 1188 — 2376 — 3564
— 3582 — 3583
6271 152532561224 —48 — 96 — 192 17
— 384 — 768 — 1536 — 1537 — 3074 — 6148
— 6244 — 6268 — 6271
11231 1-+2—-+3—-5—10—20— 30 — 50 — 100 18
— 200 — 400 — 800 — 1600 — 3200
— 6400 — 9600 — 11200 — 11230 — 11231
18287 1+2—-+3—-5—10— 20— 40 — 80 — 160 19

— 320 — 640 — 1280 — 1283 — 2563 — 3846
— 7692 — 15384 — 17947 — 18267 — 18287
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exponent

e=c(r)

Addition Chain

Length

34303

1-+2—=+3—=+6—12—=14 — 28 =+ 56
— 112 — 224 — 252 — 504 — 1008 — 2016
— 4032 — 8064 — 16128 — 32256 — 34272

— 34300 — 34303

20

65131

1-+2—+3—=+5—-10—11— 22— 44 — 88
— 132 — 220 — 440 — 880 — 1760
— 3520 — 7040 — 14080 — 28160
— 56320 — 63360 — 65120 — 65131

21

110591

1+2—-3—-5—=10—20— 40— 80
— 160 — 320 — 640 — 1280 — 2560 — 2570
— 5140 — 10280 — 20560 — 23130 — 43690

— 87380 — 110510 — 110590 — 110591

22

196591

1-+2—=+3—=+6—12—24 48
— 96 = 99 — 195 — 390 — 780
— 1170 — 2340 — 4680 — 9360 — 18720
— 18726 — 37446 — 74892 — 149784
— 187230 — 196590 — 196591

23

357887

142232629 —18—=27—45—90
— 180 — 360 — 720 — 1440 — 1485
— 2970 — 5940 — 11880 — 23760
— 47520 — 71280 — 142560 — 213840
— 356400 — 357885 — 357887

24

685951

1522326122448
— 96 — 192 — 384 — 768 — 769 — 1538
— 3076 — 6152 — 9228 — 15380 — 24608
— 39988 — 79976 — 159952 — 319904
— 639808 — 679796 — 685948 — 685951

25

1176431

1-+2—-53—-5—10—20— 40— 80
— 160 — 180 — 340 — 680 — 1360
— 2720 — 4080 — 8160 — 16320 — 32640
— 48960 — 97920 — 97925 — 195845
— 391690 — 587535 — 1175070 — 1176430
— 1176431

26
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exponent

e=c(r)

Addition Chain

Length

2211837

1-+2—+3—-35—10—20— 40 — 80 — 160
— 163 — 326 — 652 — 1304 — 2608
— 5216 — 10432 — 20864 — 41728
— 83456 — 166912 — 166922 — 333834
— 500756 — 1001512 — 2003024
— 2169946 — 2211674 — 2211837

27

4169527

1-+2—=+3—=+6—>12—>24 - 48 = 96 — 192
— 384 — 768 — 1536 — 3072 — 6144
— 12288 — 24576 — 49152 — 49344 — 98688
— 148032 — 296064 — 592128 — 592129
— 1184258 — 2368516 — 3552774 — 4144903
— 4169479 — 4169527

28

7624319

1-+2—+4—+8—16 =32 =64 = 128 — 129
— 258 — 387 — 774 — 1548 — 2322
— 3870 — 7740 — 8127 — 15867 — 31734
— 63468 — 126936 — 253872 — 380808
— 761616 — 1523232 — 3046464 — 6092928
— 7616160 — 7624287 — 7624319

29

14143037

1-2—24—-38—216—=32—=64 72— 144
— 216 — 432 — 864 — 1728 — 3456
— 5184 — 10368 — 20736 — 41472 — 82944
— 93312 — 176256 — 352512 — 705024
— 1410048 — 2820096 — 2820097 — 2820313
— 5640626 — 8460939 — 14101565 — 14143037

30
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AIS

AIS

[36]

[25]

31

15253562714
— 28 —» 31

63

15253562714
— 28 — 56 — 63

10

95

152—-53—-55—->10—>20
— 40 — 80 — 90 — 95

11

127

152532561224
— 48 —» 96 — 120 — 126 — 127

10

10

12

159

1525325621224
— 48 — 96 — 144 — 156 — 159

10

10

12

191

152545816 —>17
— 34 —» 68 — 136 — 170 — 187
— 191

11

11

13

223

1-2—-53—->6—>12—13 — 26
— 52 — 104 — 208 — 221 — 223

11

11

13

255

1-2—-53—->5—-10—20

— 40 — 80 — 85 — 170 — 255

10

10

14

287

1522355714
— 28 = 56 — 112 — 224 — 280
— 287

11

11

13

319

1-52—53—>6—>12—18
— 36 — 72 — 144 — 288 — 306
— 318 — 319

12

12

14

351

1525356212524
— 27 — 54 — 108 — 216 — 324
— 351

11

11

14

383

1-2—-53—-5—-10—20
— 40 — 80 — 160 — 320 — 360
— 380 — 383

12

13

15

415

1-2—-53—-5—->10—20
— 40 — 80 — 83 — 166 — 332
— 415

11

12

14

447

152—-53—>6—>12—18
— 36 > 72 — 144 — 288 — 432
— 444 — 447

12

12

15
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AIS

AIS

(36]

[25]

479

15253562714
— 28 = 56 — 112 — 224 — 448
— 476 — 479

12

13

15

511

152—53—-55—>10—>15
— 30 —» 60 — 120 — 240 — 480
— 510 — 511

12

12

16

575

1-52—-53—->5—-10—20
— 23 — 46 — 92 — 184 — 368
— 552 — 575

12

13

15

607

1-52—53—>6—>12—18
— 36 — 72 — 144 — 288 — 576
— 594 — 606 — 607

13

13

15

639

1525356212524
— 26 — 52 — 104 — 208 — 416
— 624 — 636 — 639

13

13

16

767

1-2—-53—-5—->10—20
— 40 — 80 — 83 — 166 — 332
— 664 — 747 — 767

13

14

17

799

15253561224
— 48 — 96 — 192 — 384 — 768
— 792 — 798 — 799

13

13

15

863

1-2—-53—-5—->10—20
— 40 - 43 — 86 — 172 — 344
— 688 — 860 — 863

13

15

16

895

1-2—-53—-5—->10—20
— 40 — 80 — 160 — 163 — 326
— 652 — 815 — 895

13

14

17
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p—1

AIS

AIS

ITMIA

162

152545816 - 32

— 64 — 80 — 81 — 162

166

1-2—-3->5—>10—20

— 40 — 80 — 83 — 166

10

172

1-2—-3->5—->10—20

— 40 - 43 — 86 — 172

10

190

1-2—-3->5—->10—20

— 40 — 80 — 160 — 180 — 190

10

12

192

15253561224

— 48 — 96 — 192

196

152545816 - 32

— 48 — 49 — 98 — 196

222

15253561224

— 48 — 96 — 192 — 216 — 222

10

12

232

152245816 —>24
— 28 - 29 —» 58 — 116 — 232

10

10

268

152545816 — 32

— 64 — 66 - 67 — 134 — 268

10

10

270

1-2—-3->5—-10—20

— 40 — 80 — 90 — 180 — 270

10

11

292

152545816 — 32

— 64 > 72 > 73 — 146 — 292

10

10

330

1-2—-3->5—->10—20

— 40 — 80 — 160 — 320 — 330

10

11

378

1-2—-54—-58—>16—>18
— 36 —» 72 — 144 — 288 — 360
— 378

11

13

382

1-2—-53—->5—->10—>20
— 40 — 80 — 160 — 320
— 360 — 380 — 382

12

14

388

152545816 — 32
— 64 — 96 — 97 — 194 — 388

10

10

442

152532561213
— 26 — 52 — 104 — 208 — 416
— 442

11

13

462

15245816 — 32
— 33 = 66 — 132 — 264 — 396
— 462

11

13

490

15253502
— 40 — 80 — 160 — 320
— 480 — 490

11

13

508

1-2—-53—->6—>12—>14
— 28 — 30 —» 60 — 120 — 240
— 480 — 508

12

14

520

1-2—-54—-58—>16 — 32
— 64 — 65 — 130 — 260 — 520

10

10




m || SlidingwindowMethod[27] AlSHeuristic
length k || length| MSW size | g
128 156 4 152 17| 2
256 308 4 304 13| 2
512 607 5 604 11| 2
1024| 1195 5| 1196 6|5
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