
An Artificial Immune SystemHeuristic for

GeneratingShort Addition Chains

NareliCruz-Cort́es

FranciscoRodŕıguez-Henŕıquez

andCarlosA. CoelloCoello

CINVESTAV-IPN
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Abstract

This paperdealswith theoptimalcomputationof finite field exponenti-

ation,which is a well-studiedproblemwith many importantapplicationsin

theareasof error-correctingcodesandcryptography. It hasbeenshown that

theoptimalcomputationof finite field exponentiationis a problemwhich is

closely relatedto finding a suitableadditionchainwith the shortestpossi-

ble length. However, it is also known that obtainingthe shortestaddition
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chain for a given arbitrary exponentis an NP-hard problem. As a conse-

quence,heuristicsareanobviouschoiceto computefield exponentiationwith

asemi-optimalnumberof underlyingarithmeticoperations.In thispaper, we

proposetheuseof anartificial immunesystemto tacklethisproblem.Partic-

ularly, we studytheproblemof finding boththeshortestadditionchainsfor

exponents� with moderatesize(i.e., with a lengthof lessthan20 bits), and

for thehugeexponentstypically adoptedin cryptographicapplications,(i.e.,

in therangefrom 128to 2048bits).

Keywords:artificial immunesystems,cryptography, shortestadditionchains,heuris-

tics

1 Intr oduction

Field or modularexponentiationis heavily utilized in several major public-key

cryptosystemssuchasRSA, Diffie-HellmanandDSA [4, 24]. For instance,the

RSA encryption/decryption schemeis basedon the computationof �����	��
	� ,

where is afixednumber, � is anarbitrarilychosennumericmessageand �������
is the productof two large primes ����� . Additionally, modularexponentiationis

alsousedin computationalnumbertheoryincludingapplicationson integerprime

testing,integerfactorization,field multiplicative inversecomputation,etc.

A finite field or Galoisfield (so namedafter EvaristeGalois) is a sethaving

finitely many elementsin which theusualarithmeticoperations(addition,subtrac-

tion, multiplication,division by nonzeroelements)arewell defined.Moreover, all

usualalgebraiclaws,namely, commutative, associative anddistributive laws,hold

[24]. Theorderof a finite field is definedasthenumberof elements� that it con-

tains. Typical moderncryptographicapplicationsutilize finite fieldswith a size �
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of asmuchas ��������� or morefield elements[32].

If � ��� , with � a prime,thenthesetof integersmodulo � , form a primefinite

field, denotedas ! =GF"#�%$ . In a prime finite field, any arbitraryelement&(')!
is simply an integer in the range&*',+.-��0/1�2�3�5454546�7�98:/<; . In orderto guarantee

that any arithmeticoperationwithin this field will result in an integer within that

range,operationsare computedby taking the remainderon integer division by

� . As a simpleexampleof a prime finite field considerGF"#�=�>/.?@$ . That field

hasa total of 17 elementscorrespondingto the integersin the range A -��0/0BDC . For

instance,giventhefield elementsEF�HG and IJ�K/0L , their addition MN�OEQPRI and

multiplication ST�:EU40I canbecomputedas, MV�:EWP�IV�,GXP=/0LN�	��
Y/.?U�Z� and

ST�:E 4DI[�,GN4\/0LU�	�3
9/.?U�^] , respectively.

On theotherhand,by setting �_�`�<a with � a positive integer, a binary finite

field denotedasGF"b� a $ is obtained. A binary finite field canbe constructedby

finding amonicirreduciblepolynomial c_"edf$g�hd a Pi� a\j � d a\j �kP,454541P�� � d��lP� � d%PT/ of degree� with coefficients��mk'nA -��0/oC for p6�q/1�2�3�545454k���l8U/ . The �r�s� a
elementsof abinaryfinite field arethesetof all polynomialswith degree�V8t/ such

that, &T"ed%$i�uE a\j � d a\j �vPw45454.PnE � d��6PrE � d PnE � with coefficients E m 'nA -��0/oC for

p6�:-��2�3�545454k���x8T/ . In ananalogwaytoprimefinite fields,all arithmeticoperations

arecomputedby takingtheremainderonpolynomialdivisionby c_"edf$ . Asasimple

exampleconsiderthe binary finite field GF"b�1y0$ constructedusingthe irreducible

polynomial c_"edf$u� d y PHdiPz/ . Then, the �)�u� y �h{ field elementsare

+.-��0/1��d���d�PY/1��d|�3��d��3P9/1��d��}Ptd���d���P	d�P9/<; . For instance,giventhefield elements

&~"edf$x�Hd|��P�d and ��"edf$��Zd	PZ/ , their addition �q��&wPR� andmultiplication� �:&F4�� canbecomputedas, ���:&tP	�`��"ed��3PTd%$.PY"edlP�/.$��t�3
Td y PTdlP�/X�
d���P:/ and

� �:&=4.�`��"ed|��Prd%$k4\"edtP:/.$6�	��
Td y P�dTP:/���/ .
Sinceboth, prime and binary finite fields form a group with respectto the

additionandmultiplicationoperations,theresultof addingor multiplying any two

3



arbitraryfield elementswill alwaysbeanelementin thefield.

Field exponentiationcanbedefinedin termsof field multiplicationasfollows.

Let & beanarbitraryelementof a finite field !`� GF"7��$ . Let also  bedefinedas

anarbitrarypositive integer. Then,field exponentiationof anelement& raisedto

thepower  is definedastheproblemof findinganelement��'Y! suchthat,

�`�:& � �	��
	c (1)

where c is eithera largeprime(in thecaseof primefinite fields)or anirreducible

polynomial(in thecaseof binaryfinite fields).

Takingadvantageof thelinearitypropertyof themodularoperation,(1) canbe

evaluatedby performinga reductionmodulo c at eachstepof theexponentiation

thus guaranteeingthat all the partial resultswill not grow larger than twice the

length of the modulus c . In the rest of this paperwe will considerthat every

multiplicationoperationalwaysincludesasubsequentreductionstep.

In generalonecanfollow two strategiesin orderto optimizethecomputation

of (1). Oneapproachis to implementfield multiplication,themainbuilding block

requiredfor field exponentiation,asefficiently aspossible.Theotheris to reduce

the total numberof multiplicationsneededto compute(1). In this paperwe ad-

dressthelatterapproach,assumingthatarbitrarychoicesof thebaseelement& are

allowedbut consideringthattheexponent hasbeenpreviously fixed.

A largenumberof field exponentiationalgorithmshavebeenreported.Known

strategiesinclude:binary, � -ary, adaptive � -ary, powertreeandthefactormethod,

to mentionjust a few [20, 26, 32, 30, 28, 5, 27, 29, 6, 40, 7, 37, 9]. Thosealgo-

rithmsall have in commonthefact thatthey strive to keepthenumberof required

field multiplicationsaslow aspossiblethroughtheusageof a particularheuristic.

However, noneof thosestrategiescanbe consideredto yield an optimal solution

for every possiblefield size.Obviously, thelarger thesizeof thefield utilized the
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hardertheproblemof optimizingthecomputationof thefield exponentiation.

On the other hand, all the aforementionedmethodscan be mathematically

rephrasedby using the conceptof addition chains. Indeed,taking advantageof

the fact that the exponentsareadditive, the problemof computingpowersof the

baseelement& , canbedirectly translatedto anadditioncalculation.Theconcept

of anadditionchain for agivenexponent canbeinformally definedasfollows.

An additionchain for  of length � is a sequence� of positive integers, � � �/1��� ���5�5� ���|���� suchthat for eachp ��/ , � m ���3�XP=�|� for some� and � with

-t�n���)���wp .
An additionchaindictatesthecorrectsequenceof multiplicationsrequiredfor

performingan exponentiation.Hence,if � is an additionchainthat computes
asmentionedabove then for any &u'�! we canfind ����&W� by successively

computing: & ��&X �¡¢� �5�5� ��&X D£¥¤ ¡ ��& � .
For instance,the additionchain "�/1�2�3�2¦3�2L3�0/5-��2�1-��§�@¦���G�B3��G�?@$ leadsto the fol-

lowing schemefor thecomputationof &��2¨ ,
& �0© & � ��& � & �0© & y �u& � & �¢©
&Wª��h& y &�� © &U���w��&�ª5&Wª © &����w��&U���¢&Q��� ©
&W� y ��&W���¢& y © &X��«w��&�� y &W� y © &X�2¨���&X��«¢&Q� �

An addition sequenceis a generalizationof an additionchainwherenot just

onebut several positive integers  � �¬ � �5�5� �zD mustbe includedin the given

sequence.

Let ��"b<$ betheshortestlengthof any valid additionchainfor a givenpositive

integer  . Then,thetheoreticalminimumnumberof field multiplicationsrequired

for computingthefield exponentiationof (1) is precisely��"bD$ . Unfortunately, the

problemof determiningan addition chain for  with the shortestlength ��"bD$ is

an NP-hard problem[32]. Thereforewe have no option but to usesomekind
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of heuristicstrategy in orderto find anoptimaladditionchainwhendealingwith

sufficiently largeexponents .
Generallyspeaking,a heuristicstrategy tries to find in a reasonabletime near

optimal resultsfor hardoptimizationproblems,i.e. thoseproblemshaving huge

searchspaces.A heuristicmethodoffersno guaranteeon thequality of thesolu-

tions(if any) tobefound.However, it canoperateundernearlyeverypossiblesetof

restrictions.Typically, a heuristicmethodstartsfrom a non-optimalsolutionpop-

ulationanditerationafter iterationimprovesits findingsuntil a reasonableand/or

valid solutioncanbeachieved. Thegradualimprovementon thepartial resultsis

doneusingeitherdeterministicor probabilisticsearchcriteria. Given a fixed set

of initial conditions,theoptimizedsolutionsobtainedby a deterministicheuristic

will remainunchangedfrom run to run. On thecontrary, repeatedexecutionsof a

probabilisticheuristicmayproducedifferentfinal solutions.

Therehasbeenanenormousamountof literaturereportingdeterministicheuris-

tics methodsfor finding short additionchainson large exponents. Someexam-

plesare the aforementionedbinary algorithmandits generalization,the window

method,therun-lengthandhybridmethod,andsoon [38, 20, 26, 30, 27, 37].

On the otherhand,relatively few probabilisticheuristicshave beenreported

so far for finding nearoptimal additionchains[33, 9, 6]. In [33] a geneticalgo-

rithm searchenginewasproposedfor solving this optimizationproblembut the

authors’strategy wasonly testedfor exponentsthataretoosmall(9 bitsor less)to

be consideredpracticalin seriousapplications.In [9] it wasproposedtheuseof

anartificial immunesystemasa probabilisticheuristicfor finding minimal-length

additionchains.Thoseoptimaladditionchainswerethenusedfor computingmul-

tiplicative inversesonbinaryextensionfields.

In [6] an algorithmfor obtainingshortadditionchainson 512-bit exponents

waspresented.That algorithmwasdivided into two parts: In the first phase,the
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computationof anadditionchainfor a large exponent wasreducedto thecom-

putationof anadditionsequencecomposedby a setof integers(calledwindows),

which arechosenmuch smallerthan  . Then, in the secondphase,an addition

sequencefor thosewindows is produced.Four differentsearchcriteriawereused

in orderto minimize the lengthof theadditionsequencessoproduced.Although

authorsin [6] reportednice experimentalresults,the exactway of how to decide

whichsearchcriterionshouldbeusedwasleft open(in fact,theauthorsmentioned

thatthey unsuccessfullytried thesimulatedannealingtechnique).

In this paper, we proposethe usageof a probabilisticheuristicbasedon an

Artificial ImmuneSystem(AIS) searchenginefor finding short additionchains

whendealingwith very largeexponents.Wediscusstherationalebehindthealgo-

rithm presentedandwecompareits performanceagainstwell-known deterministic

strategiesusingrelatively small exponents,i.e., exponentswith bit length � less

than12 bits. Sincefor thosesmall exponentsexact optimal additionchainsare

known (obtainedby meansof exhaustive search),we canfind out theprecisequal-

ity of thesolutionsobtainedby our approach.Furthermore,we presenta detailed

descriptionof how our proposedstrategy canbe extendedfor larger exponents
(up to 30 bits) andfor very largeexponentswith bit length � well in therangeof

cryptographicapplications,i.e., �>'rA®/0�@{3�2�@L@B3�2L�/0�3�§?1B�{3�./5-��1G1C bits.

In thecaseof largeexponents,we incorporateour AIS strategy to bothphases

of the algorithmpresentedin [6]. First, the combinationof the sliding window

strategy togetherwith anAIS heuristicis utilizedfor efficiently partitioningagiven

largeexponentinto smallerwindows. Afterwards,anAIS searchengineis utilized

for groupingthe obtainedwindows into a singleadditionsequence.Although in

generaloptimal solutionson this rangeare unknown, we provide a comparison

of our experimentalresultsagainstthe onesreportedby known deterministicap-

proaches.
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Therestof this paperis organizedasfollows. In Section2 we presenta brief

review of several relevant deterministicheuristicproposedin the specializedlit-

eraturefor computingfield exponentiation.Section3 describesthe framework of

theprobabilisticheuristicapproachpresentedin this paper, which is basedon the

conceptsof window partitioningandadditionsequences.In Section4, the pro-

posedartificial immunesystemheuristictogetherwith its problemrepresentation

is explained. In Section5, we describetheproposedalgorithmincluding two de-

signexamples;onefor a smallexponentandanotherfor a large128-bitexponent.

Section6 presentsseveral experimentsandstatisticaltestsperformedon thepro-

posedAIS heuristicmethod.In Section7, two code-theoryapplicationsof theAIS

methodaredescribed.Finally, in Section8 someconcludingremarksandpossible

pathsfor futureresearcharedrawn.

2 Deterministic Heuristics for Field Exponentiation

In this section,we includea brief review of themain deterministicheuristicpro-

posedin theliteraturefor computingfield exponentiation.

2.1 Binary Strategies

Let  beanarbitrary � -bit positive integer  , with a binaryexpansionrepresenta-

tion givenas, R�¯"�/05° j ���5�5�  �  � $ � �±� ° j �kP)² ° j �m´³ � � m  m . Then,

y � x � � x ��µ ¤ ¡·¶f¸ µ ¤�¹º#»�¼ � º � º �:d ��µ ¤ ¡ 4
° j �½
m´³ �

x � º � º (2)

Binary strategiesevaluate(2) by scanningthe bits of the exponent  oneby one,

eitherfrom left to right (MSB-firstbinaryalgorithm)or from right to left (LSB-first
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binaryalgorithm)applyingtheso-calledHorner’s rule 1. Both strategiesrequirea

totalof �Z8Y/ iterations.At eachiterationasquaringoperationis performed,andif

thevalueof thescannedbit is one,a subsequentfield multiplicationis performed.

Therefore,thebinarystrategy requiresatotalof �=8F/ squaringsand ¾�"bD$@8F/ field

multiplications,where¾�"bD$ is theHammingweightof thebinaryrepresentationof

 . Thepseudo-codeof theMSB-firstandtheLSB-firstbinaryalgorithmsareshown

in Figures1 and2, respectively. Thecomputationalcomplexity of thealgorithmin

Figure1 is givenas,

c_"b�����$i�h�zP�¾�"bD$�8n�,� ¿eÀÁ�@Â � "bD$ÄÃ�Pw¾�"b<$68R/ (3)

An Example. Let us define Å� /0]1-�¦u� "�/@/@/5-}/@/5-}/@/@/@/.$ � . Then � � /@/
and ¾�"bD$�� ] . According to (3) the computationalcomplexity of the binary

algorithmis givenas,

c_"bD$Æ�h�zP�¾�"bD$68r�:�Ç/@/�Pw]U8n�,�È/0{ .
After evaluatingthe algorithm of Figure 1, the resultingbinary sequenceis

givenas,

d �xÉ d �XÉ d y É d «VÉ d ¨VÉ d �Ê��É d ��ËXÉ d ��ÌXÉ d ª�Ë
É d ª�Ì É d ����Ë É d � y « É d � y ¨ É d �2¨·� É d �2¨�ª É d Ì�ª��
É d Ì�ªo� É d ��Ì���� É d ��Ì�� y �

1Horner’s rule, namedafter W. G. Horner, ranksamongthe most efficient algorithmsfor the

computationof Í th degreepolynomialsof theform,Î3ÏÁÐ�Ñ}ÒtÎ1Ó.Ð Ó6Ô Î1Ó ¤ ¡ Ð Ó�Õ�Ö�Ô�×�×�×�Ô Î ¡ Ð ÔtØ ¼oÙ Î@ÓRÚÒqÛ , for fixedvaluesof Ð .
Horner’s rule solvesthisproblemby evaluatingÎ�ÏÁÐ�Ñ as,Î3ÏÁÐ�Ñ}ÒÜÏ7Ý·Ý�Ý�ÏÞÎ@Ó0Ð Ô Î1Ó ¤ ¡ ÑeÐ Ô�×�×�× ÑeÐ Ô Î ¼ .
Thiselegantalgorithmwasdiscoveredindependentlyby IsaacNewton150yearsearlierthanHorner

andby theChinesemathematicianC. C. Chaoin the13thcentury[26]
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2.2 Window Strategies

Thebinarymethoddiscussedin theprecedingsectioncanbegeneralizedby scan-

ning morethanonebit at a time. Hence,the window method(first describedin

[26]) scans� bits at a time. The window methodis basedon a � -ary expansion

of the exponent,wherethe bits of the exponent  aredivided into � -bit wordsor

digits. Theresultingwordsof  arethenscannedperforming � consecutive squar-

ingsanda subsequentmultiplicationasneeded.In the following we describethe

window methodin amoreformalway.

Let  be an arbitrary � -bit positive integer  , with a binary expansionrepre-

sentationgivenas,

)�È"�/0 ° j � �5�5�  �  � $ � �±� ° j � P
° j �ß
m´³ �

� m 5m .
Let � be a small divisor of � . Then this binary expansionof  canbe par-

titioned into à words of length � , suchthat �áà � � . If � doesnot divide

� , then the exponentmust be paddedwith at most ��8q/ zeros. Let us defineâ m�'ÜA A -��2� � 8R/oC C as,

â m ��ãÊ m � ¶åä � j �Äæ  m � ¶åä � j ��æ �5�5�  m � ¶ �  m �1ç � �
� j �ß
� ³ �

� �  ä m � ¶ � æ (4)

Then, we can equivalently represent as, ²^è j �m´³ � â m�4<� m®é . Using the above

definitionwehave,

y � x � � x ¸Tê ¤ ¡º#»�¼ � ºìë¢í º � è j �½m´³ �
x � ºîë§í º (5)

(5) is thebasisof thewindow MSB-firstprocedurefor exponentiationdescribedin

thepseudo-codeof Figure3. Thewindow methodfirst pre-computesthevaluesof

d � for �ï� /1�2�3�2¦3� �5�5� �2� � 8,/ . Then,theexponent is scanned� bits at a time

from themostsignificantword (
â è j � ) to theleastsignificantword(

â � ). At each

iterationthecurrentpartial result ð is raisedto the � � power andmultiplied with
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d í º , where
â m is thecurrentnonzerowordbeingprocessed.Referringto Figure3,

it canbeseenthat,

ñ Thefirst partof thealgorithmconsistson thepre-computationof thefirst � �
powersof x at acostof � � 8n� preprocessingmultiplications.

ñ At eachiterationof themain loop, thepower y ��ò canbe computedby per-

forming � consecutive squarings.Thetotal numberof squaringsis givenby

"Êà:8)/.$��_�,��8n� �
ñ At eachiterationonemultiplicationis performedwhenever the p -th word

â m
is differentthanzero. Sinceall but oneof the � � differentvaluesof

â m are

nonzero,theaveragenumberof requiredmultiplicationsis givenas,

"Êà:8)/.$¢"�/X8Ü��j � $i�¯" ° � 8R/.$¢"�/X8n��j � $ .
Thus,theaveragenumberof multiplicationsneededby thewindow methodin order

to computean � -bit field exponentiationis givenas,

c_"e�g�2�á$l�`"b� � 8r��$vP^"e��8n�á$vPZ" � � 8R/.$¢"�/X8n� j � $ � (6)

For �9��/1�2�3�2¦3��G thewindow methodsketchedat Figure3 is called,respectively,

binary, quaternary, octaryandhexa MSB-first exponentiationmethod.In particu-

lar, notethatby evaluating(6) for ��� / , theaveragenumberof multiplications

for thebinaryalgorithmcanbefoundas y� "e��8R/.$ field operationsonaverage.

Oneobvious improvementof the strategy just outlinedis that insteadof cal-

culating and storing all the � � first powers of d , one can just pre-computethe

windows neededfor a given exponent  , thussaving someoperations.This last

ideais illustratedin theexamplesbelow.

Example. Once again, let us considerthe exponent  � /0]1-�¦ �
"�/@/@/5-}/@/5-}/@/@/@/.$ � with � � /@/ . Then,thewindow methodcomputationalcom-

plexity andresultingsequenceusing �O�±�3�2¦3��G canbefoundas,
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Quaternary: R�È/0]1-�¦Z�Ç" 0 /�/@/f-}/�/5-[/@/�/@/.$ �c_"e�g�2�á$ = 2 Pre-compmults+ 10 Sqrs+ 5 mults = 17.

Precomp.Sequence:d � É d � É d|y .
Main sequence:

d � É d � É d � É d ¨ É d �Ê� É d ��Ë É d ��Ì É d ª�Ë
É d ����«XÉ d ����ËXÉ d � y «XÉ d �2¨��XÉ d �2¨�ª�É d Ì�ª��
É d ��Ì���� É d ��Ì�� y �

Octal: R�È/0]1-�¦Z�Ç" 0 /@/�/5-}/�/5-}/�/@/@/.$ �c_"e�g�2�á$ = 4 Pre-compmults+ 9 Sqrs+ 3 mults = 16.

Precomp.Sequence:dv� É d�� É d y É d�ª É d%¨ �
Main sequence:

d yXÉ d « É d ��� É d ��� É d ��Ì É d ª�Ë É d ����« É d � y �
É d � y ¨VÉ d �2¨·��É d Ì���ËXÉ d ��Ë�Ì�«WÉ d ��Ì�� y

Hexa: R�È/0]1-�¦Z�Ç" 0 /@/@/f-}/@/5-[/@/@/@/.$ �c_"e�g�2�á$ = 6 Pre-compmults+ 8 Sqrs+ 2 mults = 16.

Precomp.Sequence:dv� É d�� É d y É d�« É d%¨ É dv�Ê� É d���ª .
Main sequence:

d ¨ É d �Ê� É d ��Ë É d ª�« É d ����� É d ����Ë É d � y « É d �2¨��
É d Ì���� É d ��Ë�Ë�Ë É d ��Ì�� y �

However, noneof theabove deterministicmethodsis ableto find theshortest

additionchainfor :�ó/0]1-�¦ . In Section5.1we will retake this exampleshowing

that theexponentiationfor this examplecanbedoneusinga sequenceconsisting

of only 15 multiplicationsteps.
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2.3 Adaptive Window Strategy

The adaptive or sliding window strategy is quite useful for exponentiationswith

extremely large exponents(i.e. exponentswith bit lengthgreaterthan128 bits)

mainly becauseof its ability to adjustits methodof computationaccordingto the

specificform of the exponentat hand. This adjustmentis doneby partitioning

the input exponentinto a seriesof variable-lengthzeroandnonzerowordscalled

windows. As opposedto thetraditionalwindow methoddiscussedin theprevious

section,theslidingwindow algorithmprovidesaperformancetradeoff in thesense

that allows the processingof variable-lengthzeroandnonzerodigits. The main

goalpursuedby this strategy is to try to maximizethenumberandlengthof zero

words,while usingrelatively largevaluesof � .
A slidingwindow exponentiationalgorithmis typically dividedinto twophases:

exponentpartitioningandthe field exponentiationcomputationitself. In the first

phase,theexponent is decomposedinto zeroandnonzerowords(windows)
â m

of length ô�" â mb$ by usingsomepartitioningstrategy. Althoughin generalit is not

requiredthat thewindow’s lengthsô�" â mÊ$ mustall beequal,all nonzerowindows

shouldhavealength ôW" â m�$ smallerthanagivennumber� . Let õ bethenumberof

zerowindows and öJõ bethenumberof non-zerowindows, so that their addition

à representsthetotalnumberof windows generatedby thepartitioningphasei.e.,

à÷�±õ�PwöJõ (7)

It is usefulto forcetheleastsignificantbit of anonzerowindow
â m to beequal

to 1. In this way, whencomparingwith the standardwindow methoddiscussed

in the previous Section,the numberof preprocessingmultiplicationsareat least

nearlyhalved,sincedùø mustonly bepre-computedfor ú odd.

Several sliding window partitioningapproacheshave beenproposed[20, 26,
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30, 27, 6, 7]. Proposedtechniquesdiffer in whetherthelengthof anonzerowindow

hasto haveaconstantor avariablelength.Thepartitioningalgorithminstrumented

in thiswork scanstheexponentfrom themostsignificantto theleastsignificantbit

accordingto thefinite statemachineshown in Figure4. Hence,atany momentthe

algorithmis eithercompletingazerowindow or anonzerowindow. Zerowindows

areallowedto haveanarbitrarylength.However, themaximumlengthof any given

nonzerowindow shouldnotexceedthevalueof � bits.

Startingfrom theZeroWindow State(ZWS),theexponentbitsarecheckedone

by one.As long asthevalueof thecurrentscannedbit is zero,thealgorithmstays

in ZWSaccumulatingasmany consecutive zerosaspossible.If theincomingbit is

one,thefinite statemachineswitchesto theNonzeroWindow State(NZWS).The

automatonwill staythereaslong as � consecutive zeroshadnot beencollected.

If this conditionoccurstheautomatonswitchesto ZWS (usually � is chosento be

a small number, namely, �g'�AÞ�3�2LDC ). Otherwise,if � bits canbeencollected,the

partitioningalgorithmstoresthenew formednonzerowindow andstaysin NZWS

in orderto generateanothernonzerowindow.

Thepseudo-codefor thesliding window exponentiationalgorithmis shown in

Figure5. Fromthatfigureit canbeseenthat,

ñ Thefirst partof thealgorithmconsistsonthepre-computationof atmostthe

first � � odd powersof x at a costof no morethan � � j �V8^/ preprocessing

multiplications.

ñ At step2, the exponent  is partitionedusingthe strategy describedabove

anddepictedin Figure4. As a consequence,a total of õ zerowindows and

öNõ nonzerowindows will beproduced.

ñ At step3, y is initialized usingthevalueof theMost SignificantWindow as

y �,d í ê ¤ ¡ . It is alwaysassumedthat
â è j �Uû�:- .

14



ñ At eachiterationof the main loop, the power y ��ü1ýîþ º7ÿ canbe computedby

performing ô�" â mÊ$ consecutive squarings.Thetotal numberof squaringsis

givenby ��8ÜôW" â è j � $
ñ At eachiteration one multiplication is performedwhenever the p -th wordâ m is differentthanzero.Recallthat öNõ representsthenumberof nonzero

windows. Therefore,the numberof multiplicationsrequiredat this stepof

this algorithmis öJõZ8^/ . Although theexact valueof öJõ will dependon

thepartitioningstrategy instrumented,ourexperimentsshow thatanapprox-

imatevaluefor öNõ using �,�±�3�2����L , is about- � /0L<� .

Thus,wefind thattheaveragenumberof multiplicationsneededto computeafield

exponentiationfor an � -bit exponent is givenas,

c_"e�g�2�á$ � "b� � j � 8)/.$vP^"e��8ÜôW" â � j � $�$�P�öJõ=8w/ (8)� � � j � 8)/�P:/ � /0L<��8ÜôW" â � j � $ �
Due to the considerablehigh efficiency of the partitioningstrategy for collecting

zerowords,theslidingwindow methodsignificantlyoutperformsthestandardwin-

dow methodwhensufficiently largeexponentsarecomputed[27]. However, notice

thatthevalueof theparameter� cannotbechosentoolargedueto theexponentially

increasingcostof pre-computingthefirst � � oddpowersof x (step1 of Figure5).

In practiceanddependingon thevalueof � , ��'rA G}�2{DC is generallyadopted.

3 Addition Sequenceheuristic for field exponentiation

As it waspointedout, themajordrawbackof thesliding window methodoutlined

in thelastSectionis thehighcomputationalcostof increasingthevalueof � . This

difficulty canbe alleviatedby usingthe conceptof additionsequences,which is
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the main subjectto be addressedin this Section.We first give formal definitions

andtheoreticalboundsfor additionsequences.Then,we discusshow to produce

shortadditionsequences.Finally, we introducethesliding window methodusing

additionsequenceswhichis thetechniqueadoptedin thiswork for largeexponents.

3.1 Mathematical Definitions

Definition Let  be anarbitrarypositive integer whosebinaryexpansionis given

as Æ�(5° j � 5° j �6�5�5�  �  � , where �È�È¿eÀÁ�@Â � "bD$ÄÃUP�/ . Let ¾�"bD$ representthe

Hammingweightof  , i.e., ¾�"bD$��`² ° j �m´³ �  m is thenumberof onesin thebinary

expansionof  .
Definition An additionchain � for a positive integer  of length � is a sequence

of positive integers �^��+0� � ��� � �545454����|�7; , andanassociatedsequenceof � pairs� ��+�� � ��� � 45454����1�Ê; with �1m���"ep � ��p � $§��-q�sp � �Åp � �sp , suchthat:

ñ � � �È/ and �|�	�± ;
ñ for each� m �0/:�wpg�s�·��� m �h� m ¡ P�� m ¹ .

The shortestlength of any valid addition chain for a given positive integer  is

denotedas ��"b<$ . Table1 lists thesetof exponentswhich have anoptimaladdition

chainof length ��"bD$���� , for �Q�q/1�2�3� �5�5� �2] .
It is easyto getconvincedthatthesearchspacefor computingoptimaladdition

chainsincrementsits sizerapidly. In fact,thereexist ��� differentandvalid addition

chainswith length � . Obviously, theproblemof finding theshortestonesbecomes

moreandmorecomplicatedas � grows larger. Figure6 shows thefirst eightlevels

of theoptimaladditionchaintree.

Eachof thedeterministicheuristicsoutlinedin sectionII for thegenerationof

additionchainsclearlysetsanupperboundon thefunction ��"bD$ . In particular, the
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theoreticalcostof thebinaryalgorithmgivenin (3) impliesthat ��"b<$[�w��P	¾�"bD$18
/ . A lowerboundfor ��"bD$ wasfoundin [1] as,À´�@Â � áP�ÀÁ�@Â � ¾�"bD$\8T� � /0¦ . Therefore

we canwrite,

ÀÁ�@Â � �P�ÀÁ�@Â � ¾�"b<$68n� � /0¦t�)��"b<$��z¿e�
	�� � "bD$·Ã�P�¾�"bD$�8R/ (9)

Let us supposethatwe areinterestedin finding additionchainsfor severalexpo-

nentsof a givenfixedbit-length,say, � . Then,asit wasshown in [30], ��"bD$ is a

functionof theHammingweight ¾�"bD$ . Indeed,onecanexpectthatonaverage��"bD$
will besmallerfor both, ¾�"b<$ closerto 0 andfor ¾�"b<$ closerto � . On thecon-

trary, when ¾�"b<$ is closeto ��1� , i.e., for those� -bit exponentshaving abalanced

numberof zerosandones,��"b<$ happensto bemaximal[30].

Definition An additionsequenceis ageneralizationof anadditionchainwherenot

just onebut several positive integers  � �( � �5�5� �(. mustbe includedin the

givensequence.It hasbeenshown that theminimal length ��"b � �2 � � �5�5� �2.¢$ of an

additionsequencefor  � � �5�5� �2D is upperboundedby [20],

��"b � �2 � � �5�5� �2.¢$��wÀÁ�@Â�.åPZ"��xP��Ü$ ÀÁ�@Â�.ÀÁ�@ÂxÀÁ�@ÂxD � (10)

Where � is aconstant.For example,anadditionsequencefor +D�@¦3�2�@{3��G�-���G�?\; is

/1�2�3�2¦3�2L3�0/5-��0/0�3�2�@¦ �2�@{ ��G�- ��G\B3��G�? � (11)

Little is known aboutadditionsequencesbounds.However, it hasbeenshown

thatfindingaminimal lengthadditionsequenceis anNP-hardproblem[20]. Some

heuristicsfor generatingoptimaladditionsequencesarediscussednext.

3.1.1 Generatingshort addition sequences

Few heuristicmethodsableto generatereasonablyshortadditionsequenceshave

beenreported[39, 6, 34].
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The Bos-Costermethodpresentedin [6], startsby defininga protosequence

consistingof 1,2 togetherwith therequestedintegers,i.e., +0� � �z/1��� � �O�3��� � � � ��� y �` � �545454å���| ¶ � �`.5; . It thentransformsthis to therequiredsequenceby

usingaheuristiccomposedby thefollowing four methods,

1. Approximation. Let us supposethereare two elementsalreadyin the se-

quencesuchthat � m PR�3�T�`  8�� , with � m �Z�3� and � positive andsmall.

Theninsert � m P�� .
2. Division. If   is divisible by asmallprime � , thenaggregate:

+DD�2���2�@D�2���545454å�."#�F8R/.$�D�2�å�2.0; , in thesequence.

3. Halving. Let us supposethere is a small number �ùm���� alreadyin the

sequencesuchthat, .U8��Y������� , where ����� are both integers. Then

aggregate: +DDl8��o� �! 2j#"� �545454å� �! 2j#"��$ ; , in thesequence.

4. Lucas. AggregateaLucassequencesuchthatits lastelementis D .
TheBos-Costermethodreportsniceexperimentalresultswhenappliedto 512-bit

exponents,with Hammingweight of abouttwo-thirdsof 512. Nevertheless,the

exact way of how to decidewhich methodshouldbe usedwasleft open(in fact,

theauthorsin [6] mentionedthatthey unsuccessfullytried thesimulatedannealing

techniqueasanoptionalmethod).

In this work, we implementedthe insertionmethod(similar to theBos-Coster

Approximationmethod)shown in thealgorithmof Figure7.

Let ussupposethatwewantto produceanadditionsequencefor anorderedset

of � positive integers(windows), +D � �2 � � �5�5� �2  j � �2  ; . First, thesets��� � and
â

areinitialized asshown in steps2-3 of algorithmin Figure7. Notice that theset�&% �O+�� � ��. j � ��� � ��.¢; is initialized with thetwo largestintegersof theinput

set � . Thereafter, themainloopstartsin step4.

18



At eachiteration,we computethe value '÷�(� � 8)� � in step5. Then,we

insert ' into the sequence,thusguaranteeingthat the additionof two sequence

elementscanproduce� � (namely, � � P*' ). As a consequence,the integer � � is

addedto theoutputset
â

(step6). Theset
�

is thenupdatedwith thetwo largest

valuesamongthe threecandidates:�����+' and � � (step7). Finally, in steps8-12,

If ' is not alreadyin � andif '��¬�|� , thenthat elementis addedto the set �
without distortingits ascendingorder(procedureSort Setin step9). In the case

that '*'n� , thenthenumberof elementsin � kept in thevariable � , is decreased

by one.

Theseiterationsarerepeateduntil the input set � is emptyandconsequently

theoutputset
â

containstherequiredadditionsequence.

An example

Let ussupposethatwe wantto produceanadditionsequencefor thefollowing set

of 10 integers, +D¦3�2L3�§?��0/@/1�0/0L3�2�@¦3�§�@L���G�¦3�2]\¦3�./¢G3?\; . Table2 describeshow thesets

��� � � â arebeingupdatedasthealgorithmin Figure7 executes.Thefinal addition

sequenceproducedby ouralgorithmis then,

â % ��+\/1�2�3�2¦ ��G}�2L �§? �2{3�0/@/ �0/¢G}�0/0L �2�@¦ �2�@L �2¦@]3��G\¦ �2L<G}�2]@¦ �0/¢G�? ; (12)

Thesequencein (12)is avalid additionsequencefor theinputsetgiven.Notice

thatthesequencehasa lengthof 16elements.

Accordingto our experiments,we foundthat the lengthof thesequencespro-

ducedby thealgorithmin Figure7 couldbeempiricallyupperboundedas,

��"b � �2 � � �5�5� �2  $�� G ¦ ¿e�
	�� � "b  $ÄÃxP,��P:/ (13)

which is aslightly bettervaluethantheboundgivenin [6].

19



3.2 Sliding window methodusingAddition Sequences

Thepseudo-codefor theslidingwindow methodusingadditionsequencesis shown

in Figure8. We usethe samepartitioningalgorithmdescribedin the Subsection

2.3, but taking advantageof the additionsequenceconcept,we may now allow

much larger window sizes. Then, referring to Figure8, the following stepsare

performed,

ñ At step1, theexponent ispartitionedusingthestrategy describedin Section

2.3 (seeFigure4). As a consequence,a total of õ zerowindows and öNõ
nonzerowindows will beproduced.

ñ After having performedthepartitioningphase,thenext taskof thealgorithm

consistsonthecomputationof theadditionsequenceneededto obtainall the

öNõ nonzerowindows foundin thepreviousphase.This taskcanbeaccom-

plishedatacostof ��" â � � â � � �5�5� � â.-#/ j � $ preprocessingmultiplications.

ñ At step3, y is initialized usingthevalueof theMost SignificantWindow as

y �,d í ê ¤ ¡ . Noticethatit is alwaysassumedthat
â è j �Uû�:- .

ñ At eachiterationof the main loop, the power y � ü1ýîþ º ÿ canbe computedby

performing ô�" â m $ consecutive squarings.Thetotal numberof squaringsis

givenas ��8ÜôW" â è j � $ .
ñ At eachiteration one multiplication is performedwhenever the p -th wordâ m is differentthanzero.Recallthat öNõ representsthenumberof nonzero

windows. Therefore,the numberof multiplicationsrequiredat this stepof

this algorithmis precisely öJõO8�/ . Although the exact valueof öJõ will

dependon thepartitioningstrategy instrumented,ourexperimentsshow that

anapproximatevaluefor öNõ using �:���3�2����L , is about- � /0L<� .
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Thuswe find that the averagenumberof multiplicationsneededto compute

field exponentiationfor an � -bit exponent is givenas,

c�"e�g�2�|���@$ � ��" â � � �5�5� � â è j � $�P���8Üô�" â è j � $ (14)

P�öNõ)8R/� ��" â � � �5�5� � â è j � $�P:/ � /0L<�*8ÜôW" â è j � $
From(14) it canbeseenthatonecanoptimizeits computationalcostby carefully

selectingthemost-significant-window
â è j � . This featurewill beexploitedby the

AIS heuristicto beexplainedin thenext Section.

Noticealsothattheslidingwindow methodrequiresin generalthepre-computation

of thefirst � � oddpowersof x (step1 of Figure5) atacostof � � j ��8r/ operations.

In contrast,in the caseof (14) that stepis substitutedby the computationof an

additionsequenceatacostof ��" â � � �5�5� � â è j � $ operations,whoseupperboundis

givenby (10)and(13).

Moreover, aswe will seein the restof this paper, theusageof a probabilistic

heuristicon the computationof shortadditionsequencesallows us to usemuch

largervaluesof theparameter� implying a potentialspeedupon thecomputation

of thefield exponentiationoperation.

4 Artificial Immune Systemand ProblemRepresentation

In this Sectionwe briefly discussthemain aspectsthat characterizeartificial im-

munesystemsin the generalcase.Furthermore,we explain how the problemof

finding shortadditionsequencesfor large exponentscanbe representedusingan

artificial immunesystemsetting.
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4.1 Artificial Immune System

TheArtificial ImmuneSystem(AIS) is arelatively new computationalintelligence

paradigmwhich borrows ideasfrom thenaturalimmunesystem(especiallyfrom

theonecorrespondingto mammals)to solve relatively complex problems.In re-

cent years,AIS hasbeensuccessfullyappliedfor solving problemsin different

areassuchascomputerandnetwork security[2, 22, 17], fault detection[13, 19],

scheduling[23], machinelearning[31, 16] andoptimization. Reportedoptimiza-

tion problemssolved by usingAIS systemsincludemultimodal [15], numerical

[21], andcombinatorialoptimization[10].

Froma biologicalpoint of view, thehumanimmunesystemis a very complex

systemformedby a largenumberof cellsandmoleculesanddiversemechanisms.

Someimmunologistsarguethatoneof themainfunctionsof this systemis to

protectourbodiesfrom theinvasionof externalmicroorganisms.It is composedof

two defenselines: innateandadaptiveimmunity. Innateimmunity is nonspecific

which meansthat it is independentof theforeignantigen.Theadaptive immunity

hasmemoryand learningcapabilitiesand it is antigen-dependent, meaningthat

eachdifferenttypeof antigenwill provoke adifferentimmuneresponse.Themain

componentsof theadaptive immunityarethecellscalledB lymphocytesor simply

B cells. WhenB lymphocytesarestimulatedby a specificantigen,they will pro-

ducea largenumberof moleculescalledantibodies, whichplayamajorrole in the

adaptive immuneresponse.

From the informationprocessingperspective, the immunesystemis seenas

a parallelanddistributed adaptive system[18]. It is capableof learning; it uses

memoryandit is ableof performinginformationassociative retrieval. Particularly,

it learnshow to recognizepatterns;it rememberspatternsthathasbeenshown upin

thepastandits globalbehavior is anemergentpropertyof many local interactions
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[12].

As it hasalreadybeenmentioned,theimmunesystemis averycomplex system

(probablyits complexity is only comparableto thatof thebrain).However, for the

sake of simplicity, we will only usetwo elementsof the immunesystemin our

model,namely, antigens (foreign microorganisms)and the antibodies(the main

actorsof theadaptive immuneresponse).

The algorithmpresentedin this paperis basedon a mechanismcalledclonal

selectionprinciple [8], that explainsthe way in which the antibodieseliminatea

foreignantigen.2 Suchprincipleis explainedin thenext Subsection.

4.2 Clonal SelectionPrinciple

Figure9 depictstheclonalselectionprinciple,whichestablishestheideathatonly

thoseantibodiesthatbestmatchtheantigenarestimulated.Thesestimulatedan-

tibodiesarereproducedby cloning andthe new clonessuffer a mutationprocess

with high rates(calledhypermutation).After this processtakesplace,someof the

newly createdantibodiesmayincreasetheiraffinity to theforeignantigens.Those

cloneswill increasethe chancesof neutralizingand/oreliminating the antigens.

Oncetheforeignantigenshavebeenexterminated,theimmunesystemmustreturn

to its normalvalues,eliminatingtheexceedingantibodiescells(autoregulation).

However, someof thebestcells remaininto thebodyasmemorycells. Then,

in futureencounterswith thesamekind of antigen(or a similar one)the immune

systemresponsewill likely be moreeffective andefficient. This phenomenonis

calledsecondaryresponse.

2Partially dueto the fact that the immunologycommunityhasnot yet entirely understoodhow

theimmunesystemworks,thevalidity of theclonalselectionprincipleis currentlyunderdebate(see

for example[35, 3]). However, in this work it is shown that designinga heuristicinspiredon that

immunologyprincipleappearsto betheright choicefor theoptimizationproblemathand.
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Thoseantibodiesshowing lower affinity sometimesundergo receptorediting:

Their low affinity receptorsarereplacedby new onescreatedrandomly.

Theprocessesof stimulationandcloningof thefittestantibodies,hypermuta-

tion andautoregulationarecalledtheclonal selectionprinciple. This is anover-

simplificationof whatreally happensin thenaturalimmunity response.However,

for the goalsfollowed by mostof the immunity-basedartificial systems,sucha

simplificationseemsto beappropriate[15].

Hence,theimmuneaspectsto betakeninto accountfor modelingouralgorithm

arethefollowing:

1. Stimulationof thehigheraffinity antibodieswith respectto theantigen.

2. Cloningof thestimulatedantibodies.

3. Proliferationrateproportionalto antibodies’affinity.

4. Hypermutationrateinverselyproportionalto antibodies’affinity.

5. Receptorediting.

6. Immunememory.

Eventhissubsetof immunemechanismsisstill considerablycomplex asalarge

numberof cells participateon them. Therefore,we will emulatetheseimmune

mechanismsusinga simplifiedmodelof themasis describedin theremainderof

thisSection.

4.3 Problem Representation

Accordingto deCastroandTimmis [14] in every artificial immunesystem,asin

any othercomputationalsystemwith biologicalinspiration,thefollowing elements

mustbedefined:
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ñ A representationof thesystemcomponents.

ñ Evaluationmechanismsof individuals’ interactionwith their environment

and/orwith eachother. The environmentis usuallystimulatedby a setof

inputstimuli, oneor morefitnessfunctions,or by othermeans.

ñ Adaptationproceduresthatgovernthedynamicsof thesystem.i.e. how the

system’s behavior variesover time.

Accordingto this framework, theelementsof ouralgorithmweredefinedusingthe

following setting:

ñ A representationof thesystemcomponents.For themodularexponentiation

problemwedefinedtwo mainactors:anantigenandanantibodypopulation.

A foreignantigenis representedastheexponent thatwewishto reach.An-

tibodies,on theotherhand,arerepresentedby thepair "Ä�x���b$ , where � is the

additionchainsequencethatcontainsthearithmeticreciperequiredfor com-

putingthedesiredgoal(theantigen);and � is a positive integerrepresenting

thelengthof � , i.e., thenumberof stepsneededto achieve thedesiredgoal.

The antibodypopulationrepresentspotentialsolutionsfor the problemin

hand.

For instance,if we wish to reachtheantigen�� /0]1-�¦ , we mayselectthe

antibody&JIV��"Ä�����Ê$ composedby theadditionchainsequence� ,

d � É d � É d�y É d � É d ¨ É d �Ê� É d ��Ë É d ��Ì É d ª�Ë É d ����« É
d ����Ë É d � y « É d �2¨�� É d �2¨�ª É d Ì�ª�� É d ��Ì���� É d ��Ì�� y �

with length �X�(/0B . &WI representsa feasibleproblemsolution,i.e., an an-

tibody with affinity value16 (althoughthis solutionis not thebestpossible

oneasit will beshown in thenext Section).
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ñ Evaluationmechanismsof individuals’ interaction with their environment

and/orwith each other. Theaffinity of a givenantibodywith respectto the

antigen  , is thereforeequalto the lengthof its associatedadditionchain.

Theshortertheantibody’s lengthis thebetterits associatedaffinity.

ñ Proceduresof adaptationthat govern thedynamicsof the system:The dy-

namicof oursystemis basedon theclonalselectionprinciple.

Table3 shows ananalogybetweensomebiological immunesystemelements

on oneside,andthe way that thoseelementsweremodeledby our algorithmon

theother.

5 Artificial Immune SystemHeuristic for Field Exponen-

tiation

In this Sectionwe describetheAIS-basedheuristicutilized in this paperfor com-

putingthefield exponentiationoperation.We first discusstheproposedAIS strat-

egy algorithm. Then,two designexamplesthat illustratethe algorithmbehavior

areexplainedin detail.

5.1 The AIS heuristic

Below we describethe AIS heuristicadoptedin this work, consideringthe fol-

lowing aspects:Antibody’s construction,thehypermutationoperator, theimmune

memorymechanismand,theclonalselectionalgorithm.Finally, wepresentacom-

plexity analysisof ouralgorithm.
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5.1.1 Antibody’ sConstruction

As it wasexplainedin thepreviousSection,in our systemanantibodyis modeled

by thepair "Ä�����Ê$ , where � is a valid additionchainof length � for theantigen .
Therefore,weneedto defineaprocedureableto build legaladditionchainssothat

thesystem’s antibodypopulationcanbecreatedandmutated.

In orderto seehow this canbedone,considerfirst theproblemof completing

avalid additionchainassumingthatanin-progress(mutilated)additionchain �^�
� � ��� � �545454���� � j � , with � � j � �h hasbeenalreadybuilt. Under this scenario,

one possibility for addinga new elementin the chain would be to use the so-

calleddoublingstep[26], which is merely �3�Å� �<�3� j � . Notice that ��� would

get themaximumpossiblevalue �<��� j � that canbeobtainedfrom the in-progress

addition chain, ��� � � ��� � �545454å��� � j � . However, it might be that �<� � j � �� ,
making illegal the usageof a doubling step. In that case,one can try instead,

� � ��� � j � P	� � j � �)�<� � j � , whichafterthedoublingstepis thesecondmaximum

value that � � canachieve from the given chain. But even in this case,it is still

possiblethat � � ��� � j � PT� � j � �) . If thathappens,onecantry � � �Å� � j � PT��� ,
with � a randomlychosenintegersuchthat -_�)���n� .

Basedon theabove considerations,3 we designedthealgorithmshown in Fig-

ure10asourmainmechanismfor producinglegaladditionchainsfor agivenanti-

gen  . Indeed,given the antigen  andan in-progress(mutilated)additionchain

�Z�,� � ��� � �545454���� � j � , with � � j � �= , theprocedureshown in Figure10produces

a completeadditionchainableto achieve  in a fixednumberof steps.Noticethat

ourprocedureutilizesauniformly-distributed randomfunction !U�epÁ�k"7! $ . !U�epÁ�k"7! $
acceptsaparameter! ( -t�)!¬�Z/ ), andreturnstruewith probability ! or falsein

othercase.
3Thatsetof rulescorrespondsto a specialclassof additionchainsknown asstar chains[26, 37].
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Usingthealgorithmof Figure10 asthemainbuilding block, theprocedureof

Figure11 producesacompleteadditionchain(antibody)for theantibody  .

5.1.2 The hypermutation operator

In nature,thehypermutationoperatoris inverselyproportionalto theclones’affin-

ity, i.e., the higher the affinity of a clone is, the lower its mutationrate is and

viceversa.

Notice that delicateperturbationsin an additionchain can be introducedby

placinga mutationpoint closerto the endof theadditionchain(upperhalf). On

the contrary, if the mutationpoint is placedcloserto the beginning of the chain

(lower half) theperturbationwill bemuchmorenoticeable.

Basedon this observation, themutationoperatorwasactingin a differentsec-

tion of theadditionchaindependingon theclone’s affinity value.Thisway, clones

showing high affinity weremutatedin the upperhalf of the chainonly. By con-

trast, thoseclonesshowing low affinity were mutatedin the lower half of their

chains.Thealgorithmof Figure12 shows thestrategy followed for modelingthe

hypermutationoperator.

5.1.3 Immune Memory

The algorithm maintainsa memory where the addition chainsfound are kept.

Thosesolutionscould be useful for future exponents. For instance,if the anti-

gen is an even exponent  , thenpossiblythe additionchainthat hadbeenfound

for �1� couldbeusefulby aggregatinga singledoublingstepthatdoublesthelast

valueof �1� , thusproducing (seesteps19-22of thealgorithmin Figure13).
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5.1.4 The clonal selectionalgorithm

Theclonalselectionalgorithmfor computingoptimaladditionchainsis shown in

Figure13. Theparametersintroducedin thatalgorithmareasfollows,

ñ ö is thenumberof antibodiesto becreated.

ñ c is thenumberof bestantibodieswhichwill beselectedfor cloning.

ñ S is thequantityof low affinity antibodiesthatwill besubstituted.

ñ p0��1�@E2�Äp!	D�3� is thetotalnumberof iterations.

Theaboveparametersmustbedefinedby theuser. However, basedonastatis-

tical studythatweconducted,wesuggestsomevaluesfor themin thenext Section.

Referringto Figure13,thealgorithm’sdataflow canbesummarizedasfollows.

First in step1, an initial populationof ö antibodies&JI§m for pi�±-��545454���ö is

created.The main loop of the algorithmstartsimmediatelyafter (in step3). In

step4, the ö antibodiesjust createdaresortedin ascendingorderaccordingto

their affinity values(i.e., their additionchain length). In step5, only the best c
antibodiesareselectedfor cloning.Thesurviving c individualsarethenrankedin

ascendingorderaccordingto their chainlength(i.e. individualswith shorterchain

lengthsareranked in thefirst place). The total numberof clonesto becreatedin

steps7-12,wasdeterminedaccordingto thecriterionsuggestedin [15]. This way,

a total of ö clonesaregeneratedfrom thoseantibodiesranked asthefittestones.

Next, individuals ranked in secondplaceareallowed to producea total of ö41�
clones,thoseranked in third placeproduceö41¦ clones,etc. Thereforethe total

numberof clones5 canbeboundedas,6ß
m´³ �

�7	<�ù�vS 8 ö p:9 ��5��RcZ4.ö (15)
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where5 is thetotalnumberof clones,ö is thenumberof antibodiesin thepopula-

tion, c aretheselectedantibodies(in generalwith differentlengths)and �7	<�ù�vS�"Ê$
roundsup its argumenttoward the closestinteger. Eachterm of that sumcorre-

spondsto thenumberof clonesto begeneratedfor eachselectedantibody. If two

or more antibodiessharethe samelength, then the numberof clonesgenerated

from them would be the same. In an extremescenario,whereall the antibody

populationhasthesamelength,a totalof 5:�^c^40ö cloneswouldbeproduced.

Noticethat in step11 a hypermutationoperatoris appliedto eachclone.As it

wasexplainedabove, this operatorwasdesigned(seealgorithmin Figure12) so

thattheperturbationstrengthis inverselyproportionalto theindividual’s affinity.

After that,in step13, theantibodiesandclonesjustproduced(N+T) aresorted

in ascendingorder. Fromtheorderedsetof originalantibodiesandmodifiedclones,

only thetop ö individualsareselectedwhile therestarediscarded.Moreover, the

S worst antibodiesarereplacedby brandnew onescreatedthroughalgorithmin

Figure11. After updatingindividuals’ rankingindexes,this processis repeateda

predeterminednumberof iterations.At theendof themainloop,thebestindividual

obtainedis comparedagainstpreviouslycomputedandstoreddata(only in thecase

that  is aneveninteger).

5.1.5 Discussion

Wesummarizetherationalebehindthealgorithmof Figure13 asfollows,

ñ Westartby creatinganinitial antibodypopulationwhosemembersareseen

aspotentialsolutions. Becauseof the stochasticmannerin which that an-

tibody populationis created(seealgorithmsin Figures10 and11), it is ex-

pectedthat the antibodypopulationwill show a rich diversity of addition

chains.
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ñ Weadopthighercloningratesfor thoseantibodiesshowing higheraffinity.

ñ We carefullymutatethe individualsassuringthat thosemutationswill pro-

ducevalid additionchains.Also, thehypermutationoperatorwasdesigned

in sucha way that individuals showing high affinity would get relatively

smallperturbationswhereasindividualswith low affinity aremutatedmuch

moreaggressively.

ñ We favor higher affinity individuals by assuringthe transmissionof their

informationto thenext generation(elitism).

ñ We periodicallyintroducebrandnew antibodiesin orderto maintaindiver-

sity into thepopulation(thusemulatingthereceptoreditingprocess).

ñ Weusethealgorithm’s accumulatedknowledgeby consultingsolutionspre-

viously foundby thealgorithmwhich werestoredin a memory. Thatmem-

ory emulatestheimmunememorymechanism.

Although our clonal selectionalgorithm is clearly an oversimplifiedversion

of the real immunesystem,theaforementionedimmunemechanismsadoptedat-

temptto mimic whataccordingto theclonalselectiontheory, is happening(at least

partially) in biological immunesystems.Moreover, our experimentalresults(to

bediscussedin thenext Section)suggestthatthehypermutationoperatortogether

with theelitist mechanismdohaveapositive impactin theoverallalgorithm’s per-

formance,thussupportingthenotion thateachindividual in our algorithmcanbe

seenasasortof “partial” recognizerableto transmit/sharevaluableinformationto

thenext generationof individuals.

Stepney et al. indicatein [35] that several approacheshave beentaken in the

context of AIS, including the so-calledreasoningby metaphor. The clonal AIS

modeladoptedin thiswork, first proposedin [15], fits in thatkind of AIS.
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Moreover, noticethateventhoughclonalAIS canbeconsideredasverysimilar

to theEvolutionaryAlgorithm (EA) model,bothparadigmshave somesignificant

differences.Perhapsthemostevident is the fact that in AIS thereis no notionof

thecrossover operatorso typically found in EAs. Conversely, in EAs, thereis no

cloningmechanism.

It is worth to remarkthatoften, thereexist quitea few optimalvalid addition

chainsable to achieve the antigen  , with minimum length � . Thus, at the end

of agivenexperimentourclonalselectionalgorithmwill typically produceseveral

individualstiedin theiraffinity value.4 Thischaracteristicseemsto bein synchrony

with typical clonal AIS outputs,wherethe final result is an entirepopulationof

detectors[35].

5.1.6 Computational costof the AIS strategy

Referringto the clonal selectionalgorithmof Figure13, we assessits computa-

tional costasfollows:

ñ Theprocessof creatingnew antibodies(steps1 and17) carriedoutby algo-

rithmsin Figures 10 and 11 is quiteefficient. Thecostof thealgorithmin

Figure11 is negligible. On theotherhand,thecomputationalcostof theal-

gorithm !NpÄ�e� (3) in Figure10hasacomplexity perindividual of ;t"7�Ê$ , where

� is thelengthof theproducedadditionchain.Basedon Eq.9 we canbound

thatlengthas,

ÀÁ�@Â � �P�ÀÁ�@Â � ¾�"b<$�8gG � /0¦	�)���¬¿e�<	�� � "bD$�Ã�P�¾�"b<$68n¦ (16)

where ¾�"bD$ is definedastheHammingweightof theantigen  . A total of

ö�P�S antibodies(step1 andstep17)aregeneratedpergeneration.

4For thepurposesof efficientfield exponentiationcomputation,all additionchainshaving amin-

imum lengthare,in general,equallyvaluable.
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ñ Similarly, thehypermutationoperatorof step11 is carriedoutby algorithms

in Figures10 and 12. Notice that thehypermutationis quitesimilar to the

processof creatingnew antibodies.Theonly differenceis thatthealgorithm

of Figure12 just needsto producepartof theadditionchain.Therefore,the

computationalcostof this operatorper individual is also ;t"7�Ê$ . A total of 5
clones(seeEq.15)arehypermutated(step11)pergeneration.

ñ Thesortingprocessof ö antibodies(step2), ö*P�5 antibodiesandclones

(step13)and ö surviving antibodies(step18)pergenerationcanbecarried

outat acomputationalcostof about ;_"�"b¦1ö�P�5J$·�
	��%"b¦1ö*P=5J$�$ .
Therefore,thetotalcomputationcostperiterationof theclonalselectionalgorithm

in Figure13 is givenas,

�>	7���6�?;_"7��"7ö�P�SJP=5J$�$vP@;t"�"b¦1ö�P=5J$·�
	��|"b¦1ö�P=5J$�$ (17)

Incidentally, it is worth to remarkthat the computationaleffort requiredfor the

computationof field exponentiationitself is considerablymoreexpensive thanthe

above estimationfor the clonal selectionalgorithm. Field exponentiationhasan

estimatedcomplexity of ;t"e� y $ bit operations[32].

5.2 A DesignExampleFor a Small Exponent

The exponent  is namedtheantigenor goal that the artificial immunesystemis

trying to achieve. Startingwith an initial populationof ö antibodies,the algo-

rithm usesthe cloning mechanismto generateslightly different replicasthat are

thenselectedbasedon the fitnessof the individuals. As it hasbeenmentioned,

clonefitnessis measuredin termsof thelengthof its correspondingadditionchain.

In orderto illustratehow our algorithmcomputesits task,let usconsiderthecase

whenwe want to obtainan optimal additionchain for our runningexample,the
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antigenR�È/0]1-�¦ .

Example

GiventheantigenR�È/0]1-�¦ , thealgorithmof Figure13performsasfollows,

1. An initial populationof ö antibodies&JI is constructedusingalgorithmsof

Figures10 and11. For instance,let ussupposethat thethird antibodygen-

erated&JI y "Ä�x���Ê$ hasanadditionchainsgivenas,

1-2-4-8-16-24-48-49-98-196-294-588-612-1224-1836-1844-1893-1901-1903;

with anassociatedaffinity equalto 18.

2. Sortout theantibodypopulationin ascendingorderaccordingto theaffinity

values.

3. Selectthebestc antibodies(with differentlengthvalues)from theantibody

population.Only the c selectedantibodieswill becloned.

4. UsingEq. 15, determinethetotal numberof clones( 5 ) to begeneratedfor

selectedantibodies.To give a concreteexample,consideröu��¦1- , cK�`? .
Let us say that after ranking the c bestcloneswe observe that &WI y and

&JI ��Ì aretied in thefirst placesharingthesameshortestchainlength; &WI � ,&JI � y and &JI �Ä¨ rank in thesecond,third andfourth places,respectively and

that &JI ��� and &WI � y aretied in thefifth (last)place. Therefore,the ranking

indexes ��m , for p��K-��545454��§? would be /1�0/1�2�3�2¦3��G}�2L3�2L , respectively. Thus,

thetotal of clonesto becreatedwouldbe,

5:� ¨ß
m´³ �

�7	D���vS 8 ¦1-pA9 �^¦1-WPw¦1-�P:/0LXP^/5-�PR?[PwBXPRBQ�O/5-1G ,
5. Createtheclonesfor theselectedantibodies.
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6. Apply thehypermutationoperatorto eachclone(seealgorithmin Figure12).

(a) For instance,aclonegeneratedfrom thehighestaffinity individual &JI y
will geta mutationpoint selectedfrom theupperhalf of its chain.Let

ussaythatthispoint is p6�q/¢G (step1, algorithmfrom Figure12).

(b) A randomnumber� is selected,-n�O���`pT�z , for example �g��?
(step2, algorithmfrom Figure12)

(c) Thenew valueof theclone’s additionchainat themutationpoint ��m ¶ �
will be �ùm ¶ � � �ùmåP^� � thenwe have � ��ª � /0{@¦@BTP:G\]n�u/0{@{@L ,
to this point our chainis the following: 1-2-4-8-16-24-48-49-98-196-

294-588-612-1224-1836-1885

(d) Repairtheupperpartof theadditionchain +0����B m ¶ � ; with !DC\ô�ôW"b�á$ .
Supposetheresultingadditionchainis: 1-2-4-8-16-24-48-49-98-196-

294-588-612-1224-1836-1885-1901-1903

with affinity �f��/.? .
7. Computetheassociatedaffinity valuesfor the 5 mutatedclones.

8. Fromthesetof originalantibodiesandmodifiedclones,selectthe ö topbest

anddiscardtherest.

9. Replacethe S antibodiesshowing lessaffinity by new ones.For example,let

ussaythatoneof thebrandnew individualssoproducedis: 1-2-3-6-12-15-

30-33-66–99-198-213-426-852-885-1737-1836-1869-1902-1903

10. Computetheassociatedaffinity valuesfor the S new individuals.Noticethat

theaffinity valuefor ournew antibodyis 19.

11. Go to step ¦ apredeterminednumberof iterations.
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12. ThebestantibodyB is selected.

13. As W��/0]1-�¦ is noteventhengo to thenext step.

14. StoreB in memory.

15. ReportB asthebestsolutionfound.

As aresultof executingtheabove algorithm,ourAIS-basedheuristicwasable

to find several additionchainsof length �X�(/0L for the exponent ��(/0]1-�¦ . For

example,

d � É d � É d yXÉ d « É d ��� É d ��� É d ��ª É d ª�� (18)

É d ����� É d ����� É d y ��� É d «���� É d Ì���� É d ��Ë����
É d ��Ì���� É d ��Ì�� y �

d � É d � É d yXÉ d ª É d Ë É d � yXÉ d ��« É d y Ì (19)

É d ¨�Ë É d ��ª�« É d y ��� É d «���� É d Ì y « É d ��Ë�¨��
É d ��Ë�Ì�ËXÉ d ��Ì�� y �

Let us recall that in Subsections2.1 and2.2 it wasfound that for �� /0]1-�¦ the

binary, quaternary, octal andhexa methodsfind additionchainsof length18,17,

16, and16, respectively. It is worth to remarkthat theshortestadditionchainfor

)� /0]1-�¦ is precisely��"bD$��q/0L [26].

5.3 AIS heuristic for largeexponents

It is not advisableto directly apply the AIS heuristicfor the computationof ad-

dition chainswhendealingwith large exponents.This is due to the fact that as
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theexponentbit-lengthgrows larger theadditionchainlengthattainedby our AIS

heuristictendsto significantlydeviatefrom theoptimaland/orbest-known values.

Fortunately, we canuseinsteadthesliding window methoddescribedin Sec-

tion 3.2. Under this scenariothe conceptof exponentpartitioning describedin

Subsection2.3 togetherwith theconceptof additionsequencesdescribedin Sub-

section3.1.1will emergeasthemostimportanttoolsfor generatingquasioptimal

additionchainsfor largeexponents.

In thatregard,considerthealgorithmshown in Figure14. Let usrecallthatthe

strategy followed herefor large exponentscanbe divided into two main phases:

exponentpartitioningandadditionsequencegeneration.

Referringto Figure 14, the procedure&:C�E &�S�S E�0� ô�E2���3 FUd\� , takes as

inputs an � -bit exponent  to be processedand the parameter��E\d â �GE â
which establishesthe maximumsize that the Most SignificantWindow (MSW)

cantake in the partitionphase.By default, theminimum sizefor MSW is 6. At

eachiteration,the p mostsignificantbits of  areassignedto thevariable �GE â
(seestep3). In step4, the �H8_p leastsignificantbitsof theexponent areassigned

to the auxiliary variable  E��ùd . Then,in step5, an optimal additionchain & for

�HE â is obtainedthrougha call to the AIS algorithm of Figure 13 previously

discussed.

In step6,  E��ùd is partitionedusingthestrategy describedin Section2.3 and

depictedin Figure4. As aconsequence,atotalof õ zerowindowsandöJõ nonzero

windows will beproduced.After having sortedin step7 all the öNõ nonzerowin-

dows, a suitableelementE in theadditionchain & , greaterthan
â.-#/ j � is added.

Then,anadditionsequencefor theset � = + â � � â � � �5�5� � â -#/ j � ��Eá; is produced,

by invoking theprocedureof Figure7.

At this point, thealgorithmis ableto estimatetheexpectednumberof opera-

tions ö ;�� neededfor computingthefield exponentiationoperationby applying
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(14). If thealgorithmdeterminesin step12 that thesequencesE�0�3��& have asso-

ciateda minimum numberof operationsit proceedsto storethem. Otherwise,it

continueswith the next iteration. After having examinedall possiblecandidates

for MSW in the rangefrom 6 to ��E�d â �GE â bits, thealgorithmin Figure14

outputsthe pair of sequences+�E�0�3��&Q; that optimize field exponentiation. The

dataflow of this algorithmis illustratedwith a designexamplein thenext Subsec-

tion.

5.3.1 A designexample

Let usconsiderthefollowing designexamplefor the128-bitexponentgivenas,

K� " � � �U]@]IF_/0L1!_/0L@{1!Q�@{1-@�	{�/0L@{@¦��Q�U{�� �UL � ���N!�$ ��« , with �u��/0�@{ bits,

andaHammingweight ¾�"bD$��^B@� .
Partitioning

As it wasdiscussedin Section3.2,thestrategy followedfor theexponentpartition-

ing consistedon allowing a large Most SignificantWindow (MSW) followed by

relatively smallwindows, beingthemainideato try to minimizethesecondcom-

ponentof (14). We considerall possiblecandidatesfor MSW in the rangefrom

6 to ��E\d â �HE â ���1- bits andat thesametime we fixed themaximumsize

allowedfor all theothernonzerowindows to �q�÷B . Wealsofixedthemaximum

valueof consecutive zerosto �^�÷� . Thenwe invokedthealgorithmin Figure14

in orderto find thebestMSW.

As a result,our algorithmcameout with a partitioningconsistingof a 17-bit

MSW, namely "�/5�	]@]@¦�$ ��« followed by 15 nonzerowindows distributedasshown

below,
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/@/5-}/@/@/5-@-}/@/5-@-}/5-�-}/�/J KML N
�!OfÌ�Ì y -@-[/@/@/@/J KML NP -@-@-@-[/5-}/5-}/@/J K1L N

��O /@/@/J�K1L�N
¨
-@-@-

/5-}/5-}/@/J KML N
��O -@-@-[/@/@/@/J KML NP -@-�/5-}/J�KML�N

ª
-@-@-@-@-@-@-[/5-}/@/@/J KML N

�Ä¨
-@-@-@-@-@-

/5-}/5-}/@/J KML N
��O -@-@-@-@-[/@/@/@/J KML NP -@-[/@/5-@-}/J KML N

��Ì
-@-@-K/@/J�K1L�N

y
-@-K/@/J�K1L�N

y
-@-@-

/5-}/@/@/5-}/J KML N
ª�Q -@-[/5-}/@/J KML NO -@-[/@/@/@/J KML NP

Notice that thenonzerowindows obtainedfrom thepartitioningphaseareall

odd and noneof them (except for the very first window) containstwo or more

consecutive zeros.

Addition Sequence

Wemustderiveashortadditionsequencefor all thenonzerowindow valuesfound

in thepreviousstep.Notethatweonly needto consider10differentvaluesassome

windowsappearseveraltimesin thepartitionedexponentshown above. Hence,we

needto find ashortadditionsequencefor thefollowing window values,

+D¦3�2L3�§?�������!V�0/.?��0/0]3�2�1���2L � �0/5�	]@]�¦�; ��«�R
+D¦3�2L3�§?��0/@/1�0/0L3�2�@¦3�§�@L���G\¦��2]�¦3�D/@/0¦@-1G�¦�; �

As it wasexplained,thealgorithmof Figure14findsfirst anearlyoptimaladdition

chainfor MSW. Thefollowing 20-stepadditionchainfor �GE â �z"�/5�	]@]@¦�$ ��« R/@/0¦1-1G\¦ wasobtained,

/ É � É ¦ É B É ] É /0{ É ¦@B É ?1� É /¢G@G É /¢G�? É �@]<G É (20)

L@{@{ É /@/.?1B É �@¦@L@� É G�?<-1G É ]<G�-�{ É /0{@{�/0B É
¦�?1B@¦@� É ?1L@�@B<G É /@/0�@{@]@B É /@/0¦1-1G\¦
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Noticethat in theabove additionchain,thetargetvalueMSW=113043,is ob-

tainedas, /@/0�@{@]@BTPO/¢G�?9�>/@/0¦1-1G\¦ . Becauseof that, in step7 of Figure14, the

value E9�*/¢G�? is chosen.Now, we needto find a shortadditionsequencefor the

orderedset, +D¦3�2L3�§?��0/@/1�0/0L3�2�@¦��2��L3��G3¦3�§]@¦��0/¢G3?\; .
But thiswastheexampleanalyzedearlierin Subsection3.1.1,whereaccording

to (12) the following 16-stepsolution wasfound after using the algorithmfrom

Figure7,

W:= + 1, 2, 3, 4, 5, 7, 8, 11, 14,15, 23, 25, 39,43, 54,93, 147;
Furtheroptimizationsin theabovesolutioncombinedwith therestof theaddi-

tion sequencefor MSW yieldedthefollowing 26-stepadditionsequence,

/ É � (21)

É ¦ É G É L É ? É /@/ É /0L É /0{ É
�@¦ É �@L É G\¦ É L<G É {@B É ]@¦ É /¢G�? É �@]<G É
L@{@{ É /@/.?1B É �@¦@L@� É G�?<-1G É ]<G�-�{ É /0{@{�/0B É

¦�?1B@¦@� É ?1L@�@B<G É /@/0�@{@]@B É /@/0¦1-1G\¦
Number of operations

Referringto thealgorithmshown in Figure8 andits complexity analysissumma-

rizedin (14), thenumberof arithmeticoperationsrequiredfor computingthefield

exponentiationis givenas,

ñ A total of 26 multiplicationsneededto generatetheadditionsequencespec-

ified in step2 of Figure8 anddepictedby (21).

ñ A total of �*8ÜôW" â è j � $g� /0�@{U8=/.?Z� /@/@/ squaringscorrespondingto

step5 of thealgorithmin Figure8.
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ñ A total of 15 multiplicationsin orderto combineall theNZ-1 = 15 interme-

diatenonzerowindow valuescorrespondingto step6 in Figure8.

Thereforewe concludethat the total numberof arithmeticoperationsfor this ex-

ampleis givenas,

c_"e�g�2�|����$g�±�@BXP:/@/@/�P:/0L^�È/0L@� (22)

It is customaryto usetheratio
6 ä °TS � S U æ° asafigureof merit for field exponenti-

ation[30, 27]. For ourworkingexample,theachievedratio is of about

c�"e�g�2�|���@$� �Ç/ � /0{�?1L � (23)

We show in Table4 thenumberof operationsobtainedby thebinary, quater-

nary, octalandhexamethodsdiscussedin Subsections2.1and2.2.Wealsopresent

thenumberof operationsrequiredby thesliding window methodwithout AIS us-

ing �H� L3�2B and �R� � as indicatedin the Table. It can be seenthat for this

specificexample,the AIS sliding window techniqueyields the lowestnumberof

operations.

6 Experimentsand Statistical tests

In this Sectionwe presentexperimentalresultsobtainedfrom severalrelevantsta-

tistical testsperformedto our algorithm. Then, we comparethe AIS heuristic

againstsometraditionaldeterministicstrategies. At thesametime, working with

a family of exponentsparticularlyhardto optimize,we alsoreportcompletesolu-

tionsfor theirassociatedshortestadditionchains.
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6.1 Variance Analysis

In order to assessthe algorithm’s sensitivity to its parameters,we conductedan

Analysisof Variance(ANOVA). Theparametersanalyzedwere,

ñ ö , thenumberof antibodiesto becreated.

ñ c , thenumberof bestantibodieswhichwill beselectedfor cloning.

ñ S , thequantityof low affinity antibodiesthatwill besubstituted.

ñ ! , a randomvariable( -g��!(��/ ) that selectswhich rule to apply during

theprocessof antibody’s construction(seealgorithmin Figure10).

Aboveparameterswereconsideredtheindependentvariables,while thedepen-

dentvariablewasthelengthof theadditionchainfoundby thealgorithm.

We chosethreedifferentvalues(levels) for eachof thementionedparameters.

Thetestedlevelswere:

ñ ö : (15), (30)and(45)

ñ c : (N/1), (N/2) and(N/4)

ñ S : (0.0of N), (0.1of N), and(0.2of N)

ñ ! : (0.5),(0.7)and(0.9).

The experimentconsistedon executing30 independentrunsof the algorithm

with eachdifferentcombinationof theparameterslevels.Therefore,weperformed

atotalof 2430runsof thealgorithm.With theaimof performingbalancedcompar-

isons,wesettheparameterp0����@EV�·pW	<�3� suchthatthenumberof callsto thefunction

!XC\ô�ô�"Ê$ werethesamefor all theexperiments.Fromthatvarianceanalysiswecan

concludethat:
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ñ Theprobabilitythattheeffect of theparameterö is dueto therandompro-

cessesis lessthan0.01

ñ Theprobabilitythat theeffect of theparameterc is dueto therandompro-

cessesis lessthan0.01

ñ TheparameterS doesnothaveany effecton thealgorithm,its effect is prod-

uctof therandomprocesses.

ñ Theprobabilitythat theeffect of theparameter! is dueto therandompro-

cessesis lessthan0.01

Therefore,the parametersö , c and ! do have a real effect on the algorithm’s

performance.

6.1.1 Parametersvaluessuggested

Basedon the statisticalstudyperformedwe cansuggestthe following valuesfor

theparametersusedin this algorithm:

ñ ö Numberof antibodies:Use ös'nAÞ¦1-���G\LDC .
ñ c selectedantibodies:Use ö4DG .
ñ S replacedantibodies:0.1Y of thetotalpopulation.

ñ ! : Use ! =0.7.

6.2 Accumulated addition chain lengthsfor small exponents

In [5] a methodbaseduponcontinuedfractionexpansionfor computingshortad-

dition chainswaspresented.Using their algorithmasa generalframework, the
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authorstestedtheperformanceobtainedby several traditionaladdition-chaingen-

eratorstrategies,suchasthebinaryandquaternarymethods,dichotomic,dyadic,

total,Fermatandthefactormethods.A descriptionof thosemethodscanbefound

in [26, 5]. Then,for eachselectedstrategy, authorsreportedthetotal accumulated

additionchainlengthsfor all exponents 'nA®/1�0/5-@-@-<C .
As a preliminary test for our heuristic,we repeatedthe sameexperimentre-

portedin [5] but this timeusingourown strategy asasearchengine.

All the resultsobtainedwith the AIS approachreportedin this Sectionwere

obtainedapplyingthefollowing parametervalues:

ñ Populationsize ö>�,G\L
ñ Selectedantibodiesc��:- � �@L[Z�ö
ñ ReplacedantibodiesST�:- � /\Z�ö
ñ !��^- � ?
ñ CV����1E2�·pW	<�3���^�@L

Thestatisticalresultswereobtainedfrom 30 independentrunsof thealgorithm.

Table 5 comparesthe heuristicsaccumulative addition chain reportedin [5]

againsttheoneobtainedby ourAIS heuristic.It canbeseenthatcomparedwith all

otherfeaturedstrategies,ouralgorithmwasableto computethebestapproximation

to theoptimalvalue(whichwasobtainedby enumeration),with apercentageerror

rathernegligible (lessthan0.07%).

Furthermore,we expandedthis experimentusinglarger exponents.Tables6

and7 show accumulative additionchainlengthsobtainedby our heuristicfor ex-

ponentslessthan512,1024,2000,2048and4096,respectively. For comparative

purposes,we includedtheoptimalvalueandthevaluecorrespondingto thebinary

andquaternarymethod.
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Onceagain,althoughtheAIS strategy couldnot find all theoptimalvalues,its

percentageerrorwaslessthan0.4%for all casesconsidered.That low error rate

implies that for any givenfixedexponent with F�^G�-�]@B , our strategy would be

ableto find therequestedshortestadditionchainin at least99.6%of thecases.

Table8 shows the AIS computationaltime for several exponentlengths. We

usedthegcccompilerrunningunderi686-linuxoperatingsystemin aUltraSPARC

II at450MHz. It is noticedthatourexperimentalresultsshow areasonablematch

with thecomputationalcostspredictedby (17).

Additionally, wecollectedtheassociateduncertaintyof our resultsthroughthe

computationof theexperiments’confidenceintervals. This wasdoneby applying

a bootstrapre-samplingstatisticaltest. Theaveragerangesfor eachsetof experi-

mentsareshown in Table9 with a confidenceinterval of 95% afterexecuting30

independentrunsusingdifferentrandomseeds.

Theimportanceof performingthistypeof testliesonthefactthatonly by using

statisticaltestsonecanreasonablyassurethattheresultsyieldedby aprobabilistic

heuristicareconsistentandindependentof the randomseedused. This way, Ta-

ble 9 providesstatisticalevidencethat the experimentallower andupperaverage

valuesarevery closeto eachother. Thus, it is fair to saythat the averagealgo-

rithm behavior is quitesimilar from oneexecutionto theother, which is adesirable

featurefor aprobabilisticheuristicto exhibit.

6.3 A specialclassof exponentshard to optimize

Let w� M@"<�\$ bethesmallestexponentthatcanbereachedusinganadditionchain

of length � . Solutionsfor that classof exponentsareknown up to �h�ï¦1- and

a compilationof themcanbe found in [11]. Interestingenough,thecomputation

difficulty of findingshortestadditionchainsfor thoseexponentsseemsto beamong
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thehardestif not thehardestonesof studiedexponentfamilies[26].

In order to assessthe actualpower of the AIS strategy as a searchengine,

we usedit to generateall the shortestadditionchainsof the exponentsM@"<�\$ for�U�^-��0/1�2�3� �5�5� �2¦1- .
In all casesconsidered,ourAIS heuristicwasableto generateavalid addition

chainhaving thepredictedoptimallength.Noticethatthesearchspacesizefor this

specialclassof exponents(consideringbothfeasibleandinfeasibleindividuals)is�]� . Hence,in thecaseof �Z�÷¦1- , finding theshortestadditionchainfor theexpo-

nent M@"<�	�q¦1-\$)� /¢Gá/¢G\¦1-�¦�? , implied to searchover a spacewhoseapproximate

sizeis

�]�N�±¦1-��U�±�@B@L@�@L@�@{@L@]@{�/0��/0]�/0-�L\{@B�¦@B@¦@-�{1G\{@-@-\-@-�-@-@- � � ����¨ �
7 Applications

Somepracticalapplicationsof additionchainsaredescribedin this Section.First,

in Subsection7.1 theefficient computationof multiplicative inversesbasedon op-

timal additionchainsis explained.Thematerialincludedin thatSubsectionclosely

follows thediscussionpresentedin [9]. Then,in Subsection7.2 thecombination

of theAIS heuristictogetherwith thesliding window methodfor computinglarge

exponentiationis presented.

7.1 Optimal addition chainsfor computing multiplicati ve inverses

Among thebasicfield arithmeticoperations,namelyaddition,subtraction,multi-

plicationandinversionof nonzeroelements,the later is themosttime-consuming

one. The multiplicative inversionof an element &÷'�! consistson finding an

element&Uj � '�! suchthat &q4�&Qj � R /V�	��
	c_"ed%$ . Several algorithmsfor
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computingmultiplicative inversesover binaryextensionfields !Ç� GF"b� a $ have

beenproposedin thespecializedliterature[25, 36, 41].

One well known strategy is basedon Fermat’s Little Theorem(FLT) which

establishesthatfor any nonzeroelement&�'_^J!�"b�<a}$ , theidentity &Uj � R & � Ó j �
holds.As surprisingasit maysound,thismeansthatmultiplicative field inversion

canbecomputedvia anexponentiationoperation.

Noticing that the exponent  � � a 8Z� can equivalently be expressedas

)� ² a\j �mÁ³ � � m , we canwrite,

& j � �:& � Ó j � �^& ¸ Ó ¤ ¡º¥» ¡ � º � a\j �½
mÁ³ �
& � º �u& � ¡ 40& � ¹ 454542& � Ó ¤ ¡ (24)

A straightforward,but ratherexpensive, implementationof (24) canbecarried

outusingthebinaryexponentiationmethod,requiring �U8Y/ field squarings(S)and

�Y8n� field multiplications(M), i.e.,

!Uô`5baWc� " "e�å$l��"e�Y8R/.$�E�P:"e�98Ü��$�� (25)

Nevertheless,usingan ingeniousre-arrangementof the requiredfield opera-

tions it wasshown in [25] that this calculationcanbe performedmuchmoreef-

ficiently by using the so-calledItoh-Tsujii Multiplicative InverseAlgorithm (IT-

MIA).

The ITMIA methodis basedon theobservation thatsince � a 8w�_��"b� a�j �x8
/.$k4D� , Fermat’s little theoremidentitycanberewrittenas,

& j � R & � Ó j � R(d & ä � Ó ¤ ¡ j �Äæ<e � (26)

Thereafter, ITMIA computesthefieldelement&W� Ó ¤ ¡ j � usingarecursivere-arrangement

of thefinite field operations.It wasshown in [9, 36] that this algorithmrequires

��8,/ field squaringsplusonly �gf+a0"e�Æ8)/.$ field multiplications,where �hf+a0"e�i8=/.$
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is thelengthof theadditionchainusedto reachthenumber�98)/ . Therefore,the

costis givenas,

C75W�iC\&:j �Äa<�!k f ��"e�å$��`"e�Y8R/.$�E9P��hf+a."e�Y8)/.$�� (27)

Comparingwith (24) it canbenoticedthatalthoughthenumberof field squar-

ings requiredby the ITMIA methodremainsthe same,the total numberof mul-

tiplications ö hasbeengreatlyreduced.Noticealsothat theconceptof addition

chainsleadsus to a naturalway to generalizethe Itoh-Tsujii Algorithm reducing

thenumberö evenfurther.

Sincethe original ITMIA methoduseda binary strategy, the numberof field

multiplicationsrequiredby that algorithm is not optimal. Applying Eq. 3, the

overall costis thengivenas,

Cl5W�iC\&nm m a f kpo "e�å$��¯"e�Y8R/.$�E�P^"7¾�"e�Y8)/.$68R/.$�� (28)

Where ¾�"e�n8Z/.$ is the Hammingweight of the binary representationof �Ü8�/ .
Takagiet al. [36] utilized a heuristicpartially basedon the factormethod. They

obtainedshorteradditionchainsfor Ü�(��8�/ than the onesgeneratedby the

ITMIA method,thusreducingthenumberof requiredmultiplicationsof (28).

We comparethe resultsobtainedby our algorithmagainstthe modified fac-

tor methodpresentedby Takagiet al. [36] and the ITMIA binary method[25].

Tables13 and14 show theoptimaladditionchainsfor � �z¦@�@� which is an im-

portantclassof exponentsfor error-correctingcodeapplications.Thefirst column

shows thetargetvalue,i.e., ��,��89/ . Theadditionchainsfoundby theAIS algo-

rithm andtheir respective lengthsarelistedin thesecondandin thethird column,

respectively. On a total of sevencasestheAIS algorithmoutperformsthemethod

of [36], andin all casesconsidered,bothalgorithmsoutperformtheITMIA binary

method.
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As asecondexample,let usconsiderthefamily of exponentsw�(�	8�/ , with

� a prime number. This classof exponentsis of specialinterestfor elliptic curve

cryptosystemsdefinedover binaryextensionfields. For securityreasons[24], that

applicationutilizesthesetof finite fields !�� GF"b�<a}$ , with � beingaprimein the

range A®/0B1-��2L@��/oC . Table15 summarizesthe resultsobtainedby the AIS heuristic

andthebinarymethod.In 12 outof 20 of thecasesconsidered,theAIS algorithm

obtainsbetterresultsthantheITMIA binarymethod,andis no worsein theother

cases.

In order to quantify the solution’s quality obtainedfrom the addition-chain-

basedITMIA method,let us considerthe computationof multiplicative inverses

overthefinitefield !�� GF"b� ª���Ì $ , by usingFermat’sidentity, i.e., &Uj � ��& ��q ¼�r j � .
By consultingthe secondto last entry of Table15, namely, �Æ8�/ � L1-�{ ,

we seethat its correspondingshortestadditionchain(asit wasfoundby theAIS

heuristic),has length 12. Thereforeaccordingto (27), the requirednumberof

arithmeticoperationsfor this509-bitexponentis givenas,

C75J�sC�&:a0c� " "e���^L1-�]�$ � "e��8R/.$�E9P��hf+a."e�Y8R/.$��
� L1-�{lEiP:/0�@� �

Usingtheratio tvu#w �Wk f " mxc a a asafigureof merit weget,C75J�sC�& a0c� " "e�i�^L1-�]�$� �È/ � -��@¦ � (29)

whichaccordingwith thelowerbound(9), is aboutthebestcostthatonecanexpect

from anexponentiationcomputation.
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7.2 AIS heuristic combinedwith the sliding window method

Perhapsthe singlemostimportantarithmeticoperationfor public-key cryptogra-

phy is exponentiation. The RSA encryption/decryption and signing/verification

schemesare basedon the computationof an exponentiationoperation,namely,

�H�x�	��
T� , where is afixednumber, � is anarbitrarilychosennumericmessage

and � theproductof two large primes, ���Z��� . Additionally, theDiffie-Hellman

key exchangeschemethe ElGamalsignatureschemeand the Digital Signature

Standard(DSS)alsorequirethecomputationof modularexponentiation[4, 32, 27].

Theexponentiationmethodsdescribedin this paperareall focusedon theso-

calledfixed-exponentexponentiationproblem,i.e.,theexponent is fixedandarbi-

trary choicesof thebase� areallowed. RSA encryptionanddecryptionschemes

arebasedon thatkind of algorithms.

Since  is afixednumberwecancomputeits additionchainin anoff-line fash-

ion. Therefore,underthis scenario,thecomputationaltime neededfor computing

the optimal additionchainbecomesa non-criticaldesignissue. Usually we will

pre-computethat additionchainwell beforethebeginning of the real field expo-

nentiationcomputation.

Figure15 shows the customaryfigure of merit tyuzw �!k f " m{c a ° , i.e., the average

numberof operationsdividedby thetotal numberof bits � , for the � -aryandthe

AIS sliding window algorithmsasa functionof � = 128,256,512,1024. Those

exponentlengthsareregularly usedin cryptographicapplications.

Table16 comparestheperformanceof thetraditionalsliding window method

(asreportedin [27]) againstthe sliding window methodcombinedwith the AIS

heuristic. Thosetwo methodswereappliedon exponents with relatively large

bit-length � namely, � � /0�@{ , �@L@B , L�/0� , /5-��<G . TheAIS slidingwindow method

wastestedallowing arbitrarily largeMostSignificantWindows (MSW) candidates
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but fixing themaximumsizeallowedfor all theothernonzerowindows to a value

�H'KAÞB3�§?.C . We alsofixed the maximumvalueof consecutive zerosto � � � ,
exceptfor thecase���q/5-��<G , where�U�^L wasused.

As it canbe seenin Table16, our strategy outperformsthe window method

for thefirst threecases,namely, � � /0�@{3�2�@L@B3�2L�/0� . However, theAIS strategy

tendsto deteriorateits performanceas the bit length grows larger. In the case

of � � /5-��<G , the traditional sliding window methodshows a slightly better

performancethantheAIS strategy.

8 Conclusions

In this paperwe presentedan artificial immunesystemheuristicappliedto the

problemof finding optimaladditionchainsfor field exponentiationcomputations.

We only emulatedsomeimmunologicalactorsandmechanisms,namely, antibod-

iesandantigens,hyper-mutation,cloningandsecondaryresponse.By doingso,we

believethatwewereableto confectionanalgorithmthatis conceptuallysimplebut

at thesametimeeffective andefficient.

TheAIS heuristicproposedin thisresearchwork wascapableof findingalmost

all the optimal addition chainsfor any given fixed exponent  with :��G�-�]@B ,
exhibiting a high successrateof 99.6%.Furthermore,In orderto assesstheactual

powerof theAIS strategy asasearchengine,weusedit for generatingtheshortest

additionchainsof a classof exponentsparticularlyhardto optimize. In all cases

considered,theAIS strategy wasableto find theoptimalvalues.

Additionally, wecollectedtheassociateduncertaintyof our resultsthroughthe

computationof theexperiments’confidenceintervals. This wasdoneby applying

a bootstrapre-samplingstatisticaltest.Theimportanceof performingthis typeof

testliesonthefactthatonly by usingstatisticaltestsonecanreasonablyassurethat
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theresultsyieldedby aprobabilisticheuristicareconsistentandindependentof the

randomseedused.Thisway, weprovidedstatisticalevidencethattheexperimental

lower andupperaveragevaluesarevery closeto eachother. Thus,it is fair to say

thattheaveragealgorithmbehavior is quitesimilar from oneexecutionto theother,

which is adesirablefeaturefor aprobabilisticheuristicto exhibit.

As ameansto show how theconceptof apowerful heuristicfor findingaddition

chainscouldbeappliedin practice,we includedtwo code-theoryapplications.

Thefirst applicationconsistedon utilizing theAIS strategy in theproblemof

finding optimaladditionchainsfor field exponentiationcomputationsover binary

extensionfields. Theresultsobtainedby our schemeyieldedsomeof theshortest

reportedlengthsfor exponentstypically usedwhencomputingfield multiplicative

inversesfor error-correctingandelliptic curve cryptographicapplications.

The secondapplicationconsistedon developinga strategy that combinedthe

sliding window methodwith the AIS-basedheuristic. While in generaloptimal

solutionsfor exponentswith largebit lengthsareunknown, weprovidedacompar-

isonof ourexperimentalresultsagainsttheonesobtainedby thetraditionalsliding

window method.Ourexperimentsshow thattheAIS strategy tendsto bebetterfor

moderatedsizesof Q'nA®/0�@{3�2�@L@B3�2L�/0�DC . However, for largersizes,theAIS strategy

is notasefficientasthetraditionalslidingwindow.

Futurework includesimproving theperformanceof our strategy for both,ex-

ponentswith moderatedsize (i.e., 32-bit lengthor less);andwhendealingwith

extremely large exponents,as the onestypically usedin RSA and DSA cryp-

tosystems.We arealsoplanningto exploretheperformanceof otherbiologically-

inspiredheuristicswhenappliedto theoptimaladditionchainproblem.
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Figure Captions
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Figure1: MSB-first binaryexponentiation.

Figure2: LSB-firstbinaryexponentiation.

Figure3: MSB-first � � -aryexponentiation.

Figure4: Partitioningalgorithm.

Figure5: Sliding window exponentiation.

Figure6: Eight-level optimaladditionchaintree.

Figure7: An algorithmfor generatingshortadditionsequences.

Figure8: Sliding window exponentiationusingadditionsequences.

Figure9: TheClonalSelectionPrincipleof theImmuneSystem.Antibody C (the

bestaffinity) is reproducedby cloning. The new cloneswill suffer a mutation

process.

Figure10: Procedurefor repairingamutilatedadditionchain.

Figure11: Algorithm thatproducesacompleteadditionchain.

Figure12: Thehypermutationoperator.

Figure13: Theclonalselectionalgorithm.

Figure14: Findingshortadditionsequencesfor largeexponents.

Figure15: AIS slidingwindow methodagainsttheslidingwindow method.
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Input: x � n �2J��"b0° j �v�5�5�  �  � $ �
Output: y � x ���t�3
	�

1. y �,d ;

2. for pk�:��8n� downto - do +
3. y � y � ;

4. if 5m��U�O/ then y � y 4 x ; ;
5. output y
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Input: x � n �2=�Ç"b0° j ���5�5�  �  � $ �
Output: y � x ���t�3
	�

1. p � x ; y �q/ ;

2. for pk�^- to ��8R/ do

3. + if 5m��U�O/ then y � y 4 p ;

4. p � p �[; ;

5. output y
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Input: x � n �2Y�s"b ° j � �5�5�  �  � $ � , k divi-

sorof � suchthat à��h��1� .
Output: y � x ���t�3
	� .

1. Pre-computeandstored � for all �Z�È/1�2�3�2¦3��G}� �5�5� �2� � 8R/ �
2. Divide  into � -bit words

â m for p9��-��0/1�2�3� �5�5� �§à^8R/ �
3. y �,d í ê ¤ ¡ ;
4. for pk�Hà:8n� downto - do +
5. y � y ��ò ;

6. if
â m û�:- then y � y 4 x í º ;

;
7. output y
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Input: x � n �2J��"b ° j � �5�5�  �  � $ �
Output: y � x � �t�3
	� .

1. Pre-computeandstored � for atmostall �H�È/1�2¦3�2L3� �5�5� �2� � 8R/ �
2. Divide  into zeroandnonzerowindows

â m of length ô�" â mÊ$
for pY��-��0/1�2�3� �5�5� �§à:8R/ �

3. y �,d í ê ¤ ¡ ;
4. for pk�Hà:8n� downto - do +
5. y � y � ü1ýîþ ºeÿ ;

6. if
â m û�:- then y � y 4 x í º ;

;
7. output y
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Input: An ordered set of  integers|
:= } � ¡ S � ¹ S0~!~0~0S �  ¤ ¡ S �  �� such that ifmV� � then � º � �<�

Output: An addition sequence for} � ¡ S � ¹ S!~0~0~!S �  ¤ ¡ S �  p� with length �
Add Seq Generator(

| S  )
1. � ³T j � ;
2. Set

|�� ³ }   ¡ ³ �2¡ S   ¹ ³ � ¹ SW~W~0~0S   ò ³ �  ¤@¹ � ;
3. � � ³ } � ¡ ³ �  ¤ ¡ S � ¹ ³ �  �� ; í ³�� ;
4. while (

|��³�� ) do }
5. � ³ ä � ¹ jT�o¡ æ ;
6.

í � ³ í)� } � ¹ � ;
7. } � ¡ S � ¹ � := max two elements(  ò S � S � ¡�� ;
8. if (( Q � � " f`�   ò ) && ( ���� | )) then }
9.

|
:= Sort Set(

| � }�� � );
10. � elseif ( � � | ) then }
11. k = k-1;

12. �
13. �
14.L= Length Set(W);

15.output } W S L �
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Input: x � n �2J��"b ° j � �5�5�  �  � $ �
Output: y � x � �	��
T� .

1. Decompose into à zeroandnonzerowindows
â m of length

ô�" â m $ , for p9��-��0/1�2�3� �5�5� �§à^8R/ .
2. Computeandstoretheadditionsequencecorrespondingto the

öJõ nonzerowindows foundin thepreviousstep,namely,

A â � � â � � �5�5� � â.-#/ j � C
. 3. y �,d í ê ¤ ¡ ;

4. for pk�Hà:8n� downto - do +
5. y � y ��ü1ýîþ ºeÿ ;

6. if
â m û�:- then y � y 4 x í º ;

;
7. output y
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�������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������
�������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

antibody B

antibody A

antibody C

antigen

clones from antibody C
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Input: A mutilatedadditionchain( �Z�,� � ��� � �545454v���ùm j � ), wherep
is thenext positionto beassignedand;theantigen thatwe

wantto reach.
Output: A completeadditionchain( � ) for  with length � .
Fill "Ä����p��2<$2+
1. �H� p ©
2. while ( �3� û�� ) do +
3. if (Flip(F)) then

useadoublingstepif possible,i.e., � � �h�<� � j � ,
providedthat � � �) . If � � �) go to 4.

4. elseif (Flip(0.5)) then

set � � �h� � j � P�� � j �
providedthat � � �) . If � � �) go to 5.

5. elsedo +
set �����h��� j � P��|� , where � is a randomly

selectedintegersuchthat -t�R���r� .
; while ( � � �) )

6. j = j+1

7. ;
8. output "Ä������$�;

71



Input: Theantigen thatwe wantto reach.

Output: A completeadditionchain( �ï�*� � ��� � �545454������|�^ ) for 
with length � .

FreshAb "b<$2+
1. Set � � �q/ and � � �^� ; (which implies / É � )
2. Select3 or 4 randomlyandassignit to � �
3. Completetheadditionsequenceby calling the

procedure"Ä�����Ê$l�:!DC\ô�ôW"Ä���2¦3�2<$
4. output "Ä�����Ê$l;
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Input: A clone �N����"Ä�x���Ê$ with affinity � , a region (eitherlower or

upperhalf of thechain)

Output: A hypermutatedclone ��N�v��" �� ����Ê$ .
hypermutation "Ê�U�Ä����1�\pW	<�å$2+
1. Themutationpoint p for eachcloneis selectedrandomly

within its region (eitherlower or upperhalf of thechain)

correspondingto theclone’s affinity.

2. Selecta randomnumber� suchthat -	�n���wpx�) .
3. Thenew (mutated)valueof theclone’s additionchainat

themutationpoint ��m ¶ � will be �ùm ¶ � �u�ùmùP�� � , if it is

possible,otherwisedecrease� until � m ¶ � is a valid value.

4. Repairtheupperpartof theadditionchain +0����B m ¶ � ;
by calling thefunction " ��T����Ê$l�,!XC\ô�ô�"Ä�x��pfP��3�2<$ .

5. output " ��~� ��Ê$
6. ;
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Input: An exponent(antigen)�
Output: A quasi optimal addition chain (antibody) � ��2���W�#�M�+���+�z�!�2� �Ü�
AIS Optimal Addition Chain �h�M���
1. for (  ¡�,¢ to £ ) do � /*Creatinganinitial populationof £ antibodies*/¤¦¥�§

= FreshAb �h�1� ;¨
2. for (  ¡�,¢ to iterations)� /* Beginningof themainloop*/

3. Sortout the £ ¤©¥ §
antibodiesin ascendingorderaccordingto their

affinity values(i.e.,chainlengths).

4. Selectthebest ª antibodies(with differentlengthvalues)from the

antibodiespopulation.Only thoseselectedª antibodieswill becloned.

5. Define « §¬¯® ¢�°�ª¦± , for  ¡��²l°�³+³+³z°�ª astherankingindex of eachoneof

the ª antibodies.

6. ´>��² ;
7. for (  b��¢ to £ ) do � /* Cloning*/

8. if ( « § aboveaverage)then µ1��¶� �·M¸�� upperhalf

9. elseµ1��¶� �·M¸¹� lowerhalf

10. for (º»��¢ to µ1· � ¸#¼[½¿¾À2Á+Â ) do �
11. «ÄÃÆÅ\� hypermutation � ¤©¥�§ °!µM��¶I �·M¸Ç� ;
12. ´>�.´\È�¢ ;¨¨
13. Sortout theantibodiesandnewly createdclonesin ascendingorder.

14. Fromtheorderedsetof £ originalantibodiesand ´ hypermutatedclones,

selectthe £ top bestanddiscardtherest.

15. for (  b��£HÉ�¼¦È.¢ to £ ) do � /* replacingthe ¼ worstantibodies*/

16.
¤©¥�§

= FreshAb �h�M� ;¨¨
/* Endmainloop*/

18.SelecttheantibodyÊ showing bestaffinity (shortestchainlength).

19. if ( � is even&& ��Ë�Ì hasalreadybeencomputed)then �
20. Set Í asthesolutionfoundfor ��Ë�Ì .
21. if ((lengthof ( Í )+1) Î (lengthof Ê )) then �
22. set Ê@��Í addingonedoublingstepat theendof Ê .¨¨
23.StoreÊ in memory.

24.output

25.
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Input: Ï[ÐÒÑ�Ï1Ó»Ô¿Õ�Ï1ÓTÔÇÖ`×1×1×�ÏIÕ�Ï�Ø1Ù Ö�Ú+ÛiÜ2Ý ÛHÞ`ß
Output: Addition Sequencefor Ï .
AIS Add SeqLar ge Exp( Ï Ú+ÛiÜ2Ýbß ÛHÞ`ß )

1. à á¦â = 0; Minimum = ã ;

2. for äyÐ*å to ÛsÜ2Ýbß ÛHÞyæ do ç
3. ÛHÞèß = Ñ�Ï1Ó»Ô¿Õ�Ï1ÓTÔÇÖ�Ï1ÓTÔÇéy×1×1×�Ï1ÓTÔ#êWÙ Ö ;
4. Ï ÜVëìÝ = Ñ�Ï Ó»Ô¿íîêÆïðÕ!ñ Ï ÓTÔ¿íòê{ïbÖ�ñ ×1×1×�Ï7Õ�Ï�Ø�Ù Ö ;
5. ó = AIS Optimal Addition ChainÑ ÛGÞ`ß Ù ;
6. DecomposeÏ Ü2ëÇÝ into a total of ô windows ß ê ,

for äõÐ�ö Ú�÷IÚ+ø]Ú ×1×1× Ú ô�ù ÷ , with ôsÐ?ú�û�à[ú .

A totalof ú zerowindows and à[ú nonzero

windows areproduced.

7. Sortall à>ú nonzerowindows soproduced

in ascendingorder, ü = ç ß Ø Ú�ß Õ Ú ×1×1× Ú�ß�ý#þ Ô¿ÕMÿ
8. Selectasuitableelementin Ü�� ó suchthatÜ��)ß�ý#þ Ô¿Õ .
9. ü = ç ß Ø Ú�ß Õ Ú ×1×1× Ú�ß�ýÇþ Ô¿Õ Ú�Ü ÿ ;
10. ç Þ Ï�� Ú � ÿ = ó��	� Þ Ï�� 
XÏ��3Ï� Ü����  ( ü Ú à>ú�û ÷ );
11. Computethenumberof operationsà á¦â needed;

12. if ( à á¦â�� Û ä��¿ä�� ë � ) then ç
13. Storethepairof sequences:(Seq,A);

14. Û ä��¿ä�� ë � Ð�à á¦â ;

15. ÿ
16. ÿ
output (Seq,A, Minimum)
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Table Captions
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Table1: Setof exponentswhichhave anoptimaladditionchainof length  .

Table2: An exampleof additionsequencegeneration.

Table3: Analogybetweenthebiologicalandtheartificial immunesystemdefined

in ouralgorithm.

Table4: Numberof Operationsusingseveralmethodsfor example5.3.1

Table5: Accumulatedadditionchainlengthsfor all exponentsÏ ���x÷IÚ�÷ ö7ö7ö�� (com-

parisonamongdifferentheuristics).

Table6: Accumulatedadditionchainlengthsfor all exponentslessthan512( Ï �
�x÷IÚ���÷�ø � ) and1024( Ï ���x÷IÚ�÷ ö ø�� � ).
Table7: Accumulatedadditionchainlengthsfor all exponentsÏ ���x÷IÚ+ø ö7ö7ö�� , Ï �
�x÷IÚ+ø ö �	� � and Ï ���x÷IÚ�� ö! 7å"� .
Table8: AIS computationaltime for severalexponentbit lengths.

Table9: Averagewith 95% confidencefor resultsobtainedby theAIS (30 inde-

pendentruns).

Table10: Shortestadditionchainsfor aspecialclassof exponents(Table1 of 3).

Table11: Shortestadditionchainsfor aspecialclassof exponents(Table2 of 3).

Table12: Shortestadditionchainsfor aspecialclassof exponents(Table3 of 3).

Table13: Optimaladditionchainsfor � Ð$# ø&% . AIS=Artificial ImmuneSystem

(Table1 of 2).

Table14: Optimaladditionchainsfor � Ð$# ø&% . AIS=Artificial ImmuneSystem
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(Table2 of 2).

Table15: Optimaladditionchainsfor Ï@Ð â ù ÷ , â aprime.

Table16: Performanceof theAIS methodfor largeexponents.
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Tableson Indi vidual Pages
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length ' Solutions

1 ( 2)
2 ( 3,4)
3 ( 5,6,8)
4 ( 7,9,10,12,16,)
5 ( 11,13,14,15,17,18,20,24,32)
6 ( 19,21,22,23,25,26,27,28,30,33,34,36,40,48,64)
7 ( 29,31,35,37,38,39,41,42,43,44,45,46,49,50,51,52,

54,56,60,65,66,68,72,80,96,128)
8 ( 47,53,55,57,58,59,61,62,63,67,69,70,73,74,75,76,77,78,81,82,

83,84,85,86,88,90,92,97,98,99,100,102,104,108,112,120,129,

130,132,136,144,160,192,256)
9 ( 71,79,87,89,91,93,94,95,101,103,105,106,107,109,110,111,113,114,

115,116,117,118,119,121,122,123,124,125,126,131,133,134,135,137,

138,140,145,146,147,148,149,150,152,153,154,156,161,162,163,164,

165,166,168,170,172,176,180,184,193,194,195,196,198,200,204,208,

216,224,240,257,258,260,264,272,288,320,384,512)
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iteration k U * V W

- 8 + := ( é-,/.-,102,!Õ�Õ�,WÕ3.-,<Ö�é-,
Ö�.-,54�é ) - 6 := (�7 é-,!Õ�4�0 ) 8 := 9
1 8 + := ( é-,/.-,102,!Õ�Õ�,WÕ3.-,<Ö�é-,
Ö�.-,54�é ) 54 6 := ( .:4;, 7 é ) 8 := ( Õ�4�0 )
2 8 + := ( é-,/.-,102,!Õ�Õ�,WÕ3.-,<Ö�é-,
Ö�.-,<é 7�) 39 6 := ( 4�é-,/.:4 ) 8 := (�7 é-,WÕ�4�0 )
3 7 + := ( é-,<.-,102,!Õ�Õ�,WÕ3.-,
Ö�é-,<Ö�. ) 11 6 := ( é 7 ,<4�é ) 8 := ( .:4;, 7 é-,!Õ�4�0 )
4 7 + := ( é-,14;,1.-,<02,WÕ�Õ�,WÕ3.-,<Ö�é ) 4 6 := ( Ö�.-,�é 7�) 8 := ( 4�é-,1.:4;, 7 é-,!Õ�4�0 )
5 7 + := ( é-,14;,1.-,<02,WÕ�Õ�,WÕ�4;,WÕ3. ) 14 6 := ( Ö�é-,�Ö�. ) 8 := ( é 7 ,14�é-,1.:4;, 7 é-,WÕ�4�0 )
6 7 + := ( Ö-,
é-,14;,5.-,<02,0Õ�Õ�,!Õ�4 ) 2 6 := ( Õ3.-,�Ö�é ) 8 := ( Ö�.-,
é 7 ,54�é-,1.:4;, 7 é-,WÕ�4�0 )
7 7 + := ( Ö-,�é-,=4;,1.-,<02,1>-,WÕ�Õ ) 8 6 := ( Õ�4;,�Õ3. ) 8 := ( Ö�é-,<Ö�.-,
é 7 ,54�é-,<.:4;, 7 é-,WÕ�4�0 )
8 7 + := ( Õ�,
Ö-,
é-,=4;,1.-,/02,5> ) 1 6 := ( Õ�Õ�,�Õ�4 ) 8 := ( Õ3.-,<Ö�é-,
Ö�.-,<é 7 ,54�é-,<.:4;, 7 é-,!Õ�4�0 )
9 6 + := ( Õ�,
Ö-,<é-,14;,5.-,<0 ) 3 6 := ( >-,!Õ�Õ ) 8 := ( Õ�4;,WÕ3.-,<Ö�é-,
Ö�.-,<é 7 ,14�é-,1.:4;, 7 é-,!Õ�4�0 )
10 5 + := ( Õ�,�Ö-,hé-,54;,<. ) 3 6 := ( 02,/> ) 8 := ( Õ�Õ�,!Õ�4;,WÕ3.-,
Ö�é-,<Ö�.-,<é 7 ,14�é-,1.:4;, 7 é-,0Õ�4�0 )
...

...
...

...
...

...

16 8 := ( Õ�,<Ö-,
é-,=4;,1.-,/02,5>-,WÕ�Õ�,!Õ�4;,WÕ3.-,<Ö�é-,
Ö�.-,<é 7 ,14�é-,1.:4;, 7 é-,!Õ�4�0 )
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Biological Immune System Artificial Immune System

antigen exponentÏ (from æ Ð�ó@?BADCFEHG ) that

antibody pair Ñ!ü ÚJI Ù , where ü is anadditionchainof length I
representingapotentialsolutionthat

mustbereached

antibody’s affinity lengthof theadditionchainrepresentedby

thepositive integer I (theshorterthebetter)

cloning antibody’s identicalcopies

hypermutation changesappliedon theclones

receptorediting replacementof low affinity antibodiesby new ones

immunememoryandsecondary accumulatedknowledgeconsistingon

response solutionspreviously foundandstored

for differentvaluesof Ï
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Strategy Number of Operations

Binary 188

Quaternary 171

Octal 170

Hexa 164

Slidingwindow ( % Ð �]Ú �DÐ ø ) 155

Slidingwindow ( % Ð�å Ú �DÐ ø ) 154

AIS Slidingwindow ( % Ð*å Ú �DÐ ø ) 152
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Optimalvalue=10808

Strategy Total length

Dyadic[5] 10837

Total [5] 10821

Fermat[5] 10927

Dichotomic[5] 11064

Factor[5] 11088

Binary 11925

Quaternary 11479

Artificial Immune Systemheuristic

Best 10813

Average 10818.5

Median 10818.5

Worst 10825

Std.Dev. 3.06
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Ï : �x÷IÚ���÷�ø � �x÷IÚ�÷ ö ø�� �
Optimal: 4924 11115

Binary: 5388 12301

Quaternary 5226 11862

AIS results

Best 4924 11120

Average 4925.03 11126.433

Median 4925 11126.00

Worst 4927 11132

Std.Dev. 0.89 3.014
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Ï : �x÷IÚ+ø ö7ö7ö�� �x÷IÚ+ø ö �	� � �x÷IÚ�� ö! 7å"�
Optimal: 24063 24731 54425

Binary: 26834 27662 61455

Quaternary 25923 26664 58678

AIS results

Best 24108 24778 54617

Average 24120.20 24792.2 54644.033

Median 24120.0 24791.5 54640

Worst 24133 24807 54674

Std.Dev. 5.88 6.094 12.053
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Ï lengthin bits timing (in milliseconds)

12 145.8

14 150.6

16 156.0

18 161.7

20 166.8

88



AverageÏ from to

512 4924.7 4925.4

1000 10817 10820

1024 11125 11128

2000 24118 24122

2048 24790 24794

4096 54640 54649
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exponent Addition Chain Length

?LKNM í ' ñ r

1 Õ 0

2 ÕPO�Ö 1

3 ÕQO�ÖRO�é 2

5 ÕQO�ÖSOT4ROU. 3

7 ÕQO�ÖROV4WOTXROU0 4

11 ÕQO�ÖROV4WOT>RO)ÕWØWO)Õ�Õ 5

19 ÕQO�ÖROV4WOT>RO)Õ3XRO�Õ3>RO)Õ 7 6

29 ÕQO�ÖROV4WOT>RO)Õ3XRO�Ö:4YO�Ö�>RO�Ö 7 7

47 ÕPO�ÖRO�éROTXRO)ÕWÖRO)Õ3.RO�é�ØROV4J.ROV4�0 8

71 ÕPO�ÖROV4WOT>RO)Õ3XRO�é�ÖROUX:4WOTX�>ROU0pØ 9

OU0�Õ
127 ÕPO�ÖROV4WOT>RO 7 O)Õ3>RO�é�XROU.:4WO)ÕWØ�> 10

O)ÕWÖ�XRO�ÕWÖJ0
191 ÕPO�ÖRO�éROTXRO 7 O)Õ3>RO�ÖJ0SOU.:4WO)ÕWØ�> 11

O)Õ3X�ÖWO)Õ3> 7 O)Õ 7 Õ
379 ÕQO�ÖROV4WOT>RO)Õ3XRO�Õ3>RO�é�XROT.:4WO�ÕWØ�> 12

O)Õ3X�ÖWO�é�Ö:4WO�éJ0:>RO�éJ0 7
607 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Ö:4WOV4J>RO 7 XRO�ÕWØ�Ö 13

O,Ö�Ø:4WOV4�Ø�>WOT.�ÕWØROTX�Ø�XWOTX�ØJ0
1087 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Ö:4WOV4J>RO 7 XRO�ÕWÖ�Ø 14

O�Ö:4�ØRO�é�X�ØYOU0pÖ�ØWO)ÕWØ�>�ØRO�ÕWØ�>�XRO�ÕWØ�>J0
1903 ÕQO�ÖRO�éROT.RO)ÕWØRO�Ö�ØROV4�ØROT>�ØRO�Õ3X�Ø 15

O)Õ3>�ØRO�é:4�ØYOT.�Ö�ØWO)ÕWØ:4�ØRO�Õ3.�X�ØRO�Õ 7 Ø�Ø
O)Õ 7 Ø�é

3583 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Õ3>RO�é�XROU0pÖRO�Õ�4�4 16

O�Ö�>�>ROT.J0:XYOT. 7 4YO)Õ�Õ3>�>RO�Ö�éJ0:XRO�é�.�X:4
O�é�.�>�ÖRO�é�.�>�é

6271 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Ö:4WOV4J>RO 7 XRO�Õ 7 Ö 17

O�é�>:4YOU0:X�>RO)Õ3.�é�XWO)Õ3.�éJ0RO�é�ØJ0�4ZOTX�Õ�4J>
OTX�Ö:4�4YOTX�Ö�X�>WOTX�ÖJ0�Õ

11231 ÕQO�ÖRO�éROT.RO)ÕWØRO�Ö�ØRO�é�ØROT.�ØRO�ÕWØ�Ø 18

O�Ö�Ø�ØYOV4�Ø�ØROU>�Ø�ØRO)Õ3X�Ø�ØWO�é�Ö�Ø�Ø
OTX:4�Ø�ØWO 7 X�Ø�ØYO)Õ�ÕWÖ�Ø�ØWO)Õ�ÕWÖ�é�ØWO�Õ�ÕWÖ�é�Õ

18287 ÕQO�ÖRO�éROT.RO)ÕWØRO�Ö�ØROV4�ØROT>�ØRO�Õ3X�Ø 19

O�é�Ö�ØWOTX:4�ØRO)ÕWÖ�>�ØWO)ÕWÖ�>�éWO�Ö�.�X�éYO�é�>:4JX
OU0:X 7 ÖWO)Õ3.�é�>:4YO)Õ[0 7 4�0RO)Õ3>�Ö�XJ0WO)Õ3>�Ö�>J0
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exponent Addition Chain Length

?LK\M í ' ñ r

34303 ÕQO�ÖRO�éROTXRO)ÕWÖRO)Õ�4YO�Ö�>ROT.�X 20

O)Õ�ÕWÖWO�Ö�Ö:4YO�Ö�.�ÖROT.�Ø:4YO)ÕWØ�Ø�>YO�Ö�Ø�Õ3X
OV4�Ø�é�ÖWOT>�Ø�X:4ZO)Õ3X�ÕWÖ�>WO�é�Ö�Ö�.�XWO�é:4�ÖJ0pÖ

O�é:4�é�Ø�ØWO�é:4�é�Ø�é
65131 ÕPO�ÖRO�éROT.RO)ÕWØRO)Õ�ÕQO�Ö�ÖROV4�4WOT>�> 21

O)ÕWé�ÖRO�Ö�Ö�ØROV4�4�ØWOT>�>�ØRO)Õ[0:X�Ø
O�é�.�Ö�ØROU0pØ:4�ØWO)Õ�4�Ø�>�ØWO,Ö�>�Õ3X�Ø
OT.�X�é�Ö�ØWOTX�é�é�X�ØWOUX�.�ÕWÖ�ØYOTX�.�ÕWé�Õ

110591 ÕQO�ÖRO�éROT.RO)ÕWØRO�Ö�ØWOV4�ØROT>�Ø 22

O)Õ3X�ØRO�é�Ö�ØYOTX:4�ØWO)ÕWÖ�>�ØRO�Ö�.�X�ØRO�Ö�.J0pØ
OT.�Õ�4�ØWO)ÕWØ�Ö�>�ØWO�Ö�Ø�.�X�ØWO�Ö�é�ÕWé�ØYOV4�é�X 7 Ø
OT>J0pé�>�ØWO�Õ�ÕWØ�.�ÕWØWO)Õ�ÕWØ�. 7 ØWO)Õ�ÕWØ�. 7 Õ

196591 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Ö:4WOV4J> 23

O 7 XRO 7�7 O�Õ 7 .RO�é 7 ØWOU0:>�Ø
O)Õ�Õ[0pØRO,Ö�é:4�ØROT4JX�>�ØRO 7 é�X�ØWO)Õ3>J0pÖ�Ø
O�Õ3>J0pÖ�XYO�éJ0�4�4JXWOU0�4J> 7 ÖWO)Õ�4 7 0:>:4
O)Õ3>J0pÖ�é�ØYO)Õ 7 X�. 7 ØWO)Õ 7 X�. 7 Õ

357887 ÕQO�ÖRO�éROTXRO 7 O�Õ3>RO�ÖJ0SOV4J.RO 7 Ø 24

O)Õ3>�ØYO�é�X�ØRO]0pÖ�ØRO)Õ�4�4�ØWO)Õ�4J>�.
O�Ö 7 0pØROT. 7 4�ØWO)Õ�Õ3>�>�ØWO,Ö�éJ0:X�Ø

OV4�0:.�Ö�ØWOU0�ÕWÖ�>�ØWO)Õ�4�Ö�.�X�ØZO�Ö�ÕWé�>:4�Ø
O�é�.�X:4�Ø�ØYO�é�.J0:>�>�.WO�é�.J0:>�>J0

685951 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Ö:4WOV4J> 25

O 7 XRO)Õ 7 ÖWO�é�>:4WOU0:X�>WOU0:X 7 O�Õ3.�é�>
O�é�ØJ0:XWOTX�Õ3.�ÖWO 7 Ö�Ö�>WO)Õ3.�é�>�ØYO�Ö:4JX�Ø�>
O�é 7�7 >�>WOU0 7�7 0:XWO)Õ3. 7�7 .�ÖZO�é�Õ 7�7 Ø:4
OTX�é 7 >�Ø�>WOTXJ0 7 0 7 XWOUX�>�. 7 4J>YOTX�>�. 7 .�Õ

1176431 ÕQO�ÖRO�éROT.RO)ÕWØRO�Ö�ØWOV4�ØROT>�Ø 26

O)Õ3X�ØRO�Õ3>�ØRO�é:4�ØWOTX�>�ØRO)ÕWé�X�Ø
O�ÖJ0pÖ�ØWOV4�Ø�>�ØWOT>�Õ3X�ØWO)Õ3X�é�Ö�ØYO�é�Ö�X:4�Ø
OT4J> 7 X�ØYO 7 0 7 Ö�ØWO 7 0 7 Ö�.WO)Õ 7 .�>:4J.

O�é 7 Õ3X 7 ØYOT.�>J0:.�é�.WO)Õ�Õ[0:.�ØJ0pØZO)Õ�Õ[0:X:4�é�Ø
O)Õ�Õ[0:X:4�é�Õ
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exponent Addition Chain Length

?LK\M í ' ñ r

2211837 ÕQO�ÖRO�éROT.RO)ÕWØRO�Ö�ØROT4�ØROT>�ØRO)Õ3X�Ø 27

O)Õ3X�éYO�é�Ö�XROTX�.�ÖWO)ÕWé�Ø:4YO�Ö�X�Ø�>
OT.�Ö�Õ3XRO�ÕWØ:4�é�ÖWO�Ö�Ø�>�X:4YOV4MÕ[0pÖ�>

OT>�é:4J.�XWO)Õ3X�X 7 ÕWÖZO)Õ3X�X 7 Ö�ÖWO�é�é�é�>�é:4
OT.�Ø�ØJ0:.�XWO)ÕWØ�Ø�Õ3.�ÕWÖYO�Ö�Ø�Ø�é�Ø�Ö:4
O�Ö�Õ3X 7�7 4JXZO�Ö�Ö�Õ�Õ3XJ0�4ZO�Ö�Ö�Õ�Õ3>�éJ0

4169527 ÕQO�ÖRO�éROTXRO)ÕWÖRO�Ö:4WOT4J>RO 7 XRO)Õ 7 Ö 28

O�é�>:4YOU0:X�>WO)Õ3.�é�XRO�é�ØJ0pÖRO]X�Õ�4�4
O)ÕWÖ�Ö�>�>WO�Ö:4J.J0:XYOV4 7 Õ3.�ÖWOT4 7 é:4�4YO 7 >�X�>�>
O)Õ�4J>�Ø�é�ÖYO�Ö 7 X�Ø�X:4YOT. 7 Ö�ÕWÖ�>ZOT. 7 Ö�ÕWÖ 7

O)Õ�Õ3>:4�Ö�.�>YO�Ö�é�X�>�.�Õ3XWO�é�.�.�ÖJ0�0�4^OV4MÕ�4�4 7 Ø�é
OV4MÕ3X 7 4�0 7 OV4MÕ3X 7 .�ÖJ0

7624319 ÕQO�ÖROV4WOT>RO)Õ3XWO�é�ÖROTX:4WO)ÕWÖ�>WO)ÕWÖ 7 29

O�Ö�.�>YO�é�>J0SOU0�0�4YO)Õ3.:4J>WO�Ö�é�Ö�Ö
O�é�>J0pØWOU0�0�4�ØWOT>�ÕWÖJ0SO�Õ3.�>�XJ0WO�é�Õ[0pé:4
OTX�é:4JX�>WO)ÕWÖ�X 7 é�XZO�Ö�.�é�>J0pÖWO�é�>�Ø�>�Ø�>

O]0:X�Õ3X�Õ3XWO)Õ3.�Ö�é�Ö�é�ÖZO�é�Ø:4JX:4JX:4YOUX�Ø 7 Ö 7 Ö�>
OU0:X�Õ3X�Õ3X�ØZOU0:X�Ö:4�Ö�>J0WOU0:X�Ö:4�é�Õ 7

14143037 ÕQO�ÖROV4WOT>RO)Õ3XRO�é�ÖROUX:4WOU0pÖRO)Õ�4�4 30

O�Ö�Õ3XYOV4�é�ÖROT>�X:4YO)Õ[0pÖ�>WO�é:4J.�X
OU.�Õ3>:4WO�ÕWØ�é�X�>WO�Ö�ØJ0pé�XWOV4MÕ�4�0pÖYOT>�Ö 7 4�4
O 7 é�é�ÕWÖWO)Õ[0:X�Ö�.�XZO�é�.�Ö�.�ÕWÖWOU0pØ�.�Ø�Ö:4

O)Õ�4MÕWØ�Ø:4J>YO�Ö�>�Ö�Ø�Ø 7 XWO�Ö�>�Ö�Ø�Ø 7 0YO�Ö�>�Ö�Ø�é�ÕWé
O].�X:4�Ø�X�Ö�XWOT>:4JX�Ø 7 é 7 O)Õ�4MÕWØ�Õ3.�X�.ZO)Õ�4MÕ�4�é�Ø�éJ0
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Ó�Ô>Õ AIS AIS [36] [25]

31 ÕQO�ÖRO�éROTXROU0SO)Õ�4
O�Ö�>RO�é�Õ 7 7 8

63 ÕQO�ÖRO�éROTXROU0SO)Õ�4
O�Ö�>WOT.�XROTX�é 8 8 10

95 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROU>�ØRO 7 ØRO 7 . 9 9 11

127 ÕQO�ÖRO�éROUXSO�ÕWÖRO�Ö:4
OV4J>RO 7 XYO)ÕWÖ�ØRO)ÕWÖ�XWO)ÕWÖJ0 10 10 12

159 ÕQO�ÖRO�éROUXSO�ÕWÖRO�Ö:4
OV4J>RO 7 XYO)Õ�4�4WO)Õ3.�XWO)Õ3. 7 10 10 12

191 ÕQO�ÖROV4WOU>SO�Õ3XRO)Õ[0
O�é:4WOTX�>YO)ÕWé�XRO)Õ[0pØWO)Õ3>J0

O)Õ 7 Õ 11 11 13

223 ÕQO�ÖRO�éROTXRO)ÕWÖWO)ÕWéRO�Ö�X
OT.�ÖWO)ÕWØ:4WO�Ö�Ø�>WO�Ö�Ö�ÕLO�Ö�Ö�é 11 11 13

255 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROT>�ØROT>�.WO)Õ[0pØRO�Ö�.�. 10 10 14

287 ÕQO�ÖRO�éROT.ROU0SO)Õ�4
O�Ö�>ROT.�XYO)Õ�ÕWÖRO�Ö�Ö:4YO�Ö�>�Ø

O�Ö�>J0 11 11 13

319 ÕQO�ÖRO�éROUXSO�ÕWÖRO)Õ3>
O�é�XROU0pÖYO)Õ�4�4WO�Ö�>�>WO�é�Ø�X

O�é�Õ3>WO�é�Õ 7 12 12 14

351 ÕQO�ÖRO�éROUXSO�ÕWÖRO�Ö:4
O�ÖJ0SOT.:4ZO)ÕWØ�>RO�Ö�Õ3XWO�é�Ö:4

O�é�.�Õ 11 11 14

383 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROT>�ØYO)Õ3X�ØRO�é�Ö�ØWO�é�X�Ø

O�é�>�ØWO�é�>�é 12 13 15

415 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROT>�ØROT>�éWO)Õ3X�XRO�é�é�Ö

OV4MÕ3. 11 12 14

447 ÕQO�ÖRO�éROUXSO�ÕWÖRO)Õ3>
O�é�XROU0pÖYO)Õ�4�4WO�Ö�>�>WOV4�é�Ö

OV4�4�4YOV4�4�0 12 12 15

93



Ó ÔXÕ AIS AIS [36] [25]

479 ÕQO�ÖRO�éROTXROU0SO)Õ�4
O�Ö�>ROT.�XYO)Õ�ÕWÖRO�Ö�Ö:4YOV4�4J>

OV4�0:XWOV4�0 7 12 13 15

511 ÕQO�ÖRO�éROU.SO�ÕWØRO)Õ3.
O�é�ØROTX�ØYO)ÕWÖ�ØRO�Ö:4�ØWOV4J>�Ø

OT.�ÕWØWOT.�Õ�Õ 12 12 16

575 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
O�Ö�éROV4JXRO 7 ÖWO)Õ3>:4WO�é�X�>

OT.�.�ÖWOT.J0:. 12 13 15

607 ÕQO�ÖRO�éROUXSO�ÕWÖRO)Õ3>
O�é�XROU0pÖYO)Õ�4�4WO�Ö�>�>WOT.J0:X

OT. 7 4ZOTX�Ø�XWOTX�ØJ0 13 13 15

639 ÕQO�ÖRO�éROUXSO�ÕWÖRO�Ö:4
O�Ö�XROT.�ÖYO)ÕWØ:4WO�Ö�Ø�>WOV4MÕ3X

OTX�Ö:4ZOTX�é�XWOTX�é 7 13 13 16

767 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROT>�ØROT>�éWO)Õ3X�XRO�é�é�Ö

OTX�X:4ZOU0�4�0ROU0:XJ0 13 14 17

799 ÕQO�ÖRO�éROUXSO�ÕWÖRO�Ö:4
OV4J>RO 7 XYO)Õ 7 ÖRO�é�>:4YOU0:X�>

OU0 7 ÖYOU0 7 >WOU0 7�7 13 13 15

863 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROV4�éROT>�XWO)Õ[0pÖRO�é:4�4

OTX�>�>YOT>�X�ØWOT>�X�é 13 15 16

895 ÕQO�ÖRO�éROU.SO�ÕWØRO�Ö�Ø
OV4�ØROT>�ØYO)Õ3X�ØRO)Õ3X�éWO�é�Ö�X

OTX�.�ÖYOT>�Õ3.WOT> 7 . 13 14 17
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_ Ô>Õ AIS AIS ITMIA

162 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
OUX:4WOT>�ØROT>�ÕLO)Õ3X�Ö 9 9

166 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OT4�ØROT>�ØROT>�éWO)Õ3X�X 9 10

172 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OT4�ØROV4�éROT>�XWO)Õ[0pÖ 9 10

190 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OV4�ØROU>�ØRO)Õ3X�ØRO�Õ3>�ØRO)Õ 7 Ø 10 12

192 ÕQO�ÖSO�éSOUXRO)ÕWÖRO�Ö:4
OV4J>RO 7 XRO�Õ 7 Ö 8 8

196 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
OT4J>ROV4 7 O 7 >WO)Õ 7 X 9 9

222 ÕQO�ÖSO�éSOUXRO)ÕWÖRO�Ö:4
OV4J>RO 7 XRO)Õ 7 ÖRO�Ö�Õ3XRO�Ö�Ö�Ö 10 12

232 ÕQO�ÖSOT4ROU>RO)Õ3XRO�Ö:4
O�Ö�>RO�Ö 7 OU.�>RO)Õ�Õ3XRO,Ö�é�Ö 10 10

268 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
OTX:4WOTX�XROUXJ0SO)ÕWé:4WO,Ö�X�> 10 10

270 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OV4�ØROT>�ØRO 7 ØRO)Õ3>�ØRO,ÖJ0pØ 10 11

292 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
OTX:4WOU0pÖRO]0péRO)Õ�4JXRO,Ö 7 Ö 10 10

330 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OV4�ØROU>�ØRO)Õ3X�ØRO�é�Ö�ØRO�é�é�Ø 10 11

378 ÕQO�ÖSOT4ROU>RO)Õ3XRO)Õ3>
O�é�XRO]0pÖRO)Õ�4�4WO�Ö�>�>RO�é�X�Ø

O�éJ0:> 11 13

382 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OV4�ØROT>�ØWO)Õ3X�ØRO�é�Ö�Ø
O�é�X�ØRO�é�>�ØWO�é�>�Ö 12 14

388 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
OTX:4WO 7 XRO 7 0SO)Õ 7 4WO,é�>�> 10 10

442 ÕQO�ÖSO�éSOUXRO)ÕWÖRO)ÕWé
O�Ö�XROU.�ÖRO)ÕWØ:4WO�Ö�Ø�>ROV4MÕ3X

OV4�4�Ö 11 13

462 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
O�é�éROUX�XRO)ÕWé�ÖRO�Ö�X:4WO�é 7 X

OV4JX�Ö 11 13

490 ÕQO�ÖSO�éSOU.RO)ÕWØRO�Ö�Ø
OV4�ØROT>�ØWO)Õ3X�ØRO�é�Ö�Ø

OV4J>�ØWOV4 7 Ø 11 13

508 ÕQO�ÖSO�éSOUXRO)ÕWÖRO)Õ�4
O�Ö�>RO�é�ØROUX�ØRO)ÕWÖ�ØRO,Ö:4�Ø

OV4J>�ØWOT.�Ø�> 12 14

520 ÕQO�ÖSOT4ROU>RO)Õ3XRO�é�Ö
OTX:4WOUX�.RO)ÕWé�ØRO�Ö�X�ØROT.�Ö�Ø 10 10
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� SlidingwindowMethod[27] AISHeuristic

length % length MSW size q

128 156 4 152 17 2

256 308 4 304 13 2

512 607 5 604 11 2

1024 1195 5 1196 6 5
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in 2002.His majorresearchinterestsarein datasecurity, cryptography, finitefields,

error correctingcodes,andmobile computing. He is a memberof the IEEE and

he is alsoan alumni memberandresearchassociateof the InformationSecurity

LaboratoryatOregonStateUniversity.

98



Carlos A. Coello Coello received the B.Sc. degreein civil en-

gineeringfrom the UniversidadAutónomade Chiapas,México, and the M.Sc.
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