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Abstract

Using a canonical enumeration procedure, we identify each Galois field of characteristic 2 with the
corresponding integer interval with extremes 0 and the corresponding Marsenne number. We plot the
graphs of the field operations through that identification.
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Introduction

The Galois fields of characteristic 2 have been widely used in technological applications, mainly in Coding
Theory and Cryptography. Each Galois field of characteristic 2, let us say of degree n, has as cardinality
the corresponding power of 2, and its elements are representable by n-degree polynomials, thus the Galois
field can be identified with the set of integers with extrems 0 and 2™ — 1. In this document we translate
the operations in the Galois field into that integer interval and we plot as density graphs the translated
operations, just to give a global glimpse of the field operations. All graphs were obtained using Mathematica
3.0. All concepts mentioned here can be explored more deeply in the classical text of Lidl and Niederreiter [1].
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Table 1: Ring multiplication table in the modulus ring [0, 22 — 1].

2 Ring multiplication

The set [0, 2™ —1] consists of the collection of remainders modulus 2”. Tt has naturally the ring multiplication
operation (i, j) — (ij) mod 2™. These operations are displayed in tables 1-5 for n < 5. In each display, table
(a) contains the numeric values, and, as is usual when displaying matrices, its rows are numbered from up
to bottom; the corresponding graphical table (b) displays the same operation in a scale of gray: black color
corresponds to the lowest value 0 while white color corresponds to the greatest value 2™ — 1; this time the
rows are numbered from bottom to up.

3 Representation of Galois fields of characteristic 2

Let Fo = {0,1} be the prime Galois field consisting of just two elements. For most integer values n > 2
there is a minimum &, with 0 < k& < n, such that the polynomial p,,(X) = X" 4+ X* 4+ 1 is irreducible over
the field Fy. In Table 6 we display such pairs (n : k), for n = 2,...,101. The cases in which there is no
such k are distinguished by making k£ = n, in them any irreducible polynomial of degree n shall involve more
than one intermediate powers X*. Whenever p,;(X) is irreducible, the Galois field Fa is isomorphic to the
quotient Fo[X]/ (pnk (X)), and, consequently, the arithmetic in the field can be realized as the polynomial
arithmetic reduced modulus p,(X). Each element in Fon is of the form pe(X) = Yo, X! and is
naturally identified with the integer I. = Y7, €21 € [0,2" — 1].

4 Field operations with the polynomial representation

4.1 Multiplication
The field multiplication determines the operation
*: H0,2n - 1]] X H072n - 1]] - H072n - 1]] ’ (-[6715) = I’w

where the vector index ~ is such that p,(X) = pe(X)ps(X). In tables 7-11 these operations are displayed
for n = 2, 3,4, 5 respectively.
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Table 2: Ring multiplication table in the modulus ring [0, 23 — 1].
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Table 3: Ring multiplication table in the modulus ring [0,2* — 1].
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DO O OO OO OO

0

6 7 8 910111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
6 81012141618202224262830 0 2 4 6 810121416 18 20 22 24 26 28 30
6 912151821242730 1 4 71013161922252831 2 5 81114172023 26 29
4 81216202428 0 4 81216202428 0 4 81216202428 0 4 81216202428
51015202530 3 813182328 1 61116212631 4 914192429 2 712172227
612182430 410162228 2 8142026 0 612182430 410162228 2 8142026
7142128 310172431 6132027 2 9162330 5121926 1 8152229 4111825
81624 0 81624 0 81624 0 81624 0 81624 0 81624 0 81624 0 81624

0 91827 4132231 81726 3122130 71625 2112029 61524 1101928 51423
0102030 81828 61626 41424 21222 0102030 81828 61626 41424 21222
01122 11223 21324 31425 41526 51627 61728 71829 81930 920311021
01224 41628 820 01224 41628 820 01224 41628 820 01224 41628 820
01326 720 11427 821 21528 922 316291023 417301124 518311225 619
014281024 620 216301226 822 418 014281024 620 216301226 822 418
0153013281126 924 722 520 318 11631142912271025 823 621 419 217
016 016 016 016 016 016 016 016 016 016 016 016 016 016 016 016
017 219 421 623 82510271229143116 118 320 522 724 9261128133015
018 422 826123016 220 624102814 018 422 826123016 220 624102814
019 625123118 524113017 423102916 322 92815 221 82714 120 72613
020 82816 42412 020 82816 42412 020 82816 42412 020 82816 42412
021103120 93019 82918 72817 62716 52615 42514 32413 22312 12211
02212 22414 42616 62818 8302010 02212 22414 42616 62818 8302010

02314 5281910 12415 6292011 22516 7302112 32617 8312213 42718
02416 8 02416 8 02416 8 02416 8 02416 8 02416 8 02416 8 02416
0251811 4292215 8 1261912 5302316 9 2272013 631241710 3282114
0262014 8 228221610 430241812 6 0262014 8 228221610 430241812
027221712 7 229241914 9 43126211611 6 128231813 8 33025201510
02824201612 8 4 02824201612 8 4 02824201612 8 4 02824201612 8
029262320171411 8 5 23128252219161310 7 4 130272421181512 9 6
03028262422201816141210 8 6 4 2 03028262422201816141210 8 6 4
031302928272625242322212019181716151413121110 9 8 7 6 5 4 3 2
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Table 4: Ring multiplication table in the modulus ring [0,2% — 1] (numerical values).




==5E==

Table 5: Ring multiplication table in the modulus ring [0,2° — 1] (density plot).
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0 1)
12
22
32 :
42 .
52 :
62 :
72
82 :
92 :

2)
1)
8)
4)
3)
6)
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(3:
(13:
(23 :
(33 :
(43 :
(53 :
(63 :
(73 :
(83 :
(93 :

)
13)
5)
10)
43)
53)
1)
25)
83)
2)

(4:1) (5:2)
14:2) | (15:1)
(24:4) | (25:3)
(34:6) | (35:2)
(44 : 2) | (45: 45)
(54:9) | B5:7)

(64 : 16) | (65 : 18)
(74 : 35) | (75: 75)
(84:5) | (85: 85)
(94 : 10) | (95: 11)

(6:1) (7:1)
(16 : 4) | (17:3)
(26 : 26) | (27 : 27)
(36: 4) | (37: 37
46:1) | (47:5)
(56:2) | (57: 4)
(66 : 3) | (67 : 67)
(76 : 21) | (77 : 77)
(86 : 21) | (87: 13)
(96 : 16) | (97 6)

(9:1)
(19 : 19)
(29 : 2)
(39 : 4)
(49 : 9)
(59 : 59)
(69 : 69)
(79 : 9)
(89 : 38)
(99 : 99)

(10 : 3)
(20 : 3)
(30: 1)
(40 : 6)
(50 : 6)
(60 : 1)
(70 : 4)
(80 : 12)
(90 : 27)
(100 : 12)

(11 :
(21:
(31:
(41 :

(51 :
(61 :
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(81 :

(91 :
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Table 6: Pairs (n : k) such that p,(X) = X™ + X* 4 1 is an irreducible polynomial over the field Fs.
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01 2 3
02 3 1
03 1 2
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Table 7: Multiplication table in the Galois field Fo2.

0 000 0 0 0 O
01 23456 7
0246 31775 al
0 3 6 5 7 4 1 2
04376 25 1
05 1 42 7 36
0 6 7 1 5 3 2 4
075 2 16 4 3
(a) (b)

Table 8: Multiplication table in the Galois field Fas.
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2 3 4 5 6 7 8 9 10 11 12 13
4 6 8 10 12 14 3 1 7 5 11 9
6 5 12 15 10 9 11 8 13 14 7 4
8§ 12 3 7 11 15 6 2 14 10 5 1
0 15 7 2 13 8 14 11 4 1 9 12
12 10 11 13 7 1 5 3 9 15 14 8
4 9 15 8 1 6 13 10 3 4 2 5
3 11 6 14 5 13 12 4 15 7 10 2
1 8 2 1 3 10 4 13 5 12 6 15
7T 13 14 4 9 3 15 5 8 2 1 11
5 14 10 1 15 4 7 12 2 9 13 6
1 7 5 9 14 2 10 6 1 13 15 3
9 4 1 12 8 5 2 15 11 6 3 14
5 1 13 3 2 12 9 7 6 8 4 10
3 2 9 6 4 11 1 14 12 3 8 7

— — = =
N W W Ok O

sy

—_
Gl = O 00O O N

Table 9: Multiplication table in the Galois field Foa.
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345 6 7 8 91011121314151617 1819 20 21 22 23 24 25 26 27 28 29 30 31
6 81012141618202224262830 5 7 1 31315 9112123171929 312527
6 5121510 924273029202318172122191625263128131411 8 1 2 7 4
4 81216202428 5 113 9211729251014 2 6263018221511 7 331272319
510152017302713 8 7 225281922263116211411 4 123182924 3 6 912
6121024302018211925311311 1 715 9 3 52317272926282216 2 414 8
714 92827182129261920 1 615 831241722 3 41310 2 5121130251623
81624 513212910 2261815 731232028 4121725 1 9302214 6271911 3
0 91827 1 81926 2111625 3101724 4132231 5122330 6152029 7142128
010203013 72519261614 42329 3 91727 5152822 8 211 13121 6121824
0112229 9 231201825 415271613 6 1102328 8 330211924 514261712 7
0122420212513 115 323272622 2143018 61011 719311729 9 5 4 82816
0132623172811 6 7102916222712 114 320253118 5 8 9 419302421 215
01428182919 1153117 313 21230162721 7 9 6 82620 41024222523 511
01530172522 7 82324 9 614 1163111 42126182912 32819 213 5102720
016 5211026153120 417 1301427111329 824 723 21825 9281219 322 6
017 7221431 9242813271018 321 42912261119 220 5 116 6231530 825
018 119 216 317 422 523 620 721 826 92710241125123013 3114281529
019 316 621 522123115281025 926241127 83013291420 723 418 117 2
0201325261423 317 528 81131 618 719103029 916 422 227151224 121
0211526301117 4251222 3 718 82923 22413 928 6191427 12016 53110
022 93118 42713 123 83019 52612 220112916 62515 321102817 72414
023112822 12910 930 22131 820 318 52514 4191524271216 71326 617
0242113152326 230 6111917 9 42825 112202214 327 7311810 81629 5
0252314111828 52215 12429 41019 91630 7 227211231 6 8172013 326
0261711 7292212142031 5 91924 228 6132327 1101618 8 3252115 430
02719 8 3241611 6292114 5302213122331 4152028 7101725 2 91826 1
02829 131 3 23027 7 626 42425 51915141812161713 82021 923111022
02931 227 6 42519141217 8212310 33028 124 5 72616131518112220 9
03025 723 914161121181228 2 52722 81517 13124 629 3 42610201913
03127 41912 823 32824 716151120 62529 221101417 52630 122 91318

0
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Table 10: Multiplication table in the Galois field Fys (numeric values).
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Table 11: Multiplication table in the Galois field Fays
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01 2 3
10 3 2| °®

2 3 0 1

3 2 1 0

(a) (b)

Table 12: Addition table in [0,2% — 1] corresponding to addition in the Galois field Fye.

4.2 Addition

What has been done for the multiplication can also be done for the addition in the Galois field Fon. Indeed,
addition is performed as the polynomial addition reduced modulus 2. Using the above identification the field
addition determines the operation

0.2~ 1] x [0.2" — 1] — [0.2" ~ 1], (Ie.T5) = Ly,

where the vector index - is such that p(X) = pe(X)+ps(X). In tables 12-16 these operations are displayed
for n = 2,3,4,5 respectively.

5 Field operations with the discrete logarithm representation

5.1 Multiplication

The multiplication group F5, = Fan — {0} of the Galois field Fan is cyclic, hence for any primitive element
zo € F5. we have that for all z € Fj, there is a y € [0,2™ — 2] such that z = zf. Obviously, it is
written y = log, (). Through this function, the multiplication can be expressed additively: log, (7122) =
log,, (x1)+log,, (22). Let J : Fon — [0,2" —1] be the map such that J(0) = 0 and J(x) = log,, (z)+1. Hence
J is a bijection and the multiplication in Fon determines an operation = : [0,2" —1] x [0,2" —1] — [0, 2™ —1],
which is the multiplication using the discrete logarithm representation. These operations are displayed in
tables 17-21.

5.2 Addition

Also, in terms of a primitive element xg € Fi. we may express the elements of Fa» through the map
J : Fon — [0,2" — 1] such that J(0) = 0 and J(z) = log, (z)+ 1. For any i, j € [0,2" — 2], with i < j, we
have xfy + x)) = xi(1 + ") = zit*| where the addition is taken modulus 2" — 1 and zf = (1 +237"), or
Pk (X)| 1+ xf);i + k. Thus, addition involves the irreducible polynomial p,j(X). The corresponding form
of addition for n = 2, 3,4, 5 are displayed in tables 22-26.

11



01 2 3 4 5 6 7
10 3 2 5 4 7 6
2 3 01 6 7 4 5
321 0 7 6 5 4
4 5 6 7 0 1 2 3
5 4 7 6 1 0 3 2
6 7 4 5 2 3 0 1
7 6 5 4 3 2 10
(a)

Table 13: Addition table

(b)

in [0, 23 — 1] corresponding to addition in the Galois field Fas.
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o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 0 3 2 5 4 7 6 9 8 11 10 13 12 15 14
2 3 0 1 6 7 4 5 10 11 8 9 14 15 12 13
3 2 1 0 7 6 5 4 11 10 9 8 15 14 13 12
4 5 6 7 0 1 2 3 12 13 14 15 8 9 10 11
5 4 7 6 1 0 3 2 13 12 15 14 9 8 11 10
6 7 4 5 2 3 0 1 14 15 12 13 10 11 8 9
7T 6 5 4 3 2 1 0 15 14 13 12 11 10 9 8
8§ 9 10 11 12 13 14 15 O 1 2 3 4 5 6 7
9 8 11 10 13 12 15 14 1 O 3 2 5 4 7 6
0 11 8 9 14 15 12 13 2 3 O 1 6 7 4 5
1 10 9 8 15 14 13 12 3 2 1 O 7 6 5 4
12 13 14 15 8 9 10 11 4 5 6 7 0 1 2 3
13 12 15 14 9 8 11 10 5 4 7 6 1 0 3 2
4 15 12 13 10 11 8 9 6 7 4 5 2 3 0 1
5 14 13 12 11 10 9 8 7 6 S5 4 3 2 1 O

Table 14: Addition table in [0,2* — 1] corresponding to addition in the Galois field Fau.
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7 8 910111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
6 9 8111013121514 1716 19 18 21 20 23 22 25 24 27 26 29 28 31 30
51011 8 91415121318 1916 17 22 23 20 21 26 27 24 25 30 31 28 29
41110 9 8151413121918 17 16 23 22 21 20 27 26 25 24 31 30 29 28
312131415 8 91011202122231617 18 19 28 29 30 31 24 25 26 27
213121514 9 8111021202322171619 18 29 28 31 30 25 24 27 26
1141512131011 8 9222320211819 16 17 30 31 28 29 26 27 24 25
54 3 21 0151413121110 82322212019 181716 31 30 29 28 27 26 25 24
9101112131415 0 1 2 3 4 5 7242526272829 303116171819 20 21 22 23
9 8111013121514 1 625242726 29 28 31 30 17 16 19 18 21 20 23 22
1011 8 914151213 2 52627242530312829181916 17 2223 20 21
1110 9 815141312 3 427262524 313029281918 1716 23 22 21 20
12131415 8 91011 4 32829 30 31 24 25 26 27 20 21 22 23 16 17 18 19

5

6
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13121514 9 81110 229 28 31 30 25 24 27 26 21 20 23 22 17 16 19 18
141512131011 8 9 130 31 28 29 26 27 24 25 22 23 20 21 18 19 16 17
151413121110 9 8 7 6 5 4 3 2 1 0313029 28272625242322212019181716
16171819202122232425262728293031 0 1 2 3 45 6 7 8 9101112131415
1716 19 18 21 20 23 22 25 24 27 26 29 28 31 30 6 9 8111013121514
1819 16 17 22 23 20 21 26 27 24 25 30 31 28 29 51011 8 914151213
19 18 17 16 23 22 21 20 27 26 25 24 31 30 29 28 41110 9 815141312
2021222316 1718 19 28 29 30 31 24 25 26 27 312131415 8 91011
212023221716 19 18 29 28 31 30 25 24 27 26 213121514 9 81110
22232021181916 17 30 31 28 29 26 27 24 25 1141512131011 8 9

IS IS, I CR U )
Ao O W
S NEN =R
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WO RO
O WN U O ©

00 1 O ULk W N
N A TN WO
Ao = O w
(S-S S

N = O~ o W
WO = O =T

O W N T =]

232221201918 1716 31 30 29 28 27 26 25 24 54 321 0151413121110 9 8
24 2526 2728 29 30 31 16 17 18 19 20 21 22 23 9101112131415 01 2 3 4 5 6 7
25242726292831301716191821202322 9 8111013121514 1 0 3 2 5 4 7 6
262724253031282918191617222320211011 8 914151213 2 3 0 1 6 7 4 5
272625243130292819181716232221201110 9 815141312 3 2 1 0 7 6 5 4
2829303124252627202122231617181912131415 8 91011 4 5 6 7 0 1 2 3
2928313025242726212023221716191813121514 9 81110 5 4 7 6 1 0 3 2
30312829262724252223202118191617141512131011 8 9 6 7 4 5 2 3 0 1
31302928272625242322212019181716151413121110 9 8 7 6 5 4 3 2 1 0

Table 15: Addition table in [0,2% — 1] corresponding to addition in the Galois field Fys (numeric values).
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Table 16: Addition table in [0,2° — 1] corresponding to addition in the Galois field Fys (density plot).

d

00 0 0
01 2 3 2

0 2 3 1

0 3 1 2

(a) (b)

Table 17: Logarithmic multiplication table in [0,22 — 1] using map J.
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0 0 0 0 0 0 O0O0

1 2 3 4 5 6 7
0 2 3 4 5 6 7
0 3 4 5 6 71
0 4 5 6 7 1
0 5 6 7
0 6 7 1

0

1
2
2 3

2 3 4
2 3 4 5

1

2 3 4 5 6

1

7

Table 18: Logarithmic multiplication table in [0, 2% — 1] using map J.
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o o o0 o0 o o o o o o o o o o0 o o
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
o 2 3 4 5 6 7 8 9 10 11 12 13 14 15 1
o 3 4 5 6 7 &8 9 10 11 12 13 14 15 1 2
o 4 5 6 7 8 9 10 11 12 13 14 15 1 2 3
o 5 6 7 8 9 10 11 12 13 14 15 1 2 3 4
o 6 7 8 9 10 11 12 13 14 15 1 2 3 4 5
o 7 8 9 10 11 12 13 14 15 1 2 3 4 5 6
o 8 9 10 11 12 13 14 15 1 2 3 4 5 6 7
0o 9 10 11 12 13 14 15 1 2 3 4 5 6 7 8
0 10 11 12 13 14 15 1 2 3 4 5 6 7 8 9
0 11 12 13 14 15 1 2 3 4 5 6 7 8 9 10
0 12 13 14 15 1 2 3 4 5 6 7 8 9 10 11
0 13 14 15 1 2 3 4 5 6 7 8 9 10 11 12
0 14 15 1 2 3 4 5 6 7 8 9 10 11 12 13
o 1 1 2 3 4 5 6 7 8 9 10 11 12 13 14

1.5 10 12.5 15

Table 19: Logarithmic multiplication table in [0,2* — 1] using map J.
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DO O OO OO OO
N O TR W= O
N U WO

N O Uk WO

~N O Ok O

N o Ot O

01213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
013141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
0141516 171819 20 21 22 23 24 2526 2728293031 1

015161718 1920 21 2223 24 2526 2728293031 1

016 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
0171819 20 21 22 23 24 25 26 27 28 29 30 31
01819202122232425262728293031 1
019 20 21 22 23 24 25 26 27 28 29 30 31

020 21 22 23 24 25 26 27 28 29 30 31
02122232425262728293031 1
022232425262728293031 1
0232425262728293031 1
02425262728293031 1
025262728293031 1
0262728293031 1
02728293031 1
028293031 1
0293031 1 2
03031 1 2 3
031 1 2 3 4

N O U W N
N O U W N

2
3
4
5
6 8
7
8
9

T W N
DU W N
N OO W N
0~ O U Wi

1

N O U W N

8

1

N OOtk W N
N O U W N

8

1

N O Ut WN

8

1

N O U WN
N O Ut W N

8

~N OO WN

1

~N OO WN
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0000O0O0O0OOOOOOOOOOOOOOOOOOOO
6 7 8 910111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
7 8 910111213141516 171819 20 21 22 23 24 2526 2728293031 1
8§ 910111213141516 17 18 19 20 21 22 23 24 25 26 2728293031 1
8§ 910111213141516 171819 20 21 2223242526 2728293031 1
8 910111213141516 17 18 19 20 21 22 23 24 2526 2728 293031 1
8§ 910111213141516 17 18 19 20 21 22 23 24 25 26 2728293031 1
8§ 910111213141516 171819 20 21 22 23 24 2526 2728293031 1
8§ 910111213141516 17 18 19 20 21 22 23 24 25 26 2728 29 3031 1
0 910111213141516 17 18 19 20 21 22 23 24 25 26 2728293031 1
010111213141516171819202122232425262728293031 1
0111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 1

N OOt W
N OO W N
0 O U W N

8 9
8 910
8 91011
8 9101112
8 910111213
8§ 91011121314
8 9101112131415
8 910111213141516
8§ 910111213141516 17
8§ 910111213141516 17 18
91011121314151617 18 19

N O U W N

N O U W

1

N O U W N
~N OO W N
N O U W N
N O U W N
N O U W N

N O U W

910111213141516 171819 20

8§ 910111213141516 17181920 21

8§ 910111213141516 171819 20 21 22
91011121314 1516 17 18 19 20 21 22 23
91011121314 1516 17 18 19 20 21 22 23 24
8 910111213141516 17 18 19 20 21 22 23 24 25
91011121314 1516 17 18 19 20 21 22 23 24 25 26
91011121314 1516 17 18 19 20 21 22 23 24 25 26 27

8 910111213141516 17 18 19 20 21 22 23 24 25 26 27 28
910111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29
1011121314 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Table 20: Logarithmic multiplication table in [0,2° — 1] using map J (numeric values).
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25!

a8

15

18

o 5 1A 15 20 25 £

Table 21: Logarithmic multiplication table in [0, 2% — 1] using map J (density plot).

aF;

01 2 3
10 3 2| °®

2 3 0 1

3 2 1 0

(a) (b)

Table 22: Logarithmic addition table in [0,22 — 1] using map J.
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2 3 4 5 6 7

1
10 4 7 3 6 2 5
2 4 0 5

0

4 7 3

1

1

3 7 5 0 6 2 5

31 6 0 7 3 6
5 6 4 2 7 0
6 2 7 5 3
7 5 3

4

1
0

1
6 4 2 0

1

20

Table 23: Logarithmic addition table in 0,23 — 1] using map J.



o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 0 5 9 13 2 6 10 14 3 7 11 15 4 8 12
2 5 0 6 10 14 3 7 11 15 4 8 12 1 5 9
39 6 0 7 11 15 4 8 12 1 5 9 13 2 6
4 13 10 7 O 12 1 5 9 13 2 6 10 14 3
5 2 14 11 8 0 9 13 2 6 10 14 3 7 11 15
6 6 3 15 12 9 0 10 14 3 7 11 15 4 8 12
T 100 7 4 1 13 10 0 11 15 4 8 12 1 5 9
8§ 14 11 8 5 2 14 11 0 12 1 5 9 13 2 6
9 3 15 12 9 6 3 15 12 0 13 2 6 10 14 3
o 7 4 1 13 100 7 4 1 13 0 14 3 7 11 15
1 11 8 5 2 14 11 8 5 2 14 0 15 4 8 12
12 15 12 9 6 3 15 12 9 6 3 15 0 1 5 9
3 4 1 13 10 7 4 1 13 10 7 4 1 0 2 6
4 8 5 2 14 11 8 5 2 14 11 8 5 2 0 3
5 12 9 6 3 15 12 9 6 3 15 12 9 6 3 O
(

Table 24: Logarithmic addition table in [0,2* — 1] using map J.
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01234567 8 91011121314151617 1819 20 21 22 23 24 25 26 27 28 29 30 31
1 019 624112916 321 826133118 523102815 220 725123017 422 92714
219 020 725123017 422 92714 119 624112916 321 826133118 5231028
3 620 021 826133118 523102815 220 725123017 422 92714 119 62411
424 721 022 92714 119 624112916 321 826133118 523102815 220 725
51125 822 023102815 220 725123017 422 92714 119 624112916 321 8
6291226 923 024112916 321 826133118 523102815 220 725123017 422
7163013271024 025123017 422 92714 119 624112916 321 826133118 5
8 3173114281125 026133118 523102815 220 725123017 422 92714 119
921 418 115291226 02714 119 624112916 321 826133118 523102815 2
10 822 519 216301327 02815 220 725123017 422 92714 119 624112916
1126 923 620 317311428 02916 321 826133118 523102815 220 7251230
1213271024 721 418 11529 03017 422 92714 119 624112916 321 82613
133114281125 822 519 21630 03118 523102815 220 725123017 422 927
1418 115291226 923 620 31731 0 119 624112916 321 826133118 52310
15 519 2163013271024 721 418 1 0 220 725123017 422 92714 119 624
1623 620 3173114281125 822 519 2 0 321 826133118 523102815 220 7
171024 721 418 115291226 923 620 3 0 422 92714 119 624112916 321
18281125 822 519 2163013271024 721 4 0 523102815 220 725123017 4
1915291226 923 620 3173114281125 822 5 0 624112916 321 826133118
20 2163013271024 721 418 115291226 923 6 0 725123017 422 92714 1
2120 3173114281125 822 519 2163013271024 7 0 826133118 523102815
22 721 418 115291226 923 620 3173114281125 8 0 92714 119 6241129
2325 822 519 2163013271024 721 418 115291226 9 0102815 220 72512
241226 923 620 3173114281125 822 519 21630132710 0112916 321 826
253013271024 721 418 115291226 923 620 31731142811 0123017 422 9
26173114281125 822 519 2163013271024 721 418 1152912 0133118 523
27 418 115291226 923 620 3173114281125 822 519 2163013 014 119 6
2822 519 2163013271024 721 418 115291226 923 620 3173114 015 220
29 923 620 3173114281125 822 519 2163013271024 721 418 115 016 3
30271024 721 418 115291226 923 620 3173114281125 822 519 216 017
3114281125 822 519 2163013271024 721 418 115291226 923 620 317 O

Table 25: Logarithmic addition table in 0,25 — 1] using map J (numeric values).
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Table 26: Logarithmic addition table in [0,2% — 1] using map J (density plot).
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6 Algorithms for field arithmetic operations

Let p,(X) = X™ + Z 0 qJX € F5[X] be an irreducible polynomial of degree n and let us represent the
field Fyn as Fy [X]/(pn(X))

6.1 Multiplication

Let A(X) = Y0 a;X? and B(X) = Z?;ol b; X7 be two elements in Fon expressed with respect to the
polynomial basis. Then

n—1 n—1
A(X) B(X) = (Z aiXi> B(X) =) a; (X' B(X)). (1)
=0 1=0
Besides,
X* B(X) = X(X'B(X)) and (2)
n—1 n—1 n—1
X B(X) = XY biX) =by a1 X"+ > b X =bu1go+ Y [bj-1+bu1g;] X7 (3)
7=0 j=1 j=1

Clearly, eq’s (1)-(3) determine an algorithm to compute the multiplication.
As a second procedure, let us recall the famous Karatsuba-Ofman. Let us split the factors as

n—1 51 n—1

AX) = ZaiXi ZalX —&—Zal = Ap(X) + X2 Au(X)
=0

n_g

B(X) = > biX'= ZwaerX_Bg X) + X2 By(X)

where Ay(X), Ap(X), Be(X), B (X) are polynomials of degree § — 1. Thus

A(X) B(X) = (AuX)+X?Au(X)) (Be(X)+ X2 By(X))
= Au(X)Be+ (Au(X) By + Ap(X)Be(X)) X2 + Ap(X)By(X) X"
= Au(X)By
+[(An(X) + An(X)) (Be(X) + Br(X)) + Ae(X)Be + Ap(X)By(X)] X *
+ApBr(X) X! (4)
Eq. (4) determines a divide-and-conquer algorithm for multiplication. If n is a power of 2, n = 2¥, and T'(n)
counts the number of Fo-operations to perform the multiplication in Fa» then the following recursion results
from (4):
S(k) = T(n) =37 (5) =35(k—1) , S(0)=T(1) =1,

and its solution is S(k) = 3%, namely T'(n) = 3!°82™ = nl°e23 thus the ratio % = n~ (2719827 tends to 0
asn / +oo.

6.2 Squaring

Since Fan is a field of characteristic 2, squaring is a linear map, thus

n—1

AX) =) aX' = AX Zalxzz (5)

=0

thus only monomials of even exponent appear in A(X)2.
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If n = 2k is an even number,
k—1 n—1
AX)? = > aXP+ ) ax”
i=0 i=k
k—1 k-1
= D> aX¥ X" apX”
i=0 i=0

k—1 n—1 k—1
= > aX¥+ | ¢x <Z ak+iX2i> (6)
i=0 j=0 i=0

If n =2k — 1 is an odd number,

k—1 n—1
A(X)2 = ZaiX% + ZaiX%

=0 i=k
k—1 k—2

_ Z a; X2 4 Xt ZakHXzi
=0 =0
k—1 n—1 k—2

= ) aX? 4 ) gx (Z ak+iX2i+1> (7)
i=0 j=0 i=0

Eq’s (6)-(7) determine an algorithm for squaring, which can still be simplified, according to the special form
of the irreducible polynomial p,, (X).

6.3 Square root

Wn2
Since 3. is a cyclic group of order 2" —1 we have that for all A(X) € Fan: A(X) = A(X)?" = (A(X)2 1) ,
thus \/A(X) = A(X)Qn_l, and being squaring a linear map:

n—1 n—1 . n—1 .
AX) =Y X' = VAX) =Y a, (X2TH>Z Y (\/)?) 8)
i=0 i=0 i=0
If n = 2k is an even number,
k-1 2; k=1 241
A(X) = Zagi (ﬁ) + Za2i+1 (\/X)
i=0 i=0

k-1 k—1
= Za%Xi + \/)7(2 azi+1X"’ 9)
i=0 i=0
If n =2k — 1 is an odd number,
k-1 2; k=2 2i+1
A(X) = Zazi (\/)?) + Za2i+1 (\/)7)
i=0 i=0
k-1 _ k—2 _
= Z aziXZ + \/YZ 02i+1XZ (10)
i=0 i=0

and clearly, VX = X2" mod pn(X).
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6.4 Trace
If m|n then Fom is a subfield of Fan, or Fan is an extension of Fom. In this case, the map

no_q
o

T,n . IF F 27nk
m - on —> om €T — X

k=0
is called the trace. T} is a Fam-linear map. Consequently,
n_q n_q
AX) =D aX', a€Fp = TR(AX)) =) aTp(X"). (11)
i=0 i=0
And,
n_q
. mk -
TﬁL(Xl) = Z X?"" | mod pnm(X)a (12)

k=0

where p,m(X) € F,,[X] is an irreducible polynomial of degree L. Then by pre-computing the values at (12),
the values of the trace can be calculated according to relation (11).
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